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Summary

Rust offers strong memory safety with minimal runtime support, therefore producing fast
programs. These properties are primarily enforced during compilation, eliminating com-
mon memory bugs often found in C/C++ programs. However, the absence of runtime
verification means that the compile-time safety guarantees may be invalidated in the bi-
nary prior to execution. As a result, vulnerabilities can be injected into binaries through
rewriting techniques, diminishing the security Rust aims to provide.

In this thesis, we implement a validator that verifies whether a Rust-produced binary
adheres to Rust’s safety guarantees enforced during its compilation. We explore the idea
of using the program’s Mid-level Intermediate Representation as safety proof to compare
against the binary and detect inconsistencies. By combining this idea with static analysis,
we develop a scalable validator that checks both spatial and temporal memory rules. We
evaluate our tool on multiple Rust projects hosted on GitHub, containing real-world ap-
plications, and achieve a 76% classification accuracy on the unmodified versions, while

their modified (unsafe) versions were all correctly classified.
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Chapter 1
Introduction

Programming languages can be categorized as safe or unsafe. This separation depends
on how they handle memory during execution, particularly whether it is handled by the
language or the developer. A traditional example of a memory-unsafe language is C/C++.
Memory allocation and deallocation are managed exclusively by the developers using
functions like malloc and free, offering full control. It also minimizes execution overhead,
as it avoids runtime components such as a garbage collector, which introduce additional
computational costs. These features are ideal in systems programming and constrained
environments, such as IoT devices [18]. The limited computational power and memory of
IoT devices require efficient memory management and minimal runtime overhead. How-
ever, solely relying on developers to correctly handle memory leads to significant security
risks. Developers can make mistakes and critical memory vulnerabilities may be missed
in programs, such as buffer overflows and Use-After-Free (UAF).

To address the above security concerns, safe programming languages have been intro-
duced. These languages remove the responsibility of managing memory from the devel-
opers. Instead, a runtime is used to manage memory allocation and access, minimizing
memory bugs. An example of such a language is Java. Java programs are not compiled di-
rectly to native binaries, but instead to bytecode [4]. Bytecode is a platform independent
binary format. To execute it, the Java Virtual Machine (JVM) is used. The JVM exe-
cutes the bytecode and handles all memory allocations, deallocations and accesses [21].
As a result, programs are safe from common memory bugs with no development effort
required. However, due to the need for a runtime, significant overhead is introduced,
originating from components like the garbage collector [6].

A new type of memory-safe programming languages has been increasingly adopted
for development in critical systems and constrained environments. The goal of these lan-
guages is to offer strong memory safety, similar to safe languages, while incurring mini-
mal overhead. A prime example is Rust. Rust is a memory-safe programming language

with execution speeds comparable to C/C++ [16,29]. Rust programs run natively on the



machine and do not use a runtime to manage memory. To achieve this, it enforces strict
ownership and borrowing rules during compilation and rejects programs that violate them.
In cases where safety cannot be determined during compilation, checks are embedded in
the compiled binary which verify safety during the program’s execution.

The absence of a runtime creates the potential for a different kind of attack. Rust en-
forces its memory safety rules during compilation. However, there are no guarantees that
after compilation these rules remain valid when the binary is executed. This leaves Rust
programs susceptible to vulnerabilities introduced through binary rewriting techniques.
It has already been shown that attackers can stealthily inject vulnerabilities in programs,
submit them to an app store, and remotely exploit them once a large number of users has
downloaded the app [27]. Producing vulnerable programs in memory-unsafe languages
such as C is straightforward. Doing this in Rust, though, has not yet been widely explored.
Louka, A. et al. [19] have shown that such attacks on Rust binaries are possible. As a re-
sult, app stores supporting Rust programs may falsely advertise them as secure. This
highlights the need to validate Rust-produced binaries to ensure that the safety guarantees
enforced by Rust at compile-time remain valid.

There are many techniques for analysing programs and detecting bugs, each present-
ing different advantages and limitations. One approach is using static analysis and binary
lifting to an intermediate representation (IR). Static analysis examines the code of the bi-
nary without executing it. Binary lifting attempts to translate the assembly instructions
into an IR which can help perform more complex analysis. A popular example is the
Binary Analysis Platform (BAP) [15]. The goal of BAP is to lift machine code into an
IR that allows formal validation of code. It achieves complete code coverage and lower
overhead compared to other approaches. Nevertheless, lifting assembly code is not trivial
due to features like vector instructions and indirect jumps.

Another widely used approach for bug detection is dynamic analysis using binary in-
strumentation techniques. These techniques analyse programs while they are running by
dynamically inserting instructions. A commonly used tool is Valgrind [24]. Valgrind in-
struments a binary and maintains a shadow memory to track bytes and validate memory
accesses. As a result, it can accurately detect memory violations that occur during exe-
cution. Consequently, it often introduces high execution and memory overhead. This can
be mitigated by employing coarse-grained memory tracking, but it may worsen accuracy.
Furthermore, code paths are validated only if execution reaches them, so the quality of
test cases is crucial for complete analysis. Assuming the aforementioned attacker who
deliberately injects vulnerabilities in their program, the test cases they provide can be
crafted to avoid the execution paths containing the injected vulnerabilities.

Hybrid approaches are also being explored as a way to mitigate the limitations of the

previous techniques. Driller [26] combines fuzzing and concolic execution to eliminate



the dependence on test cases and alleviate the path explosion problem often encountered
with concolic execution. These ideas, however, still suffer from the inherent limitations
of the methods they use such as significant time and computing resources due to input
space size and the SMT solver.

In this thesis, we explore a static analysis approach for evaluating if Rust’s safety
properties are valid in binaries. We develop a tool that can be used by app stores to
verify the safety of Rust-produced binaries before signing them. We adopt the concept of
proof-carrying code explored by Necula, G.C [23]. In this scenario, the author assumes
an untrusted code producer who provides a binary that needs to be verified. In order to
verify it, a safety proof must also be given. This proof certifies the program’s adherence to
a predefined safety policy. Using this proof, the program’s compliance to the safety policy
can be quickly verified mathematically. In our approach, the safety policy is Rust’s safety
rules during compilation. As the proof, we use the Mid-level Intermediate Representation
(MIR) of the program. By using the MIR, we lose the mathematical guarantees of formal
verification, allowing for a more scalable solution combining traditional static analysis
techniques with the additional information provided by the MIR. In this thesis, we employ
the validation techniques for Rust binaries introduced by Louka, A. et al. [19] and use
the MIR information as the ground-truth to cross-validate them and detect discrepancies.
To retrieve the serialization of the MIR of a program during its compilation we use the
modified Rust compiler, rustc++ [20].

Our main contributions are as follows.

* We explore the idea of using the MIR as a safety proof to compare against the binary

and detect inconsistencies.

* We implement a tool that can evaluate whether Rust’s spatial and temporal safety

guarantees are valid in a binary.



Chapter 2

Background

2.1 Rust

Rust is a memory safe programming language with a minimal runtime. Its goal is to
provide strong memory safety while minimizing its runtime overhead. It is increasingly
being adopted in systems programming, performance-critical software and embedded de-
vices [18]. To achieve this, it enforces strict rules during development. These rules are
then validated by the compiler which rejects programs that violate them. In cases where
safety cannot be verified at compile-time (e.g. dependence on runtime values like inputs),

it embeds checks in the compiled binary to protect it at runtime.

2.1.1 Mid-level Intermediate Representation

When a Rust program is compiled, it is lowered to multiple intermediate representations,
each containing less semantic information [9]. In particular, source code is converted into
the High-level Intermediate Representation (HIR). The HIR is a simplified version of the
Abstract Syntax Tree (AST) preserving the program’s high-level structure. After this, the
HIR is lowered to the MIR [8]. Then, it reaches the code generation stage where the MIR
is transformed to LLVM-IR and finally machine code. The MIR is comprised of basic
blocks with statements and terminators. It has a similar level of abstraction to LLVM-IR
but maintains type and explicit move information. These properties make it the ideal stage
for the compiler to perform most of its analysis and validation, like the borrow checker

that we discuss further below.

2.2 Rust’s Spatial Memory Safety

Common vulnerabilities in languages such as C are buffer overflows, which occur when

a program accesses memory outside the allocated bounds. Such vulnerabilities can lead
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to critical security breaches, like remote code execution. Safe programming languages
address these vulnerabilities using a runtime that keeps track of the allocated memory
of a program during execution and verifying that all memory accesses do not exceed the
allowed bounds. Rust ensures spatial safety at compile-time and, when necessary, em-
beds runtime checks in the compiled program to prevent out-of-bounds access. Most
data types, like vectors and strings, are not directly indexed in the binary. Instead a li-
brary function is called which checks whether the desired index is within the object’s
bounds before returning it. However, fixed-size buffers and slices are directly accessed

and bounds checks may be embedded to protect them.

2.2.1 Fixed-size Buffers

Fixed-size buffers are allocated on the stack. They are always initialized with either an
array literal or a repeat expression [1]. Buffers can be accessed directly in the program
using the traditional square bracket notation. During compilation, the compiler attempts
to identify the index used every time a buffer is accessed and ensure that it is not out-of-
bounds. Complex indexing expressions or when the index depends on a value known at
runtime can prevent the compiler from ensuring safety at compile-time. In such cases,
it inserts an inline safety check in the compiled program that will first check the index

before accessing the buffer and panic if it detects an attempted out-of-bounds access [2].

2.2.2 Slices

Slices [11] are references to a contiguous block of elements in a collection, like buffers.
Particularly, a slice is a fat pointer containing the address of the first element and the
length. Slices can only be indexed if the object they originate from can also be indexed.
For example, string slices cannot be indexed using the square bracket notation as this
is not allowed for strings either. However, slices of vectors and buffers can be indexed.
When a slice is indexed, it is directly accessed using pointer arithmetic, and if required,
an inline bounds check is embedded, similar to fixed-size buffers.

2.3 Rust’s Temporal Memory Safety

Common examples of temporal safety bugs are dangling pointers and UAF bugs which
pose great security risks. In C/C++, a dangling function pointer or VTable pointer can
lead execution to attacker controlled code. These bugs originate from mishandling of
memory from developers. To mitigate such bugs, safe languages move the responsibility

of handling memory from the developer to the garbage collector. A garbage collector is a
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runtime component that manages dynamic memory allocation and deallocation [5]. Dis-
covering unreachable memory blocks in order to reclaim their space is not trivial. Many
algorithms are used to improve accuracy and performance, but they can incur substantial
overhead [17]. Rust achieves temporal safety entirely at compile-time, introducing no
runtime overhead. It does this by employing strict ownership and borrowing rules during

development.

2.3.1 Borrow Checker

The borrow checker is one of the most important components of the Rust compiler. It
operates on the MIR of the program and imposes strict temporal rules to guarantee tem-
poral safety [3], eliminating bugs like UAF and double free. To achieve this, it introduces

concepts like ownership and lifetimes which we explore below.

2.3.2 Ownership

Ownership [13] is a core concept in Rust that enables it to ensure temporal safety without
needing a garbage collector. It enforces a set of rules that allow it to manage memory
allocation and reclamation entirely at compile-time. These rules are as follows. (1) Every
value has exactly one owner at any time. (2) When the owner goes out-of-scope the
value is dropped. A consequence of the first rule is that when a value is moved into
another variable, the original variable loses ownership of it and can no longer access
it. Together, these rules allow memory to be allocated and reclaimed with no runtime

overhead, eliminating the possibility of temporal bugs.

2.3.3 References and Borrowing

According the the aforementioned ownership rules, a memory value can have only one
owner. But the value can be borrowed as well. When a value is borrowed, its ownership
is not transferred but a reference is created. References are similar to pointers, but they
have to follow some rules to ensure safety [10]. A reference can be either mutable or
immutable. If a reference is mutable, then it can be used to alter the value. The rules
for references are as follows. (1) References must not outlive the owner of the value they
borrow. (2) At any point, there can exist either multiple immutable references or only one
mutable reference for a value. With the above rules, Rust provides the ability to borrow

values while maintaining the strong safety guarantees offered by ownership.
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2.3.4 Lifetimes

To verify whether a reference’s scope exceeds the owner’s scope, lifetimes are used. Life-
times are a generic concept that define the scope of a reference [7]. Every reference must
have a lifetime. Most of the time, a reference’s lifetime can be automatically inferred
by the compiler. For example, the scope of a locally defined reference is the block it is
defined in. In some scenarios, the compiler cannot figure out the scope of a reference
and requires the developer to explicitly set it. One such scenario is when a function takes
references as arguments and returns one of them [12]. Reasoning about the function’s
possible return paths may lead the compiler to infer an incorrect lifetime for the returned
reference. To avoid such mistakes, the compiler requires the developer to specify the

lifetimes to ensure safety.

2.4 Static Binary Analysis

Static binary analysis is the process of analysing a binary at rest. This method is consid-
erably faster and requires less resources than dynamic analysis techniques, such as binary
instrumentation. Furthermore, it is safer as the binary is not executed and it enables anal-
ysis of binaries built for different platforms or require a special environment. Finally,
it offers full code coverage because it does not depend on execution reaching new code
paths. However, static analysis suffers from indirect control flows, like jump tables for
switch statements. Another important limitation is obfuscation, which is designed to con-
fuse disassemblers. For example, a jump instruction that targets the middle of another
instruction. This takes execution on a different path than the one assumed by the dis-
assembler. Tools based on static analysis often have to trade-off between completeness
and soundness. Trying to achieve complete detection of vulnerabilities often requires
over-approximations which may result in many false positives. Whereas, more precise

approaches might miss vulnerabilities.

2.5 Threat Model

We consider the adversary to be an application developer who deliberately alters the pro-
duced binary of their Rust program to violate Rust’s safety guarantees and introduce vul-
nerabilities before submitting it to an app store. Once a large number of users download
the malicious app, the adversary can remotely attack the users by exploiting the inserted
vulnerabilities. An example of this has been presented by Wang et al. [27]. In their sce-
nario, a program that contained hidden malicious control flow paths passed the app review

process of i0S. The hidden paths were then remotely activated through planted vulnera-
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bilities in the program. Because there was no change in the code of the program, it did
not violate its signature and the apps were allowed to be executed. Analysis performed
by app store providers is limited to binaries only, as access to source code will be refused
by organizations since it may contain company secrets. In contrast, languages like Java
submit their programs to app stores as a collection of class files containing bytecode. In
Rust, the MIR follows a similar level of abstraction to Java bytecode. We argue that re-
questing developers to submit the MIR alongside the binary is feasible as it is similar to
Java bytecode. Most of Rust’s memory checks during compilation, such as the borrow
checker, as well as the MIR Interpreter (Miri) [14], run on the MIR. Due to this, we as-
sume the possibility of restoring the compiler’s state from the MIR serialization. While
this is challenging due to its dependence on the compiler’s internal state, it enables vali-
dation of the provided MIR itself to ensure its adherence to the safety guarantees before
cross-validating it with the binary. This assumption is necessary because the attacker may

also modify the submitted MIR in order to hide injected vulnerabilities.
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Chapter 3
Architecture

We have developed a static analysis tool capable of receiving a binary and its MIR se-
rialization and evaluate whether the program is safe to execute. In particular, it detects
whether the program complies with Rust’s memory safety guarantees that were enforced
during its compilation. We have also implemented the functionality of automatically
injecting buffer overflow vulnerabilities into the binary by altering the emitted bounds

checks. The pipeline of the tool can be seen in Fig. 3.1.

3.1 Design Goals

Based on the threat model defined before, validation of source code is not relevant as we
aim to detect binaries that have been altered after compilation. As a result, binary analysis
is the only feasible solution. However, binaries lack semantic information that can be
beneficial during analysis, such as type information. To address this, we combine static
analysis of the binary with information extracted from its MIR. We treat the information
from the MIR as the ground-truth state of the program and use it to examine whether it
matches the binary. We selected static analysis due to its scalability and complete code
coverage. We adopt a conservative approach where programs are classified as unsafe not
only when an explicit safety violation is detected, but also when discrepancies between

the binary and the MIR are observed, such as less bounds checks than expected.

3.2 Safety Violations Detected

3.2.1 Spatial Violations

Our tool is able to detect spatial violation attempts related to bounds checks of fixed-size
buffers and their slices. Specifically, it is able to detect three kinds of violations. (1)

Modifying the size checked in the bounds check to allow for out-of-bounds indices on
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Figure 3.1: Tool pipeline

these objects. (2) Completely removing a bounds check. (3) Providing a larger value for

a buffer’s size when it is passed as an argument to a function.

3.2.2 Temporal Violations

Temporal violations relate to the borrowing rules Rust enforces at compile-time. These
rules are as follows. (1) A reference’s scope must not exceed the owner’s scope. (2) At any
point, there may exist either multiple immutable references or one mutable reference. We
currently support validation for references of fixed-size buffers and their slices. To gather
scope information about the binary, we use the DWARF symbols found in the binary when
compiled with debugging information. Furthermore, we verify that any function returning

a reference returns one of its arguments, where that argument is itself a reference.
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3.3 Safety Validation

This is the tool’s main functionality. It takes a binary and its serialized MIR as input, cross
validates them and classifies the binary as safe or unsafe to execute. First, the binary is
fully disassembled and its MIR is parsed. Then, the following stages of the pipeline are
executed on each function independently. For crates, we extract the compiled Rust library

and validate each object file independently.

3.3.1 Buffer Detection

The first stage is to identify the fixed-size buffers to track, along with their slices. We
use the MIR to locate them using type information of local declarations and identified
initialization patterns. Using the extracted information, we match the buffers and slices
in the binary. Failing to discover a buffer or slice identified from the MIR flags the binary

as unsafe.

3.3.2 Buffer Call Argument Validation

When a buffer is passed as an argument, its size may also be provided, depending on
the argument type. In such cases, we verify that the correct size is passed alongside the
buffer. To do this, we first discover all call sites in the MIR where a tracked buffer is
used as an argument. Then, we find the identified call sites in the binary and checks if the
expected buffers with their correct sizes are passed. Failure to discover a call site marks
the binary as unsafe. Buffer arguments that don’t need to pass their size are verified along

the function’s locally defined buffers.

3.3.3 Bounds Check Validation

The final spatial check is to validate all bounds checks for both the identified buffers and
slices. We locates all bounds checks contained in the function and discover the object they
are protecting. If the check is protecting a tracked buffer or slice, then we verify that the
check uses their correct size. We also count how many bounds checks we find for each
of the tracked objects and compares it against the number of checks found in the MIR for
them. If we find less checks in the binary than in the MIR for an object then it is classified

as unsafe.

3.3.4 Returned Lifetime Validation

If the function analysed returns a reference, then it must reference either some global data

or one of its arguments. Otherwise, returning a reference to a local variable would lead to

17



a UAF bug. When it returns one of the arguments, Rust must know which of the arguments
it may be in order to verify their scopes in the call sites. To verify such cases, we parse
the signature of the function from the MIR and check if it returns a reference. If it does,
then we find its arguments with the same lifetime, and using their type, match the register
they will be passed through based on the x86-64 calling convention. We then recursively
begin to follow the binary’s execution flow, tracking the arguments and verifying if each
branch returns one of the identified arguments. Any branch that does not return a tracked

argument causes the program to be considered as unsafe.

3.3.5 Reference Validation

The last stage of the pipeline is to verify the borrowing rules. In this stage, no additional
information is extracted from the MIR. We build a hierarchy of the function’s scopes
using the binary’s DWARF debugging symbols. We then discover all references created
for the tracked objects along with the scope they are created in. Whenever we find a
reference being used, we check whether it is out-of-scope based on the scope the reference
was created in. If a reference is used to mutate the original object, we also check if the

reference’s scope overlaps with any other reference for that object.

3.4 Vulnerability Injection

The second functionality offered by our tool is buffer overflow injection. It only takes
the binary as an input and exports a modified copy of it. To inject the vulnerabilities, we
locate all bounds checks and increment the size they check against by one. As a result,
we introduce the ability to overflow a buffer by one assuming no further validation was

performed by the developer (e.g. manual if check in original source code).

3.5 Limitations

Our tool supports detection of buffers with scalar values, like integers and floats, and
their slices. This limits safety validation as only these buffers and slices are tracked. Our
proposal inherits the limitations of static binary analysis such as indirect control flow and
obfuscation. It may yield a considerable amount of false positives due its conservative
design regarding binary and MIR discrepancies. For example, indirect control flow may
lead to failure in discovering a call site that should have been checked. Currently, we
have developed and evaluated the tool on Rust programs compiled in debug mode (non-
optimised). Finally, it depends on debug information like the symbol table for MIR and

binary function matching and the DWARF symbols for scope information.
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Chapter 4

Implementation

4.1 Spatial Memory Safety Validation

Most of Rust’s data types are safe from out-of-bounds bugs because indexing is performed
through implicit or explicit calls to Rust’s library methods, which ensure that the desired
index is within bounds. For example, the square bracket notation is not allowed for strings,
whereas for vectors it is converted into a function call during compilation. However, fixed-
size buffers and slices are exceptions since they compiled into direct memory operations.
During compilation, Rust attempts to verify that all accesses to these types are valid.
Whenever it is unable to do so, it emits an inline bounds check to protect them at runtime.
If an out-of-bounds access is attempted, the program will panic and terminate execution.

Our tool analyses programs and their serialized MIR to verify that the compiler-
emitted checks have not been manipulated. It supports validation of buffers with scalar
values and their slices. Furthermore, we verify that any call site passing one of the tracked

buffers as an argument also provides the correct size.

4.1.1 Buffer Bounds Check Validation

Fixed-size buffers are stored in the stack and are directly accessed by the program. The
check is a simple comparison of the desired index with an immediate value representing
the buffer’s size. The immediate value can easily be altered to allow for out-of-bounds
access.

To detect such cases, our tool validates each function independently, performing the
following steps: (1) Match each function’s serialized MIR to the disassembled function
based on their Fully Qualified Name (FQN). (2) Retrieve the function’s fixed-size buffers
from its MIR serialization. (3) Find the initialization of each buffer in the disassembly
and store its starting stack offset. (4) Locate all buffer bounds checks in the binary. (5)

Find the buffer associated with each check. (6) Compare the associated buffer’s size to
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the immediate value used in the check. (7) Count the number of checks found in the MIR

for each buffer and compare it with the number found in the disassembly.

Step 1. Each function’s MIR serialization contains its FQN. We use the name to match
it to its corresponding function in the binary by demangling the symbols in the symbol
table. However, the FQN in the MIR may not match exactly with a symbol in the binary.
This is because the compiler needs to uniquely identify multiple implementations for the
same type in the source code as shown in Listing 4.1. To do so, it emits an implementation
ID inside the FQN in the form of {impl#0}. This is not maintained in the final symbol
name but is replaced by the type of the implementation. To mitigate this, we search for
these symbols by matching the rest of the FQN.

struct Foo;

impl Foo {
// FQN: Foo::{impl#0}::a
fn a(&self) {}

impl Foo {
// FQN: Foo::{impl#1}::b
fn b(&self) {}

Listing 4.1: Multiple implementation blocks for the same type

Step 2.  We search the MIR to find all of the function’s fixed-size buffers. In particular,
we analyse all statements to locate buffer initializations. Two kinds of initializations have
been identified, an explicit array literal and a repeat expression. For each discovered
initialization, we store the destination buffer’s local declaration index, size, values, and
entry type. In addition to the locally defined buffers, we also extract the function’s fixed-

size buffer arguments, as they follow an identical bounds checking procedure.

Step 3. Using the information gathered from Step 2, we search for the buffers in the
binary more accurately. Consider the explicit array literal initialization shown in List-
ing. 4.2. This could correspond to one buffer of size 5. However, it could also correspond
to two buffers of sizes 3 and 2. Using the buffer information from the MIR, we can
minimize this ambiguity. Based on the type of initialization used for buffers, we have
identified different patterns in the binary to initialize them. For explicit array literals, a
series of mov instructions is used to move each value in the stack. For repeat expressions,
four main techniques were identified: (1) Using AVX instructions. (2) Using a memset
call. (3) Using a loop. (4) Using a series of word moves (a buffer of 32 8-bit values
initialized with four quad-word moves). These methods are displayed in Listing. 4.3. In

the second case, calls to memset may not be directly resolved through the call’s target due
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to Position Independent Code (PIC). Instead, we identify the callee through relocation
information.

For the buffer arguments with fixed size, we use the function’s signature from the MIR
to estimate the register or stack offset the buffer will be passed through. Specifically, from
the signature we resolve the types for all of the function’s arguments and the return type.
Using the types and their order, we estimate the register each argument will be passed in.
For example, string arguments require two registers since they must also pass their size.
We then search from the start of the function to find where these arguments are stored on
the stack.

// Explicit Array Literal

mov dword [rsp + Oxc], Oxa
mov dword [rsp + 0x10], Oxb
mov dword [rsp + 0x14], Oxc
mov dword [rsp + Ox18], Oxd
mov dword [rsp + Oxlc], Oxe

Listing 4.2: Ambiguous buffer initialization

// Explicit Array Literal

mov dword [rsp + 8], <first value>

mov dword [rsp + Oxc], <second value>

// Repeat expressions (e.g. [0 as u8; <size>])

// 1. AVX instructions

xorps xmm0O, xmmO // value to set (zero)

movaps xmmword [rsp + 0x100], xmmO // first 128 bits set
movaps xmmword [rsp + Ox1b0O], xmmO // second 128 bits set
// 2. Memeset call

mov rdi, rsp // start of buffer

mov esi, <value>

mov edx, <size> // size

call <memset address>

// 3. Loop

mov rax, qword [rsp]

mov qword [rsp], rax

cmp rax, <size>

jae Ox7ced // finished

mov rax, qword [rsp]

mov dword [rsp + rax=4 + 8], <value> // start of buffer is 0x8
add rax, 1 // increment index

mov qword [rsp], rax

jmp Ox7cbe // next iteration

// 4. Word mov instructions

// qword moves 64 bits -> 8 values if entry size is 8 bits
mov qword [rsp + 8], O

mov qword [rsp + Oxc], O

Listing 4.3: Buffer initialization patterns
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Step 4. Once we have identified all buffers and matched them to the binary, we validate
their bounds checks. When a bounds check detects an out-of-bounds attempt, it terminates
execution by calling the panic_bounds_check() function. It does not call the function
directly, but instead jumps to a stub that prepares its arguments and then calls it. Each call
site consists of five instructions as shown in Listing. 4.4. We discover the bounds checks
by locating all jumps targeting any instruction within the identified call sites. Each check
has one of the two forms shown in Listing. 4.5. In both cases, they start with a comparison
that checks if the index is less than the buffer’s size. If the index is valid, the successful
branch leads to the code that accesses the buffer, otherwise it jumps to one of the call sites
for panic_bounds_check(). In crates, we resolve the call to the panic function through

relocation information, similarly to memset, due to PIC.

mov rdi, qword [rsp + Ox10] // argument setup

lea rdx, [rip + 0x515e5]

lea rax, [rip — 0x95d] //loads panic_bounds_check() address
mov esi, 3

call rax

Listing 4.4: Panic bounds check all site

// First form
// Fallthrough edge is the successful branch
cmp rax, 6 // correct size

jae <panic_call_site >

// Second form
cmp rax, 6 // correct size
jb <successful_branch >

jmp <panic_call_site >

Listing 4.5: Buffer bound check

Step 5. To find the buffer associated with each bounds check, we follow the successful
branch of the check. We identify if any of the first five instructions access the offset of a
tracked buffer. The access must also use the checked register from the comparison. We
have encountered two buffer accessing patterns as shown in Listing 4.6. The first uses a
single operation to access the buffer. The second loads the base of the buffer and then
increments the pointer by the index register. If a buffer is correctly identified, then we

increment the number of checks discovered for that buffer.

// Buffer bounds check

cmp rax, 6

jae <panic_call_site >

// Successful branch - First Version

mov rax, qword [rsp + 0x10]

mov ecx, dword [rsp + rax#4 + Oxlc] // buffer accessed

// Second Version
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lea rcex, [rsp + Oxlc]
mov rdx, rax
shl rdx, 1 // Apply stride

add rex, rdx

Listing 4.6: Buffer bounds check associated buffer

Step 6. For each discovered bounds check, we have identified the buffer they are pro-
tecting. Therefore, we compare the immediate value used in the check against the buffer’s
size. If the value is larger than the size, then there is a buffer overflow vulnerability and

the program is classified as unsafe.

Step 7. The above process is able to detect if a check has been altered to allow for
out-of-bounds indices. However, a bounds check may be erased to prevent detection.
For example, exchanging the jump to the panic call site with nop instructions bypasses
protection and is missed by the validation procedure, since we use these jumps to locate
the bounds checks. To address this, we utilise bounds check information from the MIR. In
particular, we count how many bounds checks the MIR contains for each tracked buffer.
Then, we compare this with the number discovered in the binary for that buffer. If fewer

checks have been identified in the binary, then the program is considered unsafe.

4.1.2 Slice Bounds Check Validation

A slice is a fat pointer that is accessed directly in the binary using pointer arithmetic. This
means that bounds checks will be emitted for them similarly to buffers. In order to validate
these, we discover the slices created for each of the tracked buffers from the MIR and try
to identify their range. This is not always possible as their range may be declared using
variables instead of immediate values. We then match these initializations in the binary as
shown in Listing 4.7. An index function is called with the buffer and range as arguments
and returns the created slice along with its size. Both the slice and its size are stored at
consecutive stack offsets. Statically resolving the callee from the call instruction is not
guaranteed. The index function may be indirectly called which prevents static resolution
of the target address due to PIC. To minimize this, along with the possibly unknown range
bounds, we perform a best match of the slice initialization with the information available
from the MIR.

Slice bounds checks follow a very similar pattern to buffer bounds checks. The de-
tection and slice association procedure is identical to buffers. The only difference is the
value they compare against in the check. The slice’s size is not a compile-time constant

but it is returned by the index function that creates it. Therefore, the check does not use
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an immediate value but it uses the stored size from the initialization as shown in List-
ing 4.8. To validate these we perform two checks. First, we check that after the slice’s
initialization, the stack offset at which its size is stored at is not altered. Then, for every
bounds check found, we verify that from the moment the size is loaded into the register,

the register is not altered until it reaches the comparison.

lea rdi, [rsp + Oxe9] // buffer address

mov esi, Oxf

call qword [rip + O0x2a7a7d] // index function
mov qword [rsp + 0x100], rax // slice address
mov qword [rsp + 0x108], rdx // slice size

Listing 4.7: Slice initialization

mov rcx, qword [rsp + 0x10] // slice size
mov qword [rsp + 0x18], rax

mov qword [rsp + 0OxcO], rax

cmp rax, rcx // compares against loaded size
jae <panic_call_site >

mov rax, qword [rsp + 8] // slice

Listing 4.8: Slice bounds check

4.1.3 Buffer Arguments Validation

When a function takes a buffer as an argument, it’s size may also be passed. This depends
on the callee’s signature. If the argument’s type explicitly sets the size, then the size does
not need to be passed. When no size is specified, all call sites must provide the buffer’s
size along with it. We locate the call sites that contain variable-sized buffer arguments
and verify if they pass the correct size along with it. First, we discover all call sites that
contain a tracked buffer as an argument in the MIR. Through the argument’s type we
determine if its size will also be provided. After this, we estimate the register they will
be passed through based on the calling convention. Using this information, we find the
call sites in the binary and check whether the correct buffer with its corresponding size
are passed. If a call site is missing, a wrong buffer is passed or an incorrect size is given,

then the program is deemed unsafe.

4.2 Temporal Memory Safety Validation

Rust’s main temporal safety protection comes from the borrow checker which enforces
the ownership and borrowing rules. Using these rules, it minimizes temporal memory
bugs, such as UAF, at compile-time.

We have developed experimental procedures to validate these rules in the binary. In

particular, we perform the following three checks. (1) If references are used out-of-scope.
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(2) If the scope of mutable references overlaps with any other reference for the same
object. (3) If functions that return a reference return one of their reference arguments.
Currently, we support reference tracking for fixed-size buffers and their slices. We have
attempted to utilise scope and reference information from the MIR to match in the binary.
However, the number of scopes found in the MIR for a function often mismatched the
number found in the binary due to optimisations. For this reason, we opted to use only
the scopes in the binary for validation and utilise the MIR for lifetime information needed
for the third check.

4.2.1 Out-of-Scope Reference Access

When a reference is used to access a value, we verify if the instruction is within the scope
the reference was created in. We achieve this using the DWARF debugging information.
When the program is compiled with debugging symbols, it emits scope information as
shown in Listing 4.9. Specifically, for each function a tree structure of lexical blocks is
created, each containing a list of addresses the scope applies to. Using this, we determine
the scope references are created in and therefore the range they are valid for. We first
identify all references created in the binary. A reference is created when the address of a
stack offset corresponding to a tracked object is loaded into a register, which is then stored
into a second offset. We store the new offset and the scope it was created in. Then, we scan
for instructions that access the reference’s value as shown in Listing 4.10. Whenever we
identify an instruction accessing a reference, we check whether it is allowed to access that
reference. It is allowed to access the reference if its scope is the same as, or a descendant

of, the scope in which the reference was created.

<d9e>: Abbrev Number: 29 (DW_TAG_subprogram) // main function

<d9f> DW_AT_low_pc : 0x7a80 // start address

<da7> DW_AT_high_pc : Oxlcb // end address

<dad> DW_AT_linkage_name: (indirect string , offset: 0x97f):
_ZN14buffer_ref_mut4mainl7heO0fe62c¢8d547ffddE

<db7>: Abbrev Number: 30 (DW_TAG_lexical_block) // first scope

<db8> DW_AT_ranges : 0x50

<dca>: Abbrev Number: 30 (DW_TAG_lexical_block) // second scope

<dcb> DW_AT_ranges : 0x80

Listing 4.9: DWARF debugging information

// Creation

lea rax, [rsp + 0x588] // tracked object
mov qword [rsp + 0x80], rax

// Access

mov rsi, qword [rsp + 0x80]

Listing 4.10: Reference creation and access
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4.2.2 Mutable and Immutable Reference Validation

During the reference validation procedure we described above, we also keep track of
the mutability of each reference. Initially, all references are considered immutable. A
reference is marked as mutable if we find it being used to mutate the value it points to.
When a reference is moved into a register, the address of the value’s owner is stored in
the register. If that address is then used as the target of an instruction, then the reference
is considered mutable as shown in Listing 4.11. Once a reference is identified as mutable,
we check if its scope overlaps with any other reference for the same object. If it does then

the program is considered unsafe.

mov rax, qword [rsp + 0x60] // reference

mov qword [rax], rdi // dereferencing to mutate value

Listing 4.11: Mutable reference detection

4.2.3 Functions Returning References

When a function returns a reference, it cannot point to a local variable of the function
as this would lead to a UAF bug. The returned reference must be either for some global
data or one of its arguments. If it if for global data, then it will be marked with the static
lifetime. However, lifetime names are not maintained in the serialized MIR. This creates
the following limitations. (1) We cannot determine whether a function returns a reference
to a global variable since the static name is erased. (2) Arguments are all assumed to
have the same lifetime name. As a result, we analyse all functions assuming they return
one of their arguments and not global data, and consider all arguments with a lifetime as
candidates to be returned by the function.

For each function, we check if its return type is a reference and retrieve its lifetime
from the MIR. If it is, then we extract all arguments that are references and estimate the
register or stack offset they will be passed through following the x86-64 calling conven-
tion. These registers and stack offsets are added to the active list. The active list holds
the values that currently contain one of the arguments that are allowed to be returned by
the function. After this, we start recursively following the program’s execution flow and
update our active list as follows. (1) A register/offset is activated when an active regis-
ter/offset is copied to it. (2) An active register/offset is deactivated when a non active
register/offset is copied to it. When the execution encounters a jump, we follow it with a
copy of the current active list. If it is a conditional jump, we also follow the fallthrough
edge. When a branch reaches a return, we check whether register %RAX is active. Be-
cause references are pointers, they are returned through %RAX and not through a given

argument. If it is not, then the program is marked as unsafe.
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4.3 Vulnerability Injection

To evaluate our bounds check validation process, we developed a buffer overflow vul-
nerability injection mechanism. We locate all bounds checks in the binary that compare
against an immediate value using the same procedure examined in Step 4 of Section 4.1.1.
For each identified check, we increment the immediate value of the comparison by one
through binary rewriting as shown in Listing 4.12. As a result, we allow a one-byte out-

of-bounds access to buffers.

1 // Last 4 bytes correspond to the immediate value
2 0x7ee8: 48 3D 80 00 00 00 cmp rax, 0x80

Listing 4.12: Buffer overflow injection
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Chapter 5

Evaluation

5.1 Dataset

We composed a dataset consisting of 25 binaries and 10 crates. The binaries are further
categorized in two classes based on how we discovered them. (1) 14 controlled binaries.
(2) 11 real-world binaries The controlled binaries were found through GitHub by search-
ing for local buffer initialization patterns. The real-world binaries were discovered from
websites listing popular Rust projects. Furthermore, we modified the controlled binaries
using both our tool’s vulnerability injection procedure and manual rewriting, producing
14 vulnerable variants containing buffer overflows and out-of-scope accesses. The code
of each project was retrieved from GitHub and was compiled using the rustc++ [20] com-
piler which is based on the 1.81 version of the Rust compiler, with no optimisations

(debug mode) and debugging symbols.

5.2 Binary Results

5.2.1 Controlled Binary Results

Table 5.1 displays the evaluation results of the controlled binaries. In particular, it shows
the number of fixed-size buffers and slices discovered, the expected number of bounds
checks and how many were missing, the number of varaible-sized buffer arguments, the
number of call sites not found in the binary, and the number of references found. Through
our evaluation, we noticed that references are not commonly found in binaries. Even if
some exist, they are very rarely used. This may be because, at the binary level, references
lose their meaning. The notion of ownership is lost in the binary and, instead, values are
accessed by their memory address. Another observation is the amount of missing checks
in the binary compared to the MIR. The MIR is serialized before any optimisation passes

take place. This means that for any access to a buffer, a bounds check is emitted for it
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despite its complexity. Further down the compilation pipeline, checks may be removed
if the compiler is able to ensure safety statically. To confirm this, we have implemented
a mostly automatic, source code mutation procedure which requires minor manual inter-
vention discussed in Subsection 5.2.1. Tables 5.2 and 5.3 show the validator’s accuracy.
We observe 21% classification accuracy on the non-mutated binaries and 71% on their
mutated versions. The remaining of the misclassified binaries were mostly due to fail-
ing to discover call sites in the binary that contained tracked buffers as arguments which
needed to be validated. The main reason for these was indirect calls for which we could
not statically resolve their location due to PIC. The vulnerable versions of the binaries
were all correctly classified as unsafe because of the larger immediate value found com-
pared to the buffer’s size and the out-of-scope reference usage. These results highlight the

conservative implementation of our tool which leads to a higher rate of false positives.

Mutation Procedure

We operate on the source code of the project and alter all buffer accesses, without affecting
their logic, preventing the compiler from verifying them statically. An example is shown
in Listing. 5.1. We use Rust’s black_box() standard library function. This function tells
the compiler that its argument is modified in some unknown way, therefore stopping it
from optimising the code based on knowledge of that value. Here, we use it to hide the
buffer’s index, which prevents the compiler from removing the bounds check. We tested
this procedure on all projects with missing bounds checks in the binary and in most cases

they were no longer missing.

// Original

for i in O0..count {
buf_2[i] = buf_1[i];

}

// Mutated
use std:: hint::black_box;

for i in 0..count {
let idx_0 = black_box(i);
let idx_1 = black_box(i);
buf_2[idx_0] = buf_1[idx_1];

Listing 5.1: Source code mutation example

5.2.2 Real-world Binary Results

Table 5.4 displays the same results for the real-world binaries. We noticed that even

though buffers exist, there are no bounds checks for them. To understand why, we
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Binary Buffers | Slices | Bounds Checks | Missing Checks | Buffer Arguments | Missing Call Sites | References
sha256sum 2 0 9 8 0 0 0
norx 10 8 6 0 8 0 0
icmp-rust 3 6 0 8 0 0 0
rustun 4 2 0 1 0 0 1
sflow-collector 1 0 0 0 0 0 1
Rust-AES 3 0 6 6 0 0 0
ricv32i 2 0 1 0 0 0 0
qft 6 0 0 6 0 0 3
tetris-cli 21 0 0 1 0 1 0
rust-aes 26 0 17 32 1 0 0
iz-cpm 12 0 4 5 0 3 0
mpl 16 1 4 64 14 1 0
retrocompressor 3 12 0 2 5 0 0
hextazy 11 15 2 8 6 0

Table 5.1: Evaluation results of controlled binaries

Safe | Unsafe
Predicted Class 3 11

Table 5.2: Classification of controlled binaries

searched all of the identified buffers in the source code and examined their usage. In most
cases, buffers were only used as arguments to functions or were filled by copying the con-
tents of another slice. No direct access using the square bracket notation was found. We
also observe that boringtun contains the most buffers with a considerable difference. By
looking at how they use them, we understand that fixed-size buffers are more commonly
used for network related code, such as sending and receiving data. Code authors may pre-
fer to use other data structures, such as vectors, as they offer more capabilities. Table 5.5
show the accuracy of the validator for these binaries. It successfully marks 82% of the
binaries as safe. The misclassifications occur from a missing call site and a missing slice

initialization in the binary.

5.3 Crate Results

Table 5.6 displays the evaluation results of the crates analysed. We observe again that
most bounds checks are found in networking related crates. Many of the missing checks
are recovered through our proposed mutation procedure. The remainder of the undis-
covered checks originate from incorrect buffer identification in the binary or disassembly
difficulties. In particular, during analysis of the brotli crate we encountered missing disas-
sembled code due to the use of a jump table. Small buffers (e.g. size 1) containing zeroes
may result in inaccurate detection in the binary, since a single move of a zero to the stack

could correspond to the buffer’s initialization. Furthermore, validation of temporal safety
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Safe | Unsafe
Predicted Class | 10 4

Table 5.3: Classification of mutated controlled binaries

Binary Buffers | Slices | Bounds Checks | Missing Checks | Buffer Arguments | Missing Call Sites | References
env_logger 0 0 0 0 0 0 0
boringtun 20 8 0 0 0 1 0
XSV 1 0 0 0 1 0 0
eza 1 0 0 0 0 0 0
bend 1 0 1 0 1 0 0
bandwhich 12 0 0 0 0 0 0
tokei 1 1 0 0 1 0 0
just 3 0 0 0 0 0 0
awesome-rust 0 0 0 0 0 0 0
tickrs 0 0 0 0 0 0 0
broot 2 1 0 0 1 0 0

Table 5.4: Evaluation results of real-world binaries

was omitted due to the lack of scope information from debugging symbols.

5.4 Performance Analysis and Limitations

5.4.1 Performance Analysis

During evaluation, we have measured the execution time of the validator for each project.
Fig. 5.1 and Fig. 5.2 show the validator’s performance on binaries and crates, respectively.
We observe that the validation time scales superlinearly with considerable variance with
respect to the project’s size. Most of the validator’s execution time originates from the
disassembly process, which scales with the file size. Once disassembly is finished, the
validation procedure’s execution time varies depending on the number of user-defined
functions checked and their size. This causes the variance shown in the graph, as smaller
projects could contain more user-defined functions leading to higher overhead during the
validation procedure. However, each function’s validation is independent, allowing for
parallelization, which could reduce variance and bring performance closer to linear scal-
ing. During crate validation, the crate’s object files are extracted and analysed indepen-
dently. As aresult, we observe worse scaling compared to analysis of binaries, but parallel

analysis of each file may narrow the performance gap.

5.4.2 Limitations

Due to using an older version of the Rust compiler (1.81), evaluation of the real-world

binaries and crates was limited, as most required more recent versions. The validator
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Safe | Unsafe
Predicted Class 9 2

Table 5.5: Classification of real-world binaries

Crate Buffers | Bounds Checks | Missing Checks | Appeared Checks | Missing Call Sites
jobserver 2 0 3 2 0
ipnet 5 4 20 20 0
brotli 51 70 30 16 2
brotli-decompressor 7 66 12 3 0
shal-smol 4 1 16 16 0
cesud 1 0 4 0 0
pulldown-cmark 4 2 6 6 0
libsecp256k1 9 2 1 1 0
byte-unit 1 0 1 1 0

Table 5.6: Evaluation results of crates

currently supports tracking of buffers that contain scalar values, such as integers. Fur-
thermore, we adopt a conservative approach, which has shown to produce false positives.
Reference validation focuses only on references for buffers and their slices, which con-
strained our evaluation. The limited set of references tracked prevented us from perform-
ing thorough validation and understanding their usage in binaries. Finally, results for
functions returning references have been omitted. In most cases, functions were return-
ing references to either global data or a field from one of its structure arguments. As we
discussed before, lifetime names are missing in the MIR serialization. As a result, the
validator could not differentiate a function returning a reference to some global variable
through the expected static lifetime name, but instead assumed no such possibility. In
addition, references to structures presented another implication. Assume a function that
takes a reference to a structure as an argument. It is allowed to return a reference to a field
of the structure. However, the validator fails to detect cases where the return value is an

offset within a reference argument.

32



Time {z)

1000

500

a00

700

E00

500

400

300

200

100

10

Binary Performance

20 30 40
File Size (MB)

Figure 5.1: Performance results of binaries
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Chapter 6

Related Work

Static analysis approaches attempt to detect vulnerabilities in programs without executing
them. Brumley et al. [15] developed a program verification platform that lifts binary code
into an intermediate language, representing the side effects of instructions. This approach
offers faster detection with full code coverage. However, these methods often yield many
false positives and suffer with lifting indirect jumps or obfuscated code.

Another approach is dynamic analysis through binary instrumentation. Nethercote et
al. [24] have developed Valgrind, a dynamic binary instrumentation framework for de-
tecting memory bugs in binaries. It maintains a shadow memory table during execution
which holds metadata about the program’s memory. Specifically, it instruments all alloca-
tions, deallocations, and accesses in both the stack and heap to update its table and verify
the validity of each memory access. Two important limitations of binary instrumentation
are its significant runtime overhead and limited code coverage. The granularity at which
memory is tracked (per byte, word, etc.) determines the additional memory required to
maintain metadata about each memory region. Finer granularity requires more metadata
but provides better accuracy, whereas coarser granularity reduces metadata size but may
worsen accuracy. In addition, the code coverage of such techniques is limited as they can
only analyse the executed paths. Wide code coverage depends on the provided test cases
by the developers, an assumption that does not hold in our threat model.

Hybrid approaches are another evolving approach which combine different techniques
to address the limitations of each. Stephens et al. [26] introduced Driller, a vulnerability
detection tool which combines selective concolic execution with fuzzing. It eliminates
the need for test cases and instead uses a fuzzer to generate inputs and guide execution
to new paths. When the fuzzer gets stuck, a concolic execution engine utilises the gener-
ated inputs to help it reach deeper program states. This approach requires significant time
and computing resources due to the size of the input space and the SMT solver. Hybrid
techniques have gained increasing attention and numerous ideas are proposed to help ad-

dress their current limitations, like QSYM [28] which provides a faster concolic execution
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engine through dynamic binary translation.

Tools also exist that require compilation of source code in order to validate memory
safety. Serebryany et al. [25] introduced the AddressSanitizer (ASan) which injects code
before any memory access during compilation. The injected code maintains a shadow
memory of the program. This approach often induces lower overhead compared to binary
instrumentation approaches. Min et al. [22] provided an efficient, Rust specific version of
ASan which is achieved by reducing unnecessary memory checks. In addition, the Rust
development team maintain Miri [14], an MIR interpreter that emulates MIR execution

and detects unsafe code.

36



Chapter 7
Conclusion

In this thesis, we addressed the problem of introducing memory violations in Rust bi-
naries through binary modification. We presented a static analysis validation tool that
detects these violations, using the binary’s MIR to enhance analysis. In particular, we
developed a validation methodology that covers spatial and temporal memory rules, util-
ising the MIR as the ground-truth representation of the program and comparing it against
the binary’s state. Through our evaluation, we successfully detected all buffer bounds
violations introduced by our automated injection procedure, and out-of-scope references.
The results also displayed a considerable number of false positives due to compiler op-
timisations and indirect control flows. This is a consequence of our conservative design,
prioritizing soundness over completeness. However, we believe that these can be signif-
icantly reduced by obtaining the MIR serialization after optimisation passes have been
performed. Furthermore, our results indicate that using the MIR is a viable approach
for improving detection of memory violations, and enables validation of cases requiring

additional information, such as type information (e.g., functions returning references).
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