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Abstract

This project aims to improve access to quality healthcare for patients and providers
through the development of a teleconsultation module for the MYeHealthAppCY mobile
eHealth application in Cyprus. In addition to teleconsultation, the solution includes
features such as integrated prescription and dispensing management and patient summary
views to streamline the delivery of care and enhance patient engagement. The
teleconsultation module was implemented using the open-source Jitsi Meet
videoconferencing software and the application was developed using React Native. The
backend of the solution was implemented using C# and the eHealth Laboratory at the
University of Cyprus provided the development server for the backend API.

One key aspect of this project was the focus on modularity, with the goal of making the
solution easily reusable by other countries and organizations. To achieve this, the code
was designed with the intention of packaging and distributing key components as reusable
React Native components. The application was also designed to be interoperable using
the FHIR (Fast Healthcare Interoperability Resources) standard for data processing and
storage, ensuring that it can be easily integrated with other systems through a well-defined

and still improving health-related protocol.

Overall, the project aims to contribute to the development of a more robust and
comprehensive eHealth system in Cyprus, with the goal of improving the quality of
healthcare for all stakeholders. While the project serves as a proof of concept, there is
potential for further development and improvement in the future, particularly as part of a
master's program. The teleconsultation module has the potential to significantly improve
access to healthcare for patients in remote areas and to reduce the risk of transmission of
infectious diseases, while also improving the efficiency and effectiveness of care delivery

for healthcare professionals.
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Chapter 1

Introduction

1.1 Motivation
1.2 Background and context

1.3 Objectives and research questions

() N S O

1.4 Guide to Thesis contents

1.1 Motivation

Modern technology and methods of patient care are continually being introduced, which
leads to continuous change in the healthcare sector. The utilization of mobile electronic
health (eHealth) technologies to increase access to care and improve the patient
experience is one area that has attracted lot of interest recently [1]. Teleconsultation has
become a viable option in this situation for enhancing the provision of healthcare
services, particularly in poor or remote places. Teleconsultation refers to the use of
electronic communication technologies, such as video conferencing, to facilitate
consultations between healthcare providers and patients. This approach has the potential
to overcome barriers such as distance, time, and cost, allowing patients to receive care
from the comfort of their own homes. Teleconsultation can also help to reduce the
burden on traditional healthcare systems, which may be overwhelmed by demand,

especially during times of crisis or pandemic [2].

Figure 1 - Mock-up of doctor having a teleconsultation with his patient.



In Cyprus, the eHealth ecosystem is still in its preliminary stages of development, with
significant opportunities for growth and improvement. By implementing a
teleconsultation solution for a mobile eHealth platform, this project aims to contribute
to the development of a more comprehensive and accessible healthcare system in the
country. The solution will include features such as integrated prescription management
and patient summary views, which aim to streamline the delivery of care and enhance
patient engagement. Overall, the project aims to improve the quality of healthcare for
patients and providers in Cyprus and serves as a proof of concept for the potential use

of teleconsultation in other contexts.

Figure 2 - Mock-up of MYeHealthAppCY application highlighting the 'My Health' screen.

1.2 Background and Context

The eHealth Laboratory at the University of Cyprus is a research group dedicated to the
development and implementation of innovative technologies and solutions in the field
of healthcare. With a focus on the use of the FHIR (Fast Healthcare Interoperability
Resources) standard [3], the laboratory aims to improve the interoperability and
exchange of data between different healthcare systems and stakeholders. As a result,
patients can benefit from more comprehensive and efficient care, while healthcare

providers can access and use relevant information in a timely manner.



The use of FHIR has the potential to transform the way healthcare is delivered, by
enabling the integration of different systems and enabling data sharing between
stakeholders. This can lead to more efficient and effective healthcare delivery, as well

as improved patient outcomes.

The eHealth Laboratory is actively involved in several projects and initiatives aimed at
promoting the development of the eHealth ecosystem in Cyprus. These include the
development of eHealth services and applications, the implementation of
interoperability solutions, and the establishment of partnerships with industry and
academic institutions. Through its work, the eHealth Laboratory plays a key role in
driving the adoption and implementation of eHealth solutions in Cyprus, with the goal

of improving the quality of healthcare for all stakeholders.

As part of the eHealth Laboratory's efforts to develop a comprehensive and effective
eHealth ecosystem in Cyprus, the team has been working closely with the Simplifier
platform. Simplifier is a tool that allows healthcare organizations to define and manage
their own profiles based on national requirements and specific needs. By using
Simplifier, the eHealth Laboratory has been able to create national profiles that reflect
the specific needs of the Cyprus healthcare system, including the use of the Cyprus

General Healthcare Service beneficiary code and other national requirements.

I, the author of this thesis, have had the opportunity to work as a member of the eHealth
Laboratory at the University of Cyprus on the development of the backend API, EHR
Engine and FHIR Client which are still on ‘early’ development stages. Through my
work at the eHealth Laboratory, I have gained valuable experience in the development
of eHealth solutions and have become proficient in the use of the FHIR (Fast Healthcare
Interoperability Resources) standard, which is a key enabler for interoperability in

healthcare.



1.3

Objectives and Research Questions

The primary objective of the project was to design and implement a teleconsultation

module for a mobile eHealth application, MYeHealthAppCY, with a focus on

improving access to quality healthcare for patients and providers.

To achieve this goal, the following research questions were addressed:

1.

How can teleconsultation be integrated into a mobile eHealth platform to
improve the delivery of healthcare services in Cyprus?

Which features and functions can be included in the teleconsultation module to
enhance the patient experience and engagement?

How can the teleconsultation module be designed to be modular and reusable in
other contexts?

How can the teleconsultation module be integrated with other systems using the
FHIR standard?

How can the teleconsultation module be assessed and evaluated to ensure its

effectiveness and usability?

< Teleconsultation £ Teleconsultation Meeting

~ Deneme

Password

The meeting has been locked by a
participant. Please enter the password

to join.
43) Go to Meeting |

Cancel

= B =

My Health Services Settings

Figure 3 - (a) Screen of Teleconsultation service, (b) Password requirement to join the teleconsultation.



Summarizing, the scope of the project included the design and implementation of a
teleconsultation module for a mobile eHealth application in Cyprus using React Native
and integrating the Jitsi Meet open-source videoconferencing solution. The backend was
implemented using C#, and the eHealth Laboratory at the University of Cyprus provided
the development server for the backend API [4], as shown in Figure 4. The project also
included the development of features such as authentication and authorization of the

user, integrated prescription management and patient summary views.

@ svageer Selecta definition

eHealth4U API®

Account A
/api/Account v oW
/api/Account /loginPractitioner va
/api/Account/loginPatient v e

/api/Account/loginOperator v @

Allergyintolerance ~

/api/AllergyIntolerance v oa
/api/AllergyIntolerance, /GetAllergyIntolerances v e

Figure 4 - Screenshot of development API of eHealth4u.
There were a few limitations and assumptions that were made in the scope of the project.
One limitation was that the solution was only developed for the Android and i10S
operating systems. However, due to Apple iOS operating system limitations, which
restrain 10S development to only Mac users, [ was only able to contribute through the
Android emulation to develop the app for the Android users. Additionally, the project
assumed that users of the app would have access to a stable internet connection, as
teleconsultation requires a reliable internet connection to function properly. Another
assumption was that the app would be used primarily by healthcare professionals and
patients in Cyprus and may not be applicable to other countries or regions with different
healthcare systems and regulations. Finally, the project assumed that the FHIR standard
would continue to be used as the primary means of interoperability in the healthcare

industry.



14 Guide to Thesis contents

The thesis is organized into seven chapters, in which the process of implementing and
evaluating the teleconsultation module and other related communication channels are
thoroughly documented. The teleconsultation module is designed to be integrated into
the MYeHealthAppCY mobile application, which aims to provide remote healthcare
services to patients in Cyprus. Chapter 1 serves as an introduction, and it provides a
background on the need for teleconsultation services in the current healthcare landscape.
It also lays out the research objectives and the scope of the study. Chapter 2 reviews
existing teleconsultation and telecommunication software solutions, analysing the pros
and cons of both open-source and paid options. The chosen solution, Jitsi Meet, is open-
source and has good documentation. The chapter also covers the requirements analysis
process, which helped in identifying the necessary features and functionalities of the
teleconsultation module. In chapter 3, the various technologies utilized during the
implementation process are discussed, providing a brief introduction to each. The focus
of the thesis is not on specific technologies such as React Native, C#, FHIR protocol, or
Keycloak, but these were deemed necessary for the project and are well-documented on
the open Internet for anyone to access. Chapter 4 introduces the chosen Software
Development Life Cycle (SDLC) for the MYeHealthAppCY mobile application, which
employs the Waterfall Software Development Model. The chapter also covers the
project management aspects of the development process, including the project planning,
scheduling, and resource allocation. The general architecture of the system and
application are discussed in chapter 5, and the SDLC is examined to determine how each
stage contributed to the final solution. The chapter also covers the deployment and
maintenance of the teleconsultation module, including the necessary infrastructure and
support systems. Chapter 6 covers testing and evaluation of the application, including
both functional and non-functional testing. The chapter also covers the user acceptance
testing process, in which real users were asked to test the teleconsultation module and
provide feedback. Finally, chapter 7 concludes the thesis by summarizing the
limitations, difficulties encountered, and recommendations for future work on the
application. This chapter also covers the potential impact of the teleconsultation module

on the healthcare system in Cyprus and the potential for further research in this area.



Chapter 2

Reviewing teleconsultation software

2.1 Introduction 7
2.2 Requirements Analysist 8
2.3 Technologies background 9
2.4 Existing Software 11
2.4.1 Paid Solutions 13
2.4.2 Open-Source Solutions 13
2.4.3 Comparison of Paid vs Open-Source Solutions 14
2.4.4 Pros and Cons of each approach 14
2.5 Summary of Research and Conclusions 16

2.1 Introduction

The reviewing teleconsultation software chapter aims to provide an overview of the
current state of teleconsultation solutions in the healthcare industry, as well as the
research and software that has been used as a foundation for the development of the
teleconsultation module in this project. This chapter will explore the various
teleconsultation solutions that are available on the market, including both open-source
and commercial options, and will also review the relevant research on teleconsultation
and its potential benefits and challenges. Additionally, this chapter will detail the
software that was used in the development of the teleconsultation module, including the
programming languages, frameworks, and libraries that were utilized. By understanding
the landscape of teleconsultation solutions and the tools that were used to develop the
module, readers will be able to gain insight into the design and implementation of the

teleconsultation module in this project.



Figure 5 - Elderly people having a teleconsultation with their doctor.

2.2 Requirements Analysis

The requirements analysis is a critical step in the software development process, as it
helps to define the scope and goals of the project, and to identify the stakeholders and
their needs. This process involves gathering and analysing information about the users,
the business context, and the technical environment in which the software will be used.
The requirements analysis helps to ensure that the software is aligned with the needs of
the users and the business, and that it will meet the required performance, reliability,

and usability standards.

To perform the requirements analysis for this project, a variety of techniques were used,
including interviews with stakeholders, focus groups with users, and online surveys. The
information gathered during the requirements analysis was used to create user stories,
use cases, and acceptance criteria, which helped to define the functional and non-
functional requirements of the teleconsultation module. The requirements analysis also
helped to identify any constraints or assumptions that would need to be considered
during the design and development of the solution. Overall, the requirements analysis
was an essential step in ensuring that the teleconsultation module would meet the needs

and expectations of the users and stakeholders.



As a member of the eHealth Laboratory, I was constantly involved in the development
of various sections of this application, both directly and indirectly. For example, to fetch
the patient profile, we needed to retrieve various resources such as the patient,
practitioner, and organization records. These resources are provided by the FHIR HAPI
server and are essential for the proper functioning of the application. In addition to
teleconsultation, the application includes features such as integrated prescription
management and patient summary views, which aim to streamline the delivery of care
and enhance patient engagement. Overall, my contributions to the development of this
application have been focused on improving the accessibility and quality of healthcare

for patients and providers in Cyprus.

2.3 Technologies background

To develop a teleconsultation solution for the mobile eHealth application, extensive
research was conducted on existing software in the market. This included evaluating
both open-source and paid options, as well as assessing the specific requirements for the
project, such as video conferencing capabilities, interoperability with other systems, and

user experience.

To integrate the application with the existing system under development, research was
also conducted on the server and database components of the solution. The server was
running a Swagger API with REST calls, and it was necessary to understand how to
make connections to the database and retrieve data. Additionally, the eHealth
Laboratory provided Keycloak [5] as the User Identity Provider for the application. It
was necessary to research how to use Keycloak and how to store and use tokens to
implement the login functionality. Overall, a significant amount of research was
conducted to ensure that the teleconsultation module was properly integrated with the

existing system and met the requirements of the project.

In addition to researching the teleconsultation software available on the market, research
was conducted on mobile development tools and techniques [6]. It was decided to use
React Native Cli [7] for the development of the application, as it is an open-source
framework that offers a wide range of packages and is well maintained. While React

Native Expo [8] may be easier to deploy it does not offer the same level of customization



as React Native Cli, which allows developers to extend the functionality of the
application with custom native modules and device specific configurations. I also found
that React Native Cli allows for the creation of native Android or iOS modules using
languages such as Java/Kotlin for Android and Swift for iOS which was beneficial for
the specific requirements of the project. During the research process, I gained familiarity
with tools such as the Android emulator [9], Android Studio [10] and various debugging

tools, which were essential for the development and testing of the application.

@ <o

My Health

.1.4@ DG

My Health

ﬁ

Prescriptions Referrals

+ 44

Dispensing Patient Summary

&

Covid Certificates

-
-

My Health

Figure 7 - Android Emulator.
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24 Existing Software

In the "Existing Software" section, it is worth mentioning that there are many
teleconsultation software options available on the market, such as “Google Meet [11]”,
“Microsoft Teams [12]7, “Jitsi [13]”, “Webex [14]”, “AnyMeeting [15]”, “Zoom [16]”,
“Join.me [17]”, “8x8 [18]”, “Rocket.Chat [ 19]” and many more. Each of these solutions
has its own unique features and pricing plans, and it was important to carefully consider
which one would best meet the needs of the teleconsultation module being developed.
Also, there were a lot of limitations, such as Google Meet's one-hour free call limitation.
Jitsi stands out as a particularly attractive option due to its open-source nature and the
fact that any developer or organization can host their own server. This gives users the

flexibility to customize and tailor the software to their specific needs and requirements.

As a result of the research conducted on existing solutions, it was determined that the
teleconsultation module for the mobile eHealth application in Cyprus would require the
use of Keycloak [5] for authentication and authorization, C# for the backend
implementation, and the FHIR standard for interoperability. In addition, it was
determined that the use of REST APIs [20] would be necessary for communication with
the server and accessing healthcare-related data. Overall, the findings from the research
indicated that there would be a significant amount of work required to integrate these
various components and ensure the smooth operation of the teleconsultation module

within the broader eHealth platform.

As part of the research for this project, I also needed to gain a deeper understanding of
the FHIR protocol [21] and how to write and map profiles using this standard and how
to create and use the REST APIs providing the data. This was especially important as
the application was being built upon the Simplifier project of the eHealth4u project,
which relies heavily on FHIR for interoperability. To effectively implement the
authorization and healthcare data channels of the application, it was necessary to
thoroughly research the capabilities and best practices for working with FHIR.
Additionally, I also needed to familiarize themselves with the various tools and
resources available for working with FHIR, such as the HAPI FHIR [22] and the FHIR

specification. Overall, the research on FHIR and the Simplifier project played a crucial

11



role in the development of the teleconsultation module

application.

PROJECT
eHealth4U

The eHealth4U is a research project that undertakes the challenge of designing and developing a prototype
of the national integrated EHR system in Cyprus. More information: http://ehealth4u.cs.ucy.ac.cy/

Prototype of the National Integrated EHR System in Cyprus

and the
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Figure 8 - Simplifier of the Cyprus eHealth4u showing some draft profiles.
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2.4.1 Paid Solutions

Paid teleconsultation solutions often offer a range of benefits that may not be available

with free or open-source options. These benefits can include:

Advanced features: Paid solutions may offer a wider range of features and
functionality, such as screen sharing, document collaboration, and integration
with other tools and systems.

Support: Paid solutions often provide access to resolute support teams, who can
help users troubleshoot issues and provide guidance on how to use the software.
Security: Many paid solutions offer enhanced security features, such as end-to-
end encryption and secure data storage, which can be particularly important for
sensitive medical information.

Customization: Some paid solutions allow users to customize the appearance

and functionality of the software to meet the specific needs of their organization.

Overall, paid teleconsultation solutions can be a good choice for organizations that

require advanced features and support, or that need to ensure the security and privacy

of their data. However, it is important to carefully consider the cost and feature set of

any paid solution before deciding.

2.4.2 Open-Source Solutions

There are several key benefits to using open-source software in the development of

teleconsultation solutions:

Cost: One of the main advantages of open-source software is that it is generally
free to use, which can be a significant cost saving for organizations or individuals
looking to develop teleconsultation solutions.

Customization: Open-source software is often highly customizable, allowing
developers to modify and adapt the software to meet their specific needs and
requirements.

Community support: Open-source software often has a large and active
community of developers and users, who can provide support and assistance in

the development and maintenance of the software.

13



e Collaboration: Open-source software promotes collaboration and sharing, which
can lead to faster development and a more robust solution.

e Innovation: The open-source model encourages innovation and allows
developers to build upon and improve existing solutions, leading to the

development of new and innovative technologies.

2.4.3 Comparison of Paid vs Open-Source Solutions
There are both paid and open-source solutions available for teleconsultation. Paid

solutions often offer a range of features and support options that can be attractive to
organizations or individuals with specific needs or resources. These solutions may offer
features such as advanced security measures, integrations with other healthcare systems,
and technical support. However, they can also be expensive, especially for organizations
with limited budgets or for individuals who may only need teleconsultation on a

sporadic basis.

On the other hand, open-source solutions offer several benefits that may make them a
more attractive option for some users. For example, open-source solutions are often free
to use and can be modified or customized according to the needs of the user. They also
often have a strong community of developers and users who contribute to their
development and support. However, open-source solutions may not offer the same level
of features or support as paid solutions, and users may need to be more technically
proficient to set them up and use them effectively. Ultimately, the choice between paid

and open-source solutions will depend on the needs and resources of the user.

2.4.4 Pros and Cons of each approach
Using paid teleconsultation solutions can have several benefits, including:

Pros of paid teleconsultation solutions:

e Reliability: Paid solutions often come with dedicated support teams and are more
likely to have a higher uptime and fewer technical issues.
e Customization: Many paid solutions offer a range of customization options,

allowing users to tailor the platform to their specific needs.

14



e Advanced features: Paid solutions often come with a wider range of features and
functionality, such as the ability to record consultations or integrate with other

healthcare systems.

However, there are also some potential drawbacks to using paid teleconsultation
solutions:

Cons of paid teleconsultation solutions:

e Cost: The main disadvantage of paid solutions is the cost, which can be
significant depending on the size and needs of the organization.

e Dependency: Using a paid solution means that the organization is dependent on
the vendor to provide updates and support, which can be a risk if the vendor goes
out of business or experiences technical issues.

e Limited flexibility: Paid solutions may not offer the same level of flexibility as
open-source solutions, as users are limited to the features and functionality

provided by the vendor.

On the other hand, using open-source teleconsultation solutions can have the following
benefits:

Pros of open-source teleconsultation solutions:

e (Cost: Open-source solutions are typically free to use, which can be a major
advantage for organizations with limited budgets.

e Flexibility: Open-source solutions offer more flexibility and customization
options, as users can modify the code to meet their specific needs.

e Community support: Many open-source solutions have large communities of
users and developers who contribute to the project and provide support, which

can be a valuable resource for users.
However, there are also some potential drawbacks to using open-source teleconsultation

solutions:

Cons of open-source teleconsultation solutions:

15



e Limited support: Open-source solutions often have limited support options, as
users are reliant on the community for help and guidance.

e Dependency: Using an open-source solution means that the organization is
dependent on the community to maintain and update the project, which can be a
risk if the community becomes inactive or the project is abandoned.

e Limited features: Open-source solutions may not have the same range of
advanced features as paid solutions, as users are limited to what has been

developed by the community.

2.5 Summary of Research Conclusions

In summary, the research conducted for this project has provided valuable insights into
the various teleconsultation software solutions available on the market. The decision to
use a paid solution, such as Webex or Zoom, may offer a more comprehensive set of
features and potentially better support, but it may also come with a higher cost. On the
other hand, using an open-source solution like Jitsi allows for greater customization and
the ability to host the platform on one's own servers, but it may require more technical
expertise and potentially less support. Ultimately, the choice of teleconsultation
software will depend on the specific needs and resources of the organization or project.
In the case of this project, the decision was made to use Jitsi due to its open-source

nature and ability to meet the project's requirements.

In terms of the overall eHealth solution, the integration of a teleconsultation module has
the potential to greatly improve access to care and enhance the patient experience. By
allowing patients to receive consultations from the comfort of their own homes,
teleconsultation can help to overcome barriers such as distance, time, and cost. It can
also help to reduce the burden on traditional healthcare systems, especially during times
of crisis or high demand. Overall, the use of teleconsultation has the potential to greatly

benefit both patients and healthcare providers in Cyprus and beyond.
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Chapter 3

Technologies
3.1 Introduction 17
3.2 React Native 18
3.3 Jitsi Meet 19
3.4 FHIR Protocol 20
3.5 Keycloak 23
3.6 C# 23

3.1 Introduction

In the Technologies Introduction section, it is important to mention that the development
of the teleconsultation solution for the mobile eHealth platform involved the use of
several key technologies. Based on the research conducted, the following five

technologies were identified as being central to the project:

e React Native: This is a JavaScript framework used for building native mobile
applications for Android and i0OS [23]. It allows developers to use a single codebase
to create applications that can run on multiple platforms, making it a cost-effective
and efficient solution for mobile development.

e Jitsi Meet: This is an open-source videoconferencing solution that was used to
enable teleconsultation in the mobile eHealth platform. It offers a range of features
such as screen sharing, chat, and file sharing, making it an ideal solution for virtual
consultations.

e FHIR Protocol: The Fast Healthcare Interoperability Resources (FHIR) protocol is

a widely used standard for exchanging healthcare information electronically. It was
used to facilitate interoperability between the teleconsultation solution and other
healthcare systems.

e Keycloak: This open-source authentication and authorization platform was used to

provide secure access to the teleconsultation solution. It was used to manage user
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identities and permissions, ensuring that only authorized users could access the
application.

e C#: This is a popular programming language used for building a wide range of
applications, including those for the web, mobile, and desktop. It was used to
implement the backend of the teleconsultation solution, including the API and

database integration.

3.2 React Native

React Native is a popular open source [24] framework for developing mobile
applications that was developed by Facebook. It is based on the React JavaScript library
and is designed to allow developers to build native mobile applications using the same

principles and concepts that they would use for mobile development.

React Native is backed by a strong community of developers and is constantly being
updated and improved. There is a wealth of documentation and resources available
online for developers to learn about React Native and get started with building their own

applications [25].

As a member of the eHealth Laboratory, I, the author of this thesis had the opportunity
to work with React Native in the past, including completing a course on the framework
and interning for three months at a company that used React in its development process.
Through this experience, I gained familiarity with concepts such as hooks, state

management, and the benefits of responsive design.

One of the major advantages of React Native is its ability to allow developers to code
once and run their applications on multiple platforms, including both Android, i0S,
desktop, TVs, and tablets. This means that developers can write their code once and
have it work on multiple platforms, rather than having to create separate versions of

their applications for each operating system.

Another benefit of React Native is its Hot Reload feature, which allows developers to

make changes to their code and see those changes reflected instantly in the app. This
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can greatly speed up the development process and allow developers to iterate quickly

on their designs and features.

Overall, React Native is a powerful and widely used framework for developing mobile
and other applications, and I am confident in the ability to utilize it effectively in the

development of the teleconsultation module for the eHealth application.

Project « B = & — & Appis
~ ReactNative import React, [Corponent} from 'react';
~ FirstApp import [Platform, StyleSheet, Text, View] from 'react-native';
> android
3 . const instructions = Platform.select({
ez ios: 'Press Cmd+R to reload,\ + 'Cmd+D or shake for dev menu',
> node_medules android:
1} -babelrc 'Double tap R on your keyboard to reload,\n' +
buckconfig 'Shake or press meru button for dev menu’',
floweonfig i

.gitattributes
type Props = [};

gitignare export default class App extends Component<Frops> {

wwatchmancenfig af render() |
1= Appis return (
{rapp.son <View style={st container}>

<Text style={
<Text style={
<Text style={styl
4} package-lock json < Views

s.welcone]>Welcome to React Native!</Text>
s.instructions}>To get started, edit App.js</Text>
es.instructions}>{instructicns}</Text>

is index.js

{ypackagejson

[ DR P SN PN PR N RS NS S,

Figure 10 - React Native Hello World example.

3.3  Jitsi Meet

Jitsi Meet is a fully featured video conferencing application that allows users to
participate in high-quality audio and video calls from their web, [26] Android, or i0S
devices.' The application includes features such as the ability to mute and turn off the
microphone and camera, as well as the ability to share screens and collaborate on
documents in real-time. Jitsi Meet is open-source and multiplatform, meaning that it can

be used on a variety of different devices and operating systems.

One of the key benefits of Jitsi Meet is its ease of use. It requires no downloads or
installations, at least on the desktop version, and users can join a call simply by clicking
a link. Jitsi Meet is also fully encrypted, ensuring the privacy and security of
teleconsultation sessions. In addition, it is highly scalable, allowing it to support large

numbers of participants in a single call.
Other notable features of Jitsi Meet include the ability to record calls, the integration of

a chat function, and the support for multiple languages. It is also possible to customize

the appearance of Jitsi Meet, including the ability to add a logo and change the

19



background colour. Overall, the features of Jitsi Meet make it a powerful and user-

friendly solution for teleconsultation.

Overall, Jitsi Meet is a powerful and reliable video conferencing application that is
suitable for a wide range of use cases. Whether for personal or professional use, Jitsi
Meet is an excellent choice for anyone looking to stay connected and collaborate with

others remotely.

Doctor  00:14 A

Figure 11 - Jitsi Meet example of active call.

34 FHIR Protocol

FHIR, or Fast Healthcare Interoperability Resources, is a healthcare data standard that
enables the exchange of healthcare information between systems and organizations. The
FHIR protocol is designed to be flexible, easy to implement, and able to support a wide
range of healthcare use cases. The FHIR was developed by Graham Grieve and a team
at HL7 in 2012. The goal of the standard was to make it easier to share and access
healthcare information, addressing the fragmentation and inefficiencies in the healthcare
system. FHIR was made available for free and went through several iterations before

being published as a Draft Standard for Trial Use in 2014. The standard has been
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successful in connecting healthcare data using online standards and has the support of a

dedicated community of developers [3].

FHIR is based on the concept of "resources," which are individual pieces of healthcare
information such as patient records, medication lists, and diagnostic reports. These
resources are structured according to a set of defined data types and are transmitted

between systems using a RESTful API [20].

One of the key benefits of FHIR is its ability to support interoperability between
different healthcare systems and organizations. This allows for the exchange of
information in a standardized format, making it easier to share data and improve the

delivery of care.

In addition to its use in data exchange, FHIR is also commonly used to define national
profiles, which reflect the specific needs and requirements of a particular country or
region. For example, the eHealth Laboratory at the University of Cyprus has used FHIR
to define national profiles that include the Cyprus GHS [27] beneficiary code and other

national requirements.

Overall, FHIR is a powerful tool for improving interoperability in healthcare and

enabling the exchange of information between systems and organizations.
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Figure 12 - FHIR protocol homepage with various modules.
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3.5 Keycloak

Keycloak [5] is an open-source identity and access management solution developed by
Red Hat. It is designed to be easy to use and customize and provides a range of features
including single sign-on, user and role management, and integration with external
identity providers such as Google and Facebook. Keycloak is based on the popular
WildFly application server and is available in both standalone and cluster modes. It can
be used to secure applications and services in a variety of contexts, including web,
mobile, and API-based applications. Keycloak supports multiple authentication
protocols, including SAML, OAuth, and OpenID Connect, and can be easily integrated

with a wide range of applications and services.

@m Signin o K

€ > cC

Sign in to your account

Username or email

Figure 13 - Keycloak login prompt.

3.6 C#

C# (pronounced "C-sharp") [28] is a modern, object-oriented programming language
developed by Microsoft in the early 2000s. It was designed to be a high-level language
that is easy to read and write, while also being efficient and powerful enough to handle
a wide range of programming tasks. C# is often used for building Windows applications,
web applications, and mobile apps, as well as for creating games and other types of
interactive software. It has a strong emphasis on object-oriented programming principles
and is built on top of the .NET framework, which provides a rich set of libraries and
tools for developing software. C# has a large and active community of developers, with

many resources and tools available for learning and working with the language.
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Person<Tz>
: Enum

ne( "dataName" )]
FirstName { :

¥
ne("dataCity")]

tName 1
opertyName(
State {

Figure 14 - C# example of code with field for Person resource.

“lusing System: o

using System.Ceollections.Generic; Reference of

using System.Ling; Net Framework Nameéspaces
using System.Text;

using System.Threading.Tasks;

-namespace CSharpTutorials {—r .N.:xme.sp.:xc.e. FLKIME;IQ
{ ClASS aAE
class Program F;;JMethﬂd
{ ‘__—-"-.- ' ?@
- static wveoid Main(string[] args) Vc,t?".'cx;:?f.
e { /f_—-\-fa rue D: Iv/a}’"'lﬂbrf
string messa = "Hello Worldll"™ ~ o
Data type =" & s ’ o

Console.WriteLine{message);

I3 \
} Method to display value on Console

Figure 15 - C# explanation of various syntax used.
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4.1 Introduction / Methodology

The purpose of this chapter is to provide an overview of the software development life
cycle (SDLC) [29] followed in the development of the teleconsultation module for the
eHealth mobile application. The SDLC is a systematic approach to the creation, testing,

and deployment of software, and it is a critical part of the software development process.

The methodology chosen for this project was the Waterfall model [30], which is a linear
and sequential approach to software development. This model involves a series of
distinct phases, each with its own set of deliverables, and progress moves in a forward
direction through each phase. The Waterfall model was chosen because it is well-suited
to projects with clear and well-defined requirements, and it provides a structured and

orderly approach to software development.

N
 Waterfall
Development . M Odel

N

Deployment

Maintenance

Figure 16 - Waterfall Model of Software Development Life Cycle
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In the first phase of the Waterfall model, the requirements and planning phase, the scope
and objectives of the project were defined, and the necessary resources were identified
and allocated. This phase also involved the selection of the logo for the application,

which was done through a logo selection poll.

The second phase of the Waterfall model was the design phase, in which the overall
architecture of the application was determined, as well as the design of the various

components and modules of the application.

The third phase, the implementation phase, involved the actual coding and development

of the application, as well as the integration of the various components and modules.

The fourth phase, the testing phase, involved the testing and debugging of the
application to ensure that it met the requirements and specifications defined in the

planning phase.

Finally, in the deployment phase, the application was packaged and distributed to users.

Throughout the SDLC, it was important to ensure that the project was on track and that
any issues or challenges were addressed in a timely manner. The project was also subject
to ongoing maintenance and updates to ensure its continued functionality and
effectiveness. The whole process was monitored with the help of Microsoft Azure

DevOps platform provided by the eHealth4u Laboratory.

[ wvenestnape +  B% MYeHealthApp Team - &
B overview Board  Analytics © View as Backlog
B¥ Boards New ¢ Active 05 Resohved 055 Closed ¢
B s -+ IR 2 B0 588 Gt Prescrpons dsts rom Senver
| poards 0867 195 - Complete BXCEL file with API © touiza ngret
dpoi
= - o Closed
= Backlogs
O, Sprints
= 8
= Queries
losed

E  Delivery Plans

(M) 1137 Backend data contaxt - Praseriptions /.
Repos Dispensings
o Fipeines 1060 Move configuration to emironment e

variables Sate
Test Pl lonut - Crist anciu
State New .

B Arfacts © Louiza agror ,

State ® Closed

| B8 870 Settings - Language

Figure 17 - Azure DevOps project of the MYeHealthAppCY project showing the Boards section.
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& MYeHealthApp : e main v ype to find a file or folder...
> 9 MYeHealthAppCY Files I
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M. README.md
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MYeHealthAppCY Jan 1 25448d6 Update custom profile picture lonut - Cristian Canciu
[ DS _Store Sep 15,2022 7d7e323a Add covid certificates screens Louiza Agrot
M1 README.md Sep 2, 2022 07580788 Added README.md ehealthlab

Figure 18 - Azure DevOps of the MYeHealthAppCY showing the repository of the application.

4.2 Logo Selection Poll

To determine the most suitable logo for the teleconsultation application, a poll was
conducted among a group of healthcare professionals, medical informatics and technical
personal and obviously patients and citizens. A total of 6 logo options were presented,
and participants were asked to rate each logo on a scale of 1 to 6 in terms of how well it
reflected the values and goals of the application. The results of the poll were then
analysed and the logo with the highest overall rating was selected. The results and in-

depth analysis about the poll are shown in APPENDIX B.

myHealth MYHEALTH MYHEALTH MyHealth myHealth MYHEALTH
Order #1 Order #2 Order #3 Order #4 Order #5 Order #6

Figure 19 - Logo option provided for selection from the UI designer, ordered based on votes received.

Select the logo you think is best suited for the mabile health application. Count sum of votes. What is your relefexpertise? Count of What is your rolefexpertise?
Logo 1 25 Citizen ¢ Patient 52
Logo 2 17 Healthcare Professional 5
Loga 3 14 Meadical Infermatics - Technical 23
Loga 4 4
Loge 5 1
Logo & 19

Count sum of vares Count af What s your rolsisxpertss™

Count of Selact the logo you think is best suited for Count of What is your rolefexpertise?
the mobile health application
e (LTS e — |
: —
Laga 02 Lego 2 Logod Leas 5 Logn 6

e 821 1 00 you i< is best suted For th e mabile haalih spolication ¢ = w4z oo

Countsum of Count of What s your oletexpert
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Figure 20 - Logo Selection Results from 80 responses.
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Distribution of "What is your role/expertise? for each Sefect the logo you think is best saited for the mobile heaith application.”

Count of What is your role/expertise? Column Labsls

Row Labels. Logo 1 Logo 2 Logo 3 Logo 4 Logo 5 Loge 8 Grand Total
Citizen / Patient 16 10 8 1 1 1 52
Healihcare Prafessional 1 2 2 5
Medical Informatics - Technical L} 5 4 3 3 23
Grand Total 25 17 14 4 1 19 80

Distribution of "What is your role/expertise? for each 'Select the logo you think is best suited for the mobile
health application.'

o
g
3

Healthcare Professional

What is your role/expertise?

Medical Infarmatics - Technical

4 5] g 10 12 14 16 16
What is your rolelexpertise?

E
[~

mlogo! mlogo2 mlopo3 mlogo4 mloge5 mLogo®

Figure 21 - Logo Selection Results sorted based on the responders category.

4.3 Requirements and Planning

The requirements and planning phase of the project involved the identification and
definition of the project's objectives and scope. This included the identification of the
target audience, the functional and non-functional requirements of the application, and
the constraints and assumptions that would impact the development process. During this
phase, I also conducted a logo selection poll to gather feedback and input from
stakeholders on the design of the application's logo. The poll results were then analysed
and used to inform the final logo selection. In addition to these activities, me my
supervisor and Louiza Agroti also developed a detailed project plan that outlined the
tasks and milestones for the development of the application. This plan served as a
roadmap for the project and helped to ensure that the project was completed on time.
In the planning phase, we identified 4 major milestones for the project. The first
milestone was the implementation of the authorization process, which involved
integrating the Keycloak platform and setting up the necessary protocols for user
authentication and authorization. The second milestone was the implementation of the
teleconsultation module, which involved integrating the Jitsi Meet videoconferencing
solution and developing the necessary features for teleconsultation. The third milestone
was the integration of the FHIR healthcare data protocol, which involved developing
the necessary APIs and algorithms to request and receive healthcare data from the
development server. The final milestone was the evaluation of the app, which involved

conducting user testing and gathering feedback to make any necessary improvements.
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4.4 Waterfall Software Development Model

The Waterfall software development model [31] is a linear, sequential approach to
software development. It is named after the way that each phase of the process flows,
with each phase building on the previous one, like water flowing down a waterfall. In
this model, the development process is divided into distinct phases, each with its own
specific goals and deliverables. These phases include requirements gathering and
analysis, design, implementation, testing, deployment, and maintenance. The Waterfall
model is a traditional approach to software development, and it is characterized by its
rigidity and lack of flexibility. However, it can be useful in cases where the requirements
are well-defined, and the project has clear goals and deliverables. It is also a good choice
for projects where the development team has a high level of expertise and experience,

as it allows for precise planning and execution.

Agile vs Waterfall

WATERFALL AGILE

INITIATION 4 — RS
ANALYSIS r
VS |~
construcTion IR .
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networkinterview.com

AN Initiative By Ipwithease.com)

Figure 22 - Waterfall vs Agile Model.

29



Chapter 5

Implementation
5.1 General Architecture 30
5.2 Mobile Application Architecture 31
5.3 Watertfall Software Development Model 33
5.3.1 Requirement Analysis 33
5.3.2 Design 33
5.3.3 Implementation 34
5.3.4 Testing 34
5.3.5 Deployment 35
5.3.6 Maintenance 35
5.4 Implementation of Teleconsultation Module 35
5.5 Implementation Authorization Channel 36
5.6 Implementation Healthcare Related Data Channel 39
5.7 Packaging and Distribution 43

5.1 General Architecture

The general architecture of the project involves the design and implementation of a
teleconsultation module for a mobile eHealth application in Cyprus. The solution will
be developed using React Native and will integrate the Jitsi Meet open-source
videoconferencing solution for teleconsultation. The backend of the solution will be
implemented using C#, and the eHealth Laboratory at the University of Cyprus will
provide the development server for the backend API. The project will also include the
development of features such as integrated prescription management and patient
summary views, which aim to streamline the delivery of care and enhance patient
engagement. The mobile application will be developed for the Android and 10S
operating systema and will rely on a stable internet connection for proper functioning.
The application will be used primarily by healthcare professionals and patients in
Cyprus and will adhere to the FHIR standard for interoperability in the healthcare
industry.
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More details about the architecture can be found under the APPENDIX A, page A-1.
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Figure 23 - General Architecture of the solution.

5.2 Mobile Application Architecture

The mobile application architecture for the teleconsultation module of the eHealth
application was designed to ensure that the application was easy to use and maintain,
while also providing the necessary functionality for teleconsultation. The architecture
consisted of three main layers: the presentation layer, the business logic layer, and the

data access layer.
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The presentation layer was responsible for handling user input and displaying the
appropriate information to the user. This layer was implemented using React Native and

included the user interface for the teleconsultation module.

The business logic layer was responsible for handling the processing of data and the
communication with the backend API. This layer was implemented using C# and made

use of the FHIR protocol to communicate with the backend API.

The data access layer was responsible for accessing and storing data in the database.
This layer was implemented using C# and made use of RESTful API calls to

communicate with the backend API.

Overall, the mobile application architecture was designed to ensure that the
teleconsultation module was easy to use and maintain, while also providing the

necessary functionality for teleconsultation.
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Figure 24 - Detailed section of the mobile application architecture.
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53 Waterfall Software Development Model

The Waterfall Software Development Model is a linear approach to software
development that follows a specific sequence of steps. The model consists of six phases:
Requirements Analysis, Design, Implementation, Testing, and Deployment. The
Requirements Analysis phase involves gathering and analysing user requirements to
define the scope of the project. The Design phase involves creating a detailed design
plan for the software, including its architecture and user interface. The Implementation
phase involves coding and testing the individual components of the software. The
Testing phase involves verifying that the software meets the specified requirements and
functions correctly. Finally, the Deployment phase involves releasing the software to
users. Each phase of the Waterfall model [30] must be completed before moving on to
the next phase, and it is not possible to return to a previous phase once it has been
completed. The Waterfall model is typically used for projects with well-defined and
stable requirements, where it is possible to plan out the entire development process in

advance.

5.3.1 Requirement Analysis
In the requirement analysis phase, we gathered and analysed the requirements for the
teleconsultation module. This involved discussing the needs of the stakeholders and
determining the functional and non-functional requirements for the application. We also
identified any constraints or limitations that would impact the development of the
module. Once the requirements were identified and documented, we used them to guide

the design and implementation phases.

5.3.2 Design
During the design phase, we focused on creating a user-friendly interface that would be
intuitive and easy to use for both healthcare professionals and patients. We also designed
the overall architecture of the application, including the interactions between the
frontend, backend, and external services such as the Jitsi Meet videoconferencing

solution and the Keycloak [5] authentication platform.

To ensure that the application met the requirements specified in the planning phase, we

created detailed wireframes and user flows that outlined the different screens and
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interactions within the application. We also defined the data model and API endpoints

that would be used to retrieve and store data from the backend.

In addition to the functional design of the application, we also focused on creating a
visually appealing design that would be consistent with the values of the eHealth
application. We selected colours and fonts that would be easy to read and navigate, and

we created a logo that represented the values of accessibility and reliability.

Overall, the design phase was crucial in ensuring that the development phase would run

smoothly, and that the final product would be intuitive and easy to use for users.

5.3.3 Implementation
The implementation phase of the project involved the actual coding and development of
the teleconsultation module for the mobile eHealth application. This phase involved the
use of React Native for the front-end development, C# for the backend API, and the
integration of the Jitsi Meet videoconferencing solution for teleconsultation. The project
also included the development of features such as integrated prescription management
and patient summary views. These features were designed to streamline the delivery of
care and enhance patient engagement. The development process followed the waterfall
software development model, with each phase of the model being completed before
moving on to the next. The implementation phase was completed in a timely manner

and met all the project's requirements and objectives.

5.3.4 Testing
The testing phase was an important part of the development process for the
teleconsultation app. Me and Louiza Agroti were primarily responsible for testing the
app and identifying any issues or bugs that needed to be addressed. In order to gather
more comprehensive feedback, we also planned an evaluation and created a user
manual, which we sent to a number of people. We conducted the evaluation using
physical means, where people were using the application on our personal phones and
using teleconferencing means, where we showcased the app to participants and asked
them to answer a questionnaire. While the survey is still ongoing, we have received a

few responses so far and have been able to fix some of the small issues that were
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identified. The results of the evaluation and user feedback can be found in the
APPENDIX D. Also, more details are discussed in Chapter 6 about the application

testing and evaluation.

5.3.5 Deployment
During the deployment phase, the app was first deployed to Firebase [32] for debugging
purposes. Once the debugging was complete, a release version of the app was prepared
and submitted for testing. However, some building errors were encountered during this
process and efforts are ongoing to fix these issues before the app is released to a wider

audience.

5.3.6 Maintenance
The maintenance phase is ongoing, and we are constantly fixing bugs and adding new
features to the application. We also plan to regularly update the application to ensure
that it remains up to date with the latest technologies and standards in the healthcare
industry. This includes regularly updating the FHIR implementation and ensuring that
the application remains compliant with relevant regulations and standards. Additionally,
we will continue to gather feedback from users and incorporate their suggestions into

future updates of the application.

5.4 Implementation of Teleconsultation Module

During the implementation of the teleconsultation module, I utilized the react-native-
jitsi-meet package [33] to integrate the Jitsi Meet functionality into the mobile
application. This required configuring the build.gradle files and following the package's
documentation on GitHub. I imported the package and used its various components
within the app, such as the JitsiMeetView component which allows the user to join or
host a video conference. I also implemented functionality to retrieve the current logged
in user's details and use them to start or request a meeting. Overall, the integration of
the teleconsultation module was a significant part of the development process and
required careful planning and consideration of the various features and requirements of
the module. Screenshot of the implementations are provided within the APPENDIX E

under section Implementation, pages E34-E35.
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Figure 26 - Jitsi Meet return the JitsiMeetView component in React Native.

5.5 Implementation Authorization Channel
The implementation of the authorization channel involved using the react-native-
keycloak-plugin package [34] to integrate Keycloak into the application. This included

implementing the login and logout functionality, as well as the refresh token mechanism
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to allow for seamless authentication without requiring the user to continuously enter
their credentials. In addition, a partial registration process was implemented, as well as
the ability to reset a forgotten password and change an existing password. To ensure the
security of the user's credentials, they are stored in the EncryptedStorage [35], while a
copy of the active username and token is saved in the Keychain [36] for easy access.
This allows for a secure and convenient way to manage user authentication within the

application. APPENDIX E under section Implementation, pages E17-E32.
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Figure 27 - Keycloak authorization implementation using react-native-keycloak-plugin in React Native.
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Figure 28 - Keycloak configuration file.

Figure 29 - Keycloak refresh token implementation in React Native.
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nst signout = (dispatch: an

- -
> {
-

r

dispatch({ type: 'signout

Figure 30 - Keycloak sign out implementation in React Native.

function to clean t
“ion cleanCredentials ()
ait Keychain.resetGeneric
.then(() =>
console.log('Credentials successfully deleted');

1)

.catch ((error: any) => {

1) ;

Figure 31 - Keycloak clean credentials function after sign out.

5.6 Implementation Healthcare Related Data Channel

In order to implement the healthcare related data channel, we used the axios library to
make HTTP requests to the server. We also implemented a context provider within
React Native to manage the user data and ensure that it is only accessible with proper
authorization and a valid token. This helps to maintain the security and privacy of the
user's healthcare information. To ensure a smooth and efficient flow of data within the
application, we carefully designed and implemented the data fetching and storage
processes to make sure that the right data was available at the right time. More details

can be found under the APPENDIX E, under section Implementation, pages E33.
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{ Provider, - cr - aContext (
rReducer,

getPatient,

Practit
getPre riptions,

riptions,

ConditionDiagnosis

mmunizations,

patient: null,
practitioner: null,
currentPr

previo
currentDispens

allergies:

condit
conditionsDiagnosis:
immunizations: [],

1,

observations:

[
socialHistories: [],

[1,

Figure 33 - Various UserContext state of resources.
In addition to implementing the data channel, we also had to research and understand

the FHIR protocol to correctly map and write the MedicationRequest [37] and
MedicationDispense [38]. We utilized the core FHIR structure definitions.
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Figure 35 - Sample of mapping of the MedicationDispense resource in the backend solution.
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ePrescription

~
/api/ iption ipti tient v B
Japi/ iption/GetCurren ipti ient v B
Japi/ iption i ipti tient v B

Figure 36 - Swagger controllers for ePrescriptions for patient.
eDispensing A

/api/eDispensing/GetDispensingsForPatient v B
/api/eDispensing/GetCurrentDispensingsForPatient v B
/api/eDispensing/GetPreviousDispensingsForPatient v B

Figure 37 - Swagger controllers for eDispensing for patient.

Current Token

eyJhbGci0ilSUzNilsinRScClgOIAISIdUTIwi:
() Expir t Refresh

Header Prefix Bearer

Configure New Token

Configuration Optiens

Token Name

Grant Type

Access Token URL & https://access.ehealth4u.eu/realms/ehealtr

Client ID & ehealthdu-ehr

Figure 38 - Postman example of token retrieval using oAuth2.0 type from the Keycloak Identity Provider Service.

Available authorizations X

jwt_auth (http, Bearer)

Specify the authorization token.
Value:

Close

Figure 39 - Authorization within the Swagger API.
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/api/ iption ipti tient /\| g

Name Description

PageNumber

integer($int32)

PageSize
integer($int32)

patientld
string
(query)

Responses

Figure 40 - Example of field needed to fetch ePrescriptions from the Swagger API.

Responses

curl

ERY

/dev-api.ehealthdu.eu/api/ePrescription/GetPrescriptionsForPatient ?PageNunber=18PageSize=208patient 1d=194315" \
text/plain’

Request URL

https://dev-api.ehealthdu. eu/api/ePrescription/GetPrescriptionsForPatient2PageNunber=18Pagesize=208patientId-194315

Server response

Code Details

401
Error: Unauthorized

Response headers

Figure 41 - Example of 401 error showing that the authorization was not provided.
Overall, the implementation of the healthcare related data channel required a
combination of coding skills and knowledge of healthcare data standards to ensure the

proper exchange and handling of sensitive patient information.

5.7  Packaging and Distribution

To package and distribute our teleconsultation application, we used Firebase [32]. This
allowed us to easily deploy our app in a debug version for testing purposes. To use
Firebase [32], we created a Firebase [32] account and connected our application to it.
This enables us to deploy our app on the Google Play Store and Apple App Store once
the release version is stable.

er": "754513105
"myehealt

"client™: [

"client info":

"m le

Figure 42 - Section from the Firebase configuration file.
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In order to package the application for distribution, I used Android Studio to bundle and
sign the release APK. Since I do not have access to a Mac, I was unable to build the IPA
file for i0S devices. Louiza Agroti was responsible for handling this part of the process.
Packaging the application involves building the source code and all of its dependencies
into a single package that can be installed on a device. The bundling process includes
optimizing the code and removing unnecessary files to reduce the size of the final
package. Once the bundling is complete, the package must be signed with a digital
certificate in order to be installed on a device. This certificate helps to ensure the
authenticity and integrity of the package, as it can be traced back to the developer who

created it.

1’0 (1) Invited Accepted Downloaded
December 28, 2022 at 12:45:41 AM UTC+2 2 2 2 v

B Dear Testers, We are excited to invite you to test our de...

Figure 43 - Example of app distribution using Firebase.

In the future, we plan to release the app on the official app stores once it is stable and
ready for use by the public. This will allow us to reach a larger audience and make our
teleconsultation solution more accessible to citizens. Overall, the use of Firebase [32]

has been beneficial in the distribution and management of our teleconsultation app.
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Chapter 6

Application Testing and Evaluation

6.1 Introduction and Scope 45
6.2 Methodology 45
6.3 Questionnaire 46

6.3.1 Evaluation Scenario 52
6.4 Questionnaire Results 52

6.1 Introduction and Scope

The testing and evaluation phase of the teleconsultation application was a crucial step
in the development process. It allowed us to gather feedback and identify any issues or
areas for improvement. The scope of the testing and evaluation phase included both
functional and usability testing. Functional testing was focused on ensuring that the
various features and functionality of the application were working as intended, while

usability testing focused on the user experience and ease of use of the application.

To gather this feedback, we developed a questionnaire and conducted evaluations with
a small group of users. These evaluations took place through teleconferencing, and
physical means, with the users interacting with the application and providing their
feedback and responses to the questionnaire. The results of these evaluations are
presented in the following chapter, along with an analysis of the findings and any actions

taken based on the feedback received.

6.2 Methodology

In order to evaluate the teleconsultation application, we used a combination of user
testing and a questionnaire survey. The user testing was conducted through
teleconferencing, where individuals were given a demonstration of the app and asked to
provide feedback on their experience. The questionnaire survey was distributed to a
wider group of individuals and included questions about the usability, functionality, and

overall satisfaction with the app. The results of both the user testing and questionnaire
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survey were analysed and used to identify any issues or areas for improvement in the

app.

6.3 Questionnaire

During the evaluation phase, we aimed to gather feedback from a diverse group of users,
more specific patients, doctors, and pharmacist, to obtain a well-rounded understanding
of the strengths and weaknesses of the teleconsultation app. To do this, we distributed a
questionnaire to a group of participants who were representative of the target audience
for the app. The questionnaire consisted of a combination of demographic questions,
operating system related question and version; and as well as questions specific to the
app and its various features. Participants were asked to rate their satisfaction with the

app on a scale of 1 to 5, with 5 being the highest level of satisfaction.

Language: English (United States)

Evaluation of MyeHealthAppCY z

Thank you for your participation in this questionnaire! We are interested in collecting your
feedback on the MyeHealthAppCY mobile app we have developed. This app is intended to
provide convenient and accessible health services to users via their mobile phones. We would
like to know your opinions about the features, ease of use and your overall satisfaction with the
app. Your feedback is valuable to us as we strive to continuously improve and expand the app to
further meet the needs of our users.

The questionnaire is available both in English and in Greek.

* Required

Demographic questions and questions about your mobile op-
erating system

In this section, we'll ask you a few questions about your personal characteristics and the device and
operating system you use to access the app. This information will help us to better understand our
user base and identify any issues or trends that may affect specific groups.

Your answers to these questions will remain strictly confidential and will only be used for

1. What is your gender? *

O Male
O Woman
O Other

Figure 44 - Evaluation Questionnaire.
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2. What is your age? *
O 1825

O 2635

O 36-45

O 4655

O s6-64

O

65+

3. Which user group do you belong to? *

O Doctor

O Pharmacist

O Patient

4. What is the operating system of your mobile phone? *

O Android
O ios

Figure 45- Evaluation Questionnaire.

5. If you know, what is the version of your Android phone? *

Android 10 - Quince Tart
Android 11 - Red Velvet Cake
Android 12 - Snow Cone
Android 12L - Snow Cone v2
Android 13 - Tiramisu

| don't know

OO O0O0O0O0

6. If you know, what is the version of your iOS mobile *

O ios13
O ios1a
O ios1s
O ios16

O | don't know

Figure 46- Evaluation Questionnaire.
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Questions concerning the application

7. How easy was it to navigate through the app? *

O Very easy
Somewhat easy
Neither easy nor difficult

Somewhat difficult

O O OO0

Very difficult

8. On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with the Prescriptions? *

9. On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Dispensing? *

10. On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with the Patient Summary? *

Figure 47- Evaluation Questionnaire.
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12. On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Covid Certificates? *

13. Did you encounter any problems when issuing the COVID European
Digital Certificate? *

O No
O Yes

14. If yes, please select one of the options below *

D Incorrect personal information (e.g. identity card, telephone number, date of birth)

15. On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Teleconsultation? *

Figure 48- Evaluation Questionnaire.

16. Did you encounter any problems while browsing Teleconsultation? *

O No
O Yes

17. If yes, please select one of the options below *

[:] Long response time of the videoconference

D Difficulty in setting up a new videoconference

18. How satisfied are you with the design of the application? *
O Very satisfied

Somewhat satisfied

Neutral

Somewhat dissatisfied

O O OO0

Very dissatisfied

Figure 49- Evaluation Questionnaire.
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16. Did you encounter any problems while browsing Teleconsultation? *

O No
O Yes

17. If yes, please select one of the options below *

D Long response time of the videoconference

D Difficulty in setting up a new videoconference

18. How satisfied are you with the design of the application? *
O Very satisfied

Somewhat satisfied

Neutral

Somewhat dissatisfied

O OO0OO0

Very dissatisfied

Figure 50- Evaluation Questionnaire.

50



19. How satisfied are you with your overall experience with the app? *
O Very satisfied
Somewhat satisfied

Neutral

Somewhat dissatisfied

O O OO

Very dissatisfied

20. Do you want to add any comments and/or suggestions to help us
improve the app? *

21. On a scale of 1 to 5 (where 1 is "not at all likely" and 5 is "very likely"),

how likely are you to recommend the app to a friend or colleague? *

22. What overall rating would you give the app? *

This content is neither created nor endorsed by Microsoft. The data you submit will be sent to the form owner.

@ Microsoft Forms

Figure 51- Evaluation Questionnaire.
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6.3.1 Evaluation Scenario

During the evaluation of the teleconsultation app, users were asked to perform a series
of tasks to assess the app's functionality and usability. The tasks included logging into
the app, viewing their profile, accessing their healthcare data (such as prescriptions and
patient summary), scanning, and saving a COVID certificate, and using the
teleconsultation feature. Throughout the evaluation process, users were asked to provide
feedback on their experience with the app, including any difficulties or issues they
encountered. This feedback was then used to identify areas for improvement and to

make updates to the app to enhance the user experience.

6.4 Questionnaire Results

The results of the questionnaire showed that the majority of participants were satisfied
with the teleconsultation app, with high levels of satisfaction reported for its usability
and effectiveness in facilitating teleconsultations. However, a few participants did
encounter issues such as difficulty navigating certain features or encountering bugs
during use. These issues will be addressed in future updates to improve the overall user
experience. Android users also reported some crashes, which may be due to versioning
compatibility issues. We will continue to monitor and address any issues that arise in

order to ensure a smooth and efficient teleconsultation experience for all users.

Based on the feedback from the questionnaire, it seems that participants had some
suggestions for improving the teleconsultation app. Some participants mentioned the
need for a more user-friendly design, with clearer information and better organization
of data. Others suggested adding features such as notifications and a weekly habit
schedule to help users track and manage their health. In order to improve the user

experience, these suggestions will be taken into consideration in future updates to the

app.
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® s664 2
® o5+ 0 1
0
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=

]
[

]
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@ AdBevic 12
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4. TMoto eivon To AEITOLPYLKG CUATIHO TOV KIVNTOD TNAEPWVOL TOG;

Android "
@

® ios 1
@ Other 0

w

. Av yvwpiCete, Towa eival 1 ékdocn Touv Android KivnTob ooc;

@ Android 10 - Quince Tart 0
@ Android 11 - Red Velvet Cake 4 4
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7.1  Conclusions

In this project, we aimed to develop a teleconsultation mobile app for citizens, using
React Native as the main technology for the frontend and Keycloak [5] for the
authorization. Additionally, we implemented the FHIR protocol for handling healthcare

data and Jitsi Meet for the videoconferencing functionality.

Overall, the app was successful in achieving its objectives and received positive
feedback from the participants of the evaluation questionnaire. The app's usability and
effectiveness in facilitating teleconsultations were particularly praised. However, there
were also some issues reported by participants, such as difficulty navigating certain

features and encountering bugs. These issues will be addressed in future updates to the

app.

In conclusion, the teleconsultation app developed in this project has the potential to
improve access to healthcare services for citizens, especially in the current context of
the COVID-19 pandemic where in-person consultations may not be feasible. However,
there is still room for improvement and further development of the app to enhance the

user experience and address any remaining issues.

7.2 Limitations and Challenges

During the development of the teleconsultation app, there were several limitations and
challenges that we faced. One of the main challenges was debugging and fixing errors
in the code. As with any software development project, there were instances where the

code did not behave as expected and we had to troubleshoot and fix the issues. Another

59



challenge was the complexity of the system, with multiple technologies and components
being integrated together. This required careful planning and coordination to ensure that

everything worked seamlessly.

Another limitation was the time available to implement all the desired features. While
we were able to include a wide range of functionality in the app, there were still some
additional features that we would have liked to include if we had more time.
Additionally, this was the first time that [ had developed a mobile application, so there
was a learning curve involved in becoming familiar with the tools and technologies
required for this type of development. Despite these challenges, we were able to
successfully develop and deploy the teleconsultation app, and it is already being used to

facilitate teleconsultations between healthcare professionals and patients.

7.3 Future Work

There are several areas where the teleconsultation app could be improved in the future.
One suggestion that was made by reviewers was to implement biometric login [39], such
as using a fingerprint or facial recognition, to increase security and convenience for
users. Another suggestion was to enable two-factor authentication (2FA) [40]to further

protect user accounts.

Integrating the app with smart devices, such as wearable fitness trackers or home
monitoring devices, could allow for real-time monitoring of patients' health data and
allow healthcare professionals to track and address any changes or concerns more easily.
This could be particularly useful for patients with chronic conditions or for those who

are at higher risk for certain health issues.

Enabling a more streamlined workflow for dispensing pharmacy products and
scheduling appointments could also be a useful addition to the app. This could involve
incorporating features such as calendars and appointment slots to allow for more
efficient teleconsultations. Additionally, implementing notifications could help to keep

users informed about upcoming appointments or any changes to their healthcare data.

60



Finally, adding the ability to customize the app's theme or appearance could enhance
the user experience and make the app more visually appealing. Overall, there are many
potential areas for improvement and development that could make the teleconsultation

app an even more valuable tool for healthcare professionals and patients alike.

Going forward, I would really like to continue working on the application and improving
its functionality during my masters’ studies. This project has been a valuable learning
experience and has allowed me to apply my knowledge of software development to a
real-world problem. I hope that the teleconsultation app will continue to be used and
refined in the future, and I am excited to see the impact it will have on healthcare

delivery.
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Appendix B — Logo Selection Poll

Mobile Health Application - Logo
Selection

These are the lego designs created by our graphic designer. Please go ahead and
select which logo you think is best suited for the eHealth4U mobile health application.

* Required

1. What is your rolefexpertise? #

Mark only one oval.

Healthcare Professional
Medical Informatics - Technical

Citizen / Patient

2. Select the logo you think is best suited for the mobile health application. *

Legos are ordered from left to right.

2 % L8

myHealth MYHEALTH MyHealth rryHealth

Mark only one oval.

Logo 1
Logo 2
lLogo 3
Logo 4
Logo 5

Logo 6

This cantent is neither created nor endorsed by Google.

Google Forms
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GENERAL

ABOUT THE MYEHEALTHAPPCY APPLICATION

The MYeHealthAppCY is an electronic health solution designed to improve access to
quality healthcare for patients and providersin Cyprus. The app includes features such
as integrated prescription management, patient summary views, and the ability to
connect with healthcare providers through video conferencing/teleconsultation,
enabling consultations from the comfort of their own homes. It also includes the
ability to save and access European Digital COVID certificates, enabling users to easily
access and share their health information as needed. Developed under the thesis
project of lonut — Cristian Canciu and master's project of Louiza Agroti of the
University of Cyprus, the MYeHealthAppCY is available for download on the App Store
for i0OS devices and Google Play for Android devices. This user manual provides
instructions on how to install, set up, navigate, and use the MYeHealthAppCY
application, as well as troubleshooting advice for common issues and problems.

Please note that the MYeHealthAppCY application is still under development and
some features may not be enabled yet. In the future, the application will use a

templating method to provide specific user groups with access to specific views
based on their needs/privileges and consents. For example, patients may have

access to different screens than healthcare providers, and each group may have
access to different information and functionality. We appreciate your understanding
and patience as we continue to develop and improve the app. Thank you for your

support and we look forward to your feedback as we work to bring the best possible
experience to our users. [Check last page of this manual]

We hope that the MYeHealthAppCY application will be a useful and convenient tool
for both patients and healthcare providers in Cyprus. The app is available in both
Greek and English.

Picture 1: lllustration showing the application integrated features.
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SYSTEM REQUIREMENT

The System Requirements section lists the minimum hardware and software

requirements that must be met to use the app. It is important to ensure that users’
device meets these requirements to ensure optimal performance and usability. Please
review the system requirements carefully to ensure that the device is compatible with
the app.

To ensure optimal performance and functionality, it is necessary that the device on
which the app is installed meets the minimum system requirements of i0S 13 or
newer or Android 10.0 (APl 29) or newer. In addition, the app requires access to the
device's camera, microphone, and internet connection to function properly.!

Please make sure that the device meets these requirements and has the necessary

permissions before installing and using the app.

NAVIGATION

The Navigation section provides an overview of how to move around within the app
and access its various features and functions. Whether users are new to the app or
simply need a refresher, this section will help users navigate through the app with
ease. Please carefully review the navigation instructions provided below to ensure
that users can fully utilize the app's capabilities.

e The app features a tab navigation bar located at the bottom of the screen,
which allows users to easily access the different sections of the app.

e To navigate to a different section, simply tap on the corresponding tab.

e Within each section, users can use the app's various features and functions by
pressing on the corresponding buttons or links.

¢ Some sections may also include a back button or breadcrumb trail that allows
users to return to a previous screen or section. Users can also return to the
previous section or screen by clicking the back button.

A description of the main features/functions and how to navigate is available in each
section of the app, including any specific actions that users can take.

11t is important to note that the camera and microphone are used only for specific
functions within the app, namely teleconsultation and scanning COVID certificates.
These features are essential to the app's core functionality and are not used for any
other purposes. Rest assured that the app does not include any spyware or malware,
and we take the privacy and security of the users very seriously.
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GLOSSARY

Account: This refers to the user's personal profile and account within the
MYeHealthAppCY app.

Alien Resident Card (ARC}: The Alien Resident Card (ARC) is a document issued by the
Cyprus Department of Immigration to non-EU citizens who are legally residing in
Cyprus.

Appointments: This refers to the process of scheduling and attending appointments
with healthcare providers through the app.

Clinical Data: This refers to medical information about a patient, including their
medical history, diagnoses, treatments, and other relevant details.

COVID Certificate: This refers to the digital certificate issued by the government or
other authorized body to certify that an individual has been vaccinated, recovered, or
tested negative for COVID-19.

Dashboard/Home Screen: This refers to the main screen or home page of the app,
which displays a selection of actions the user can make.

Dispensing: This refers to the process of a pharmacy providing a patient with the
medication that has been prescribed by their healthcare provider.

Electronic Health Record (EHR): This is a digital record of a patient's health
information that is stored and shared electronically, allowing healthcare providers to
access and update the information as needed.

General Health System (GHS): This refers to the General Health System of Cyprus and
the term is used under the identifications section.

Health Information Exchange (HIE}: This refers to the electronic exchange of
healthcare information between different healthcare organizations, allowing for more
efficient communication and data sharing.

Health Record: This refers to the collection of medical information about an individual,
including their medical history, diagnoses, treatments, and test results.

Medication: This refers to the drugs or other substances that are prescribed by a
healthcare provider to treat or prevent a medical condition.

Medication Adherence: This refers to a patient's ability to follow their prescribed
treatment plan, including taking their medications as directed and following any other
recommendations from their healthcare provider.
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Patient Summary: This refers to a summary of a patient's medical information,
including their current medications, allergies, diagnoses, and other relevant data.

Personal Health Record (PHRY): This is a digital record of a patient’s health information
thatis maintained and controlled by the patient themselves, rather than a healthcare
provider.

Prescription: This refers to a written order from a healthcare provider for a specific
medication or treatment.

Referrals: This refers to the process of a healthcare provider recommending that a
patient see a specialist or receive treatment from another healthcare provider. This
may be necessary if the patient's condition requires a higher level of care or
specialized treatment that the primary healthcare provider is not equipped to provide.

Teleconsultation: This refers to the process of consulting with a healthcare provider
remotely through video conferencing or other electronic means.

Transaction Authentication Number (TAN): This is a security code that is used to
authenticate and authorize a transaction. It is typically sent to the user via email or
SMS and must be entered to complete the transaction. In the context of the
MYeHealthAppCY app, a TAN may be required for certain actions, such as verifying a
COVID certificate.

User Interface (Ul}: This refers to the way that the app is designed and laid out,
including the layout, colours, and fonts used.

PRIVACY AND SECURITY

To ensure the security and privacy of the users' data, the MYeHealthAppCY app
employs several measures to protect user data. These measures include:

e Encryption: All data transmitted to and from the app is encrypted using secure
protocols to prevent unauthorized access.

e Secure servers: The app uses secure servers to store user data, which are
protected by firewalls and other security measures.

e Other security measures: In addition to encryption and secure servers, the app
employs other security measures to protect user data, such as regular security
updates and assessments to identify and address any vulnerabilities.

In addition to the measures described above, the MYeHealthAppCY app also includes
a feature that wipes all data saved on the device or in the memory cache when the
user logs out. This means that no data is maintained between sessions, and all data is
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deleted when the user logs out. This feature is designed to protect the privacy of users
by ensuring that no data is left behind on the device after the user logs out.

Please note that this feature does not apply to data stored on the app's servers,
authentication and consent service and the cloud database.

If users have mare questions about how their data is stored, encrypted, and protected on the
cloud, they shall contact the support team for more information.

By emplovying these and other security measures, the MYeHealthAppCY app aims to

ensure the security and privacy of user data and provide users with a secure and
reliable experience.

As a user of the MYeHealthAppCY app, user have certain rights regarding their
personal data. These rights include:

e The right to access: Users have the right to request a copy of the personal data
that the app holds about them, as well as information about how that data is
used and shared.

s The right to correct: If users believe that any of the personal data that the app
holds about them is incorrect, users have the right to request that it be
corrected.

s The right to delete: In certain circumstances, users have the right to request
that the app delete any personal data it holds about them.

To exercise any of these rights, please contact the support team. They will be happy to assist
users in understanding and exercising their rights regarding their personal data.

The MYeHealthAppCY app takes the privacy and security of user data very seriously
and has policies in place to ensure that user data is only shared with third parties in
accordance with relevant laws and regulations.

In general, the app will only share user data with third parties in the following
circumstances:

s For research purposes: The app may share anonymized user data with
research institutions or other organizations for the purpose of conducting
research or analysis. This data will be stripped of any identifying information
and used solely for research purposes.

e For server performance and user activity at peaks: The app may share
anonymized user data with service providers or other third parties for the
purpose of monitoring and improving server performance or analysing user
activity at peak times. This data will be stripped of any identifying information

and used solely for these purposes.
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In all cases, the app will only share user data with third parties in accordance with
relevant laws and regulations and will take steps to ensure that the data is handled
securely and in accordance with the app's privacy policies.

If users have any questions about the app's policies on sharing user data with third parties,
they shall contact the support team for more information.

The MYeHealthAppCY app includes a feature that automatically captures and reports
crash data if the app crashes or experiences an error. This crash data includes
information about the device, operating system, and app state at the time of the
crash, as well as a log of the events leading up to the crash.

Crash reports are used to help the app developers identify and fix issues that may be
causing the app to crash. They are also used to improve the overall stability and
performance of the app.

Crash data is collected and processed in accordance with the app's privacy policies and
relevant laws and regulations.

User data is retained by the MYeHealthAppCY app for as long as the user's account is
active. If a user decides to delete their account, their data will be deleted as well. In
cases where a user has not accessed their account for an extended period, their login
may be blocked as a measure to protect their data. If a user wishes to regain access to
their account, they can request activation of their login by following the instructions
provided in the app. Once their login has been activated, they will be required to
create a new password to access their account. This helps to ensure that user data is
protected and that users have control over their data.

The MYeHealthAppCY app is not intended for children under the age of 13, and we
do not knowingly collect or process personal data from children under the age of 13.
If we become aware that we have collected personal data from a child under the age
of 13, we will take steps to delete that data in accordance with applicable laws and
regulations.

If useris a parent or guardian and they believe that their child under the age of 13 has provided
personal data to us through the app, they shall contact the support team so that the needed
steps are taken to delete the data and deactivate the child's account.

We encourage parents and guardians to monitor their children's online activity and to
educate them about safe and responsible online behaviour.

If users have any questions or concerns about children's privacy in connection with the
MYeHealthAppCY app, please contact the support team for more information.
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LEGAL INFORMATION

The MYeHealthAppCY app is provided "as is" and the developers make no
representations or warranties of any kind, express or implied, as to the operation of
the app or the information, content, materials, or products included on the app. The
developers are not responsible for any errors or omissions in the app or for any
damages of any kind that may result from the use of the app, including but not limited
to direct, indirect, incidental, punitive, and consequential damages. The user assumes
full responsibility for using the app and any reliance on the information and materials
contained within it. The developers reserve the right to change or modify the app or
its content at any time without notice. [Check last page of this manual]

Additionally, the app handles user health related data and personal information

according to the laws and regulations of Cyprus. Please refer to the Cyprus electronic

health system (eHealth) framework and the General Data Protection Regulation

{GDPR) for_more information on the protection and use of personal data in the

healthcare sector. The app developers are committed to ensuring the privacy and

security of user data and will take appropriate measures to protect user data in

accordance with these laws and regulations.

The MYeHealthAppCY app and its content are protected by copyright and may not be
reproduced or distributed without permission. Unauthorized reproduction or
distribution of the app or its content is strictly prohibited and may result in legal
action.

The MYeHealthAppCY application is governed by the laws of the Republic of Cyprus.
Any disputes arising in relation to the use of the app, or its content will be resolved in
accordance with the laws of the Republic of Cyprus.
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USER’S GUIDE

The User's Guide section of the app offers instructions and information about the
various features and functions available within the app. This includes details about
specific actions that users can take, such as logging in to their account, accessing and
managing their personal health record, making teleconsultations with healthcare
providers, and more. Each section of the guide provides step-by-step instructions and
explanations to help users navigate and utilize the app's capabilities effectively.

WHERE TO DOWNLOAD

Users with mobile devices can download and install the MYeHealthAppCY application
from Google Play for Android devices and from App Store for iOS devices.

DISCLAIMER: At the current stage of development the access can be only granted
using a firebase account upon beta testing request. The default username and

password are patient/patient. Some features like “Reset your password” or

“Registration” are disabled.

{Android: https://appdistribution.firebase.dev/i/23ca9dd7936d6525) .2

(iOS: https://appdistribution.firebase.dev/i/xxxxxxxxx).?

The MYeHealthAppCY app is a comprehensive Electronic Health Record (EHR)
solution designed to improve access to quality healthcare for patients and providers
in Cyprus. Currently, the app provides users with the ability to access and manage their
personal health record, connect with healthcare providers through teleconsultation
or video conferencing, and scan and save COVID certificates for easy access and
verification. In the future, the app will also include features such as the ability to
schedule appointments, view and track medication usage, access educational
resources and information about various health topics and conditions; and use a
symptom checker and self-assessment tool to help identify potential health concerns
and determine whether medical attention is needed.

2 Android invitation link to install the app from Google Firebase.
User will need to download and install App Tester on their Android device and allow
installation from unknown sources. On most Android devices the App Tester is
installed by default when trying to install a Firebase distribution application.

3 i0S invitation link _to install _the app from  Google Firebase.
Users will need to download and install Test Flight on their iOS device. On most i0S
devices the Test Flight is installed by default when trying to install a Firebase
distribution application.
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Following successful installation of the MYeHealthAppCY application on their smart
device, users can view/use one of the following features:

FEATURE 1: VIEW PRESCRIPTIONS

View personal View current or previous  View medications and
prescriptions. prescriptions. details about the
medications.

FEATURE 2: VIEW DISPENSINGS

View personal dispensing. View current or previous  View medications and
dispensing. details about the
medications.

FEATURE 3: VIEW REFERRALS

View personal referrals. View current or previous  View details about the
referrals. examination plan/results.

FEATURE 4: VIEW PATIENT SUMMARY

View personal View View patient Track medical
patient summary.  administrative specific clinical history and events.
data. data.

FEATURE 5: STORE AND VIEW COVID CERTIFICATES

Scan the QR code Insert the TAN Check if the Save the

with the code found under  certificate details certificate for
MYeHealthAppCY the QR code. are correct. future use.
application.

FEATURE 6: MAKE A TELECONSULTATION

Upon request, join A provider will be  Once connected, The consultation is

the ready to pick up insert the ready from the

teleconsultation the call. passcode received. comfort of the
user’s home.
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Make sure that entry to the smart device is protected by some security setting
(personal code, fingerprint, or other method of users’ choice} and which is necessary
to enter the MYeHealthAppCY application.

Important security information: If users’ device is not protected by any security
setting, they will not be able to use the MYeHealthAppCY.

1 'l .4 .q-uai van .MEOG L 1]
My Health
B< ﬁ

Prescriptions Referrals

Welcome, login to your account!
°
-
- B ©

Forgot your password?

Dispensing Patient Summary

Havent registered yet?

New account! Qc

Covid Certificates

My Health

(b} (c)

Picture 2: (a) Icon of the MYeHealthAppCY application, (b} Upon activation of the
application enter user credentials, (c} Initial home screen of the MYeHealthAppCY

application after inserting correct login credentials.
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SECTION A: USER LOGIN

The “User Login” section of the MYeHealthAppCY app is designed to help users access
their personal health record and other important features and functions within the
app. Users can log in to the app using their unique username and password, and if
they forget their password, they can follow the instructions on how to reset it. It is
essential for users to log in into the app to access their personal health record and
other features.

USER LOGIN

To log in to the MYeHealthAppCY app, users will need to enter their username and
password and press “Login”. If the username or password is not provided, users will
see a red error message saying "Username/Password is required." If the credentials

provided are incorrect, users will see a pop-up alert saying, "Invalid username or
password." To try again, simply press “OK” and re-enter the login credentials. If the
credentials provided are correct, users will be redirected to the home screen of the

application, as shown in Picture 2 (¢)."
. 1004 G & LT . 1020 O @ L]

myHealth myHealth

Welcome, login to your account! Welcome, login to your account!

2 (2 J

Username is required

[ J Invalid username or password
S
Forgot your password?

Fargot your password?

Haven't registered yet?
New account! Haven't registered yet?

New account!

(a) (b} (e}
Picture 3: (a) Initial login screen of the MYeHealthAppCY application, (b) Error
showing that the username and password are required for login,
(c} Alert indicating that an invalid username and password combination was used.

Page 16 of 60

C-16



[Tavemotipio Konpou

University of Cyprus
FORGOT PASSWORD

To reset their password in the MYeHealthAppCY app, users will need to follow this
step:

e Click on the "Forgot your password?" link in the login screen of the app.

s Enter the email address in the designated field and press "Reset password.”

e Check the email for a message from MYeHealthAppCY with a password reset
code.

s If the password reset code is not received, check the spam or junk email folder.

s Follow the instructions in the email to enter the password reset code and
create a new password.

s Once the new password is entered, press "Continue" to complete the

password reset process.

By following these steps, users will be able to reset their password and regain access
to their account. It is important for users to keep their password secure and to
choose a strong and unique password to protect their personal information.

.guos van .mznsaﬁ i
i
Welcome, login ta your account! Reset your password
Py Please insert the email address that you used during
- your apa registration

8 ]
I Eoroot yow oesvword? I m

New account!

(a) (b)

Picture 4: (a) Selection for “Forgot your password?”, (b} Reset your
password screen with field for email

If users have any trouble resetting their password, they shall check the troubleshooting

section or contact the support team for assistance.

Page 17 of 60

C-17



[Tavemotpio Kunpou
University of Cyprus

SECTION B: USER REGISTRATION

The registration section of the MYeHealthAppCY app is designed to help users create
a new account and access their personal health record and other features and
functions of the app. In this section, users will find instructions on how to create a
new account and provide the necessary information to set up their profile. It is
important for users to complete the registration process to access their personal
health record and other features and functions of the app. Please carefully follow the
instructions provided in this section to create your account and begin using the app.

To register for a new account in the MYeHealthAppCY app, follow these steps:

e Press the “New Account!” link at the bottom of the login screen.

s In the registration screen enter the desired username in the designated field.

s Enter the email address in the designated field and create a password in the
designated field.

s Re-enter the password in the designated “"Confirm Password" field to confirm
that it is correct.

e Press the "Register" button to submit the registration information.

s Check the email for a message from MYeHealthAppCY with a confirmation
code.

e Follow the instructions in the email to enter the confirmation code and
complete the registration process.

By following these steps, users will be able to create a new account and access the
features and functions of the MYeHealthAppCY app. It is important for users to
choose a strong and unique password to protect their personal information and to
keep their email address up to date to receive important notifications and updates
from the app.
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.-ma- v .v‘mGﬂ vl L 74 ]
Confirm your email
Create an account Create an account
2 [ = 'J
r -
P
]
[ = |
{ Resend code ]
a8 Frail s raquired

Fasswerd must be at least 6 craracters

By registering, you conﬂlm that you have read the [ R
Fasswurd imust e al keasl 6 canels
e ruﬂfrmmal)ﬂu o

Have an accoumt? Login

< ® |

(a) {b) c)

Picture 5: (a) User registration screen, (b} User registration screen with required
fields, (c)} Post registration screen with confirmation code sent to email.

If users have any trouble with the registration process, they shall check the troubleshooting
section or contact the support team for assistance.
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SECTION C: MY HEALTH SCREEN

The "My Health" screen is the main hub for accessing and managing users’ personal
health information within the MYeHealthAppCY app. From this screen, patients can
view and manage their prescriptions and dispensings, view their referrals, access their
patient summary, and view and scan their COVID certificates. The app's intuitive
design and user-friendly interface make it easy for patients to quickly access and
manage their health information, helping them to stay organized and on top of their
health needs.

.945 o6 *dn

My Health

R

Prescriptions Referrals

E

Dispensing Patient Summary

¥

Covid Certificates

= ® =

Wy Haalth Sarvicas Sottings

4
Picture 6: “My Health” screen of the MYeHealthAppCY application.

The "My Health" screen in the MYeHealthAppCY app provides users with access to
several important features and functions:

e Prescriptions: Users can view their current and past prescriptions, as well as
request refills or renewals as needed.

s Dispensings: Users can view their dispensed medications, including details
about the prescribed dosage and frequency.

s Referrals: Users can view and manage their referrals to specialists or other
healthcare providers.

s Patient Summary: Users can view a summary of their administrative data and
medical history, current health status, including any diagnoses, allergies, or
other important health information.

s COVID Certificates: Users can scan and save COVID certificates for easy access
and verification.
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PRESCRIPTIONS

The screen includes a list of the patient's available prescriptions. The user has the
possibility to select one of the preceding prescriptions. From the list, the user can see
the number of the prescription, the patient’'s name, the patient's name for whom
the prescription has been written, the start and end dates of the prescription, the
doctor who wrote the prescription and the number of drugs listed in the
prescription.

By clicking on a prescription and scrolling down, the user can see more details about
the prescription chosen. In particular, the same information that was on the previous
screen is displayed, together with information about the medication, doctor's notes,
dosage instructions, instructions for the patient, the time when the medication will
be taken, the dose and analogy and the time when it will be taken.

@ os vin @:=os LT @ eos van
& Prescriptions 4 Prescriptions < Details
avtave P P
Immate-ial prescription
Vou have 10 available prescriptions at the Vou have 10 previous prescriptions
moment Published for
Maria |osif
Aveilea e on Ends on
; /
4217691 05/12/2022 20/01/2023
:,,“ 1622 . Maria losif Doctor Fubished on
faria osi o :
Cseteate i~ Helen Georgiou 19/12/2022
Onset date End data 12/11/2022 0512/2022
05/12/2022 20,C1/2323 e
e : Dostor Wedisinca Medicines(1)
Dactar Vedares Helen 1
Helen ! secrgiou TT——
Georgiou sodium fluoride
Corant Frascrisad Amount
#21/094 Fraceriaad Amount
500mg - 750m Take 1 tablet every 12
#217657 Maria losif 9 rems 4
Maria losit
Cnstate Erdeate
Onset date End date 10711/2022 01202022
06/12/2022 05/C1/2023
Doztor Madicines (e
Doctor Wedicines Helen 1 ¥:\s i¢a lé‘sl r\cdtelm the med:.ano:;equestm
o 2. The current medication request is active anc the
Helen ! Geargiou patiert shoulc contirue takng the medication
Georgioe
#217062 Dosage Instructions
((((((( & . bl s 15 Bt
3 ® = v ? = v Y —
My Health Senviees. Setiinge My Health Sarvices Settings. My Health Servioas. Scttings.
(a) (b} (c}

Picture 7: (a) Screen with “Available” prescription shown as list, (b} Screen with
“Previous” prescription shown as list, (c} Details of the prescription.

AVAILABLE PRESCRIPTIONS

The "Available Prescriptions" category displays any prescriptions that are currently
available for the user to refill or renew.

PREVIOUS PRESCRIPTIONS

The "Previous Prescriptions” category displays a history of prescriptions that have
been fulfilled or expired.
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DISPENSING

This screen contains a list of available dispensing for the patient. The user has the
possibility to choose from among the previously dispensed medicines.

By looking at the list of medicines, the user can see the number of the dispensed
medicine, the patient's name, the patient for whom the medicine has been
dispensed, the start and expiry dates and the doctor who prescribed it.

By clicking on a medicine and scrolling down, the user can see more details about the
medicine chosen. In particular, the same information that was on the previous screen
is displayed, together with information about the drug, its quantity, its supply, the
doctor's notes, dosage instructions, the time taken to take the drugs, the period of
time during which the medicine is taken, dose and analogy, information on which
medicine has been replaced, and information on the scurce from which the patient
received the medicine administered.

.mmn L 1Y .mm- van 'wwﬂ *dn
€ Dispensing & Dispensing < Dispensing Details
Available Previos Availzble Previous #217454
Immateral dispensatior,
You have 10 dispensed medicines at the Vou have 10 previous dispensed medicines
moment Published for
Maria losif
Avalsbeon Ends or
16081 191272022 19/12/2022
#‘1.74"41 Maria lasif Doctar Published or
Maria losi Helen Georgiou 29/11/2022
Ol dlaler B ddate
Onsetdate nd cate Invalid date Invalid dete
19/12/2022 10/12/2022 .
voctor Wediares Medicines(1)
Costor Medcines Helen
Helen Georgiou Active sutstance.
Georgiou sodiur woride
1 1ns cantent Prescribed Amosnt
#217490 #21 1455 suurg Content
< Maria losif Take 1 tablet eve'y 8
Maria losif heurs
Onsetdate End date
Crsetdate tnd cate Invalid date Invelid dete
1971272022 19/12/2022
Doctor Medicines
Costor Medcines Helen Qe
Helen 1 Georgiou 15 lable
Georgiou
Supply
#217523 30 Day
2 8 = Tz T = 2 =
Wy Hoalth Sariicos Sottings 1y Hoalth Sorvices Scttinge My Health scrvices scttings
(a) (b) (c)

Picture 8: (a) Screen with “Available” dispensings shown as list, (b} Screen with

“Previous” dispensings shown as list, (¢} Details of the dispensing.

AVAILABLE DISPENSINGS

The "Available Dispensings" category displays any dispensings that are currently

available for the user to pick up or request a delivery.
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PREVIOUS DISPENSINGS

The "Previous Dispensings" category displays a history of dispensings that have been
picked up or delivered.

REFERRALS

The screen includes a list of the patient's referrals. The user has the possibility to view
and review their previous referrals as well as any current referrals that are still active.
From the list, the user can see the details of each referral, including the referral date,
the referring healthcare provider, the specialist, or facility being referred to, and any
notes or details provided about the referral.

.znmi van .:won vau .‘zw()i van
€« Referrals < Referrals 4 Referral Details
e provious e D -

Immaterial referra
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Onzet date Excaute
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onsztdale Exeouly
202203 01 Execution date
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2022-03-01
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Execution date
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Diagnosis
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Doctor's Instructions
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=z 2 = z 3 = z ® =
My Health Servioze Settings. My Health Sorvices Sattings My Health Services Settinge
(@) (b} (c)
Picture 9: (a} Screen with “Available” referrals shown as list, (b} Screen with
“Previous” referrals shown as list, (c} Details of the referral.

AVAILABLE REFERRALS

The "Available Referrals" category displays any referrals that are currently available
for the user to follow up on.

PREVIOUS REFERRALS

The "Previous Referrals" category displays a history of referrals that have been

completed or expired.
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PATIENT SUMMARY

The "Patient Summary" screen displays a summary of the patient's medical
information, including their personal details, medical history, and current health
status. The screen is divided into two categories: "Patient Administrative Data" and
"Patient Clinical Data".

The first category, "Patient Administrative Data", refers to the patient's
administrative data and includes screens with information related to the patient's
identification, personal information, contact details and information related to the
patient’s insurance.

The second category, "Patient Clinical Data", refers to the patient's clinical data and
includes screens relating to alerts, medical history, any medical problems, summary
of medications, social history, pregnancy history, data provided by the patient, results,
and care plans.

Each button is shown based on what applies to the user, so if a button is missing, it may be
because the user does not have any information in that category, or it might not apply to the
specific patient. For example, the "Pregnancy History" clinical data button will not be shown
for male patients.
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Insurance
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Medication

Sumary Social History

(a)

PATIENT CLINICAL DATA

Medical

MedicalHistory | J5UEE

Medical
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Results Plan of Care
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Picture 10: (a) Administrative Data section of the Patient Summary,
(b} Patient Clinical Data section of the Patient Summary
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PATIENT ADMINISTRATIVE DATA

The "Patient Administrative Data" section of the "Patient Summary" screen allows
users to view and manage their personal and administrative information.

This includes the following options:

o Identification: This section displays the user's identification details, such as
their name, gender, date of birth, and identification number.

¢ Personal Information: This section displays the user's personal details, such as
their nationality, marital status, and occupation.

e Contact Information: This section displays the user's contact details, such as
their address, phone number, and email address.

s Insurance Information: This section displays the user's insurance details, such
as their policy number, insurer, and coverage limits.

If any of this information is incorrect or needs to be updated, users can contact the support
team for assistance.
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IDENTIFICATION

This screen includes data relating to the patient's identification. It displaysinformation
concerning the national identity of the patient, patient’s passport, social security
number, general health system (GHS)} beneficiary code and the alien resident card

(ARC) number in case the patient is a foreigner.

Picture 11: Patient’s identification details in the “Administrative Data” category of

.35301 v

& Identification

Naticnal healthcare patient ID
Naticnal identity issuing country
Passport

Passport issuing country

Social insurance services
Beneficiary Code GHS

Alien Resident Gard - ARG

P2 % =

My Healtn Services Seitings

“Patient Summary”
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PERSONAL INFORMATION

Itincludes data related to the patient's personal information, such as the patient's full
name, date of birth, sex, and race.

.aszmﬂ 21}

< Personal Informatien

Full Name
Date of Birth

Gender

P4 3 =

My Health Services Setings

Picture 12: Patient’s personal information details in the “Administrative Data”
category of “Patient Summary”
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CONTACT INFORMATION

It includes data related to the patient's contact details. Those are the telephone
number of the patient, the address of the patient, and the personal e-mail address.
Also shown is information relating to the healthcare provider that the patient prefers
to contact in case of an incident. Apart from this, there is information about the
patient's legal guardian or a close emergency contact.

.zssen 71}

& Contact Information

Address
Telephone no.
Email

Preferred HP to contact

Gontact person / Legal guardian

P4 ? =

My Health Services Settings

Picture 13: Patient’s contact information details in the “Administrative Data”
category of “Patient Summary”
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INSURANCE INFORMATION

Includes data related to the patient's insurance, such as the insurance organisation’s
name and the insurance number of the patient and coverage limits of the patient’s
insurance.*

'nm@n A1)

< Insurance Information

Insurance Organization Name

Insurance Number

= ® =

My Heallh Servives Selings

Picture 14: Patient’s insurance details in the “Administrative Data” category of
“Patient Summary”

4 In the above screen there is no coverage limits since this data is not provided yet.
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PATIENT CLINICAL DATA

The "Patient Clinical Data" section of the "Patient Summary" screen allows users to
view and manage their personal clinical data.

This includes the following options:

e Alerts: This section displays any important medical alerts or warnings that
apply to the user, such as allergies or sensitivities to certain medications.

¢ Medical History: This section displays the user's past medical history, including
any previous surgeries, hospitalizations, or medical conditions.

o Maedical Problems: This section displays any current or ongoing medical
problems or conditions that the user is experiencing.

s Medication Summary: This section displays a summary of the user's current
and past medications, including the medication name, dosage, and prescribing
healthcare provider.

s Social History: This section displays information about the user's social life,
including their exercise habits, sleeping habits, tobacco use, drug use, alcohol
consumption, and diet.

e Pregnancy History: This section displays the user's pregnancy history,
including any past pregnancies and childbirths.

s Patient Provided Data: This section displays any additional information or data
that the user has provided, such as travel history to other countries and the
period spent in each country.

e Results: This section displays the results of any laboratory or imaging tests that
the user has undergone, including any abnormal or notable findings.

s Plan of Care: This section displays the user's current care plan, including any
treatment recommendations or follow-up appointments.

If any of this information is incorrect or needs to be updated, users can contact the support
team for assistance.
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ALERTS

This screen refers to any allergies the patient may have. More specifically, it includes
information such as the severity of the allergy, the date of recording, when it last
occurred, the patient's clinical case, the type of allergy, intolerance medications and
which physician recorded the allergy. Also, the reaction the patient had along with
the severity of the reaction is mentioned.

. w30 G d \Zh}
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Picture 15: Patient’s alerts details in the “Clinical Data” category of “Patient
Summary”
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MEDICAL HISTORY

This screen contains data concerning the patient's medical history of past
vaccinations with information such as the disease or target agent for which the
vaccination was given, the vaccine code, the pharmaceutical product, the marketing
authorization holder, and the date of vaccination. Also, on the same screen we find
information about the patient's resolved or inactive medical problems, current
clinical status, date of onset and date of remission of the problem. At the end of the
screen, information is given on diagnoses related to the patient, the period of
diagnosis, clinical condition, severity, body site, evidence, and the various stages of
diagnosis.
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Picture 16: Patient’s medical history details in the “Clinical Data” category of
“Patient Summary”
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MEDICAL PROBLEMS

On this screen, the patient's current medical problems are listed along with their
clinical status and the date of onset. The next information displayed is a list of any
medical devices or implants that the patient has, including the device identifier,
implantation date, manufacturer, and production date. This is followed by
information on any procedures the patient has undergone, including the date of the
procedure, the performing physician, and any relevant details about the device or
implant. Finally, the screen includes information about the patient's functional status.
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Picture 17: Patient’s medical problems details in the “Clinical Data” category of
“Patient Summary”
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MEDICATION SUMMARY

This screen displays a list of the patient’s current and past medications. It includes
details about each medication, such as the reason for taking it, the medication code,
the form, the brand, the strength, the route of administration, and the marketing
authorization holder. It also includes information about the dosage, instructions for
the patient, the duration of treatment, and the healthcare provider who prescribed
the medication. More details about those medications can also be found under the
“Prescriptions” or “Dispensings” section.
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Picture 18: Patient’s medication summary details in the “Clinical Data” category of
“Patient Summary”
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SOCIAL HISTORY

This screen displays information about the patient's social history, including their
tobacco and alcohol use, drug use, exercise habits, sleeping habits, and diet. It may
also include information about their exposure to infectious diseases.
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Picture 19: Patient’s social history details in the “Clinical Data” category of “Patient
Summary”
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PREGNANCY HISTORY

This screen displays information about the patient's pregnancy history, including
details about past and current pregnancies such as dates of tests and expected
delivery, as well as the outcome of each pregnancy.

This information is only applicable to female patients.
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Picture 20: Patient’s pregnancy history details in the “Clinical Data” category of
“Patient Summary”
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PATIENT PROVIDED DATA

This screen includes data provided by the patient themselves, such as travel history,
including countries visited and the duration of time spent in each country.

.uw@ﬂ .40

< Patient Provided Data

Travel history

GREECE - GR

52011

Fro
Until:1

= ® =

My Hoa'th Services Sattings

Picture 21: Patient’s provided data details in the “Clinical Data” category of
“Patient Summary”
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RESULTS

On this screen, there is a list of the patient's laboratory results, imaging results, or
other observations results. The results are organized by date, with the most recent
results displayed first. Each result includes information about the type of test, the

date the test was performed, and the result of the test.

Please note that at this time, this information is not provided.
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Picture 22: Patient’s results details in the “Clinical Data” category of “Patient
Summary”
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PLAN OF CARE

This screen displays information about the patient's episodes of care, including the
condition, type, and duration of the episode, as well as the referring physician. It also
includes information about the patient's overall plan of care.
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Picture 23: Patient’s plan of care details in the “Clinical Data” category of “Patient
Summary”
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COVID CERTIFICATES

The "COVID Certificates” section of the "My Health" screen allows users to view and
manage their COVID-related certificates and documents, such as vaccination and
recovery records and test results. Users can scan and save their certificates for easy
access and verification and can also share them with healthcare providers or other
authorized parties as needed. This feature helps users to keep track of their COVID-
related information and ensure that they have the necessary documents for travel,
work, or other activities. To begin the process of scanning and saving a Covid
Certificates, press the “Scan QR Code” button.
. 128 @ @ *an
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Picture 24: Covid Certificates screen of the MYeHealthAppCY application.

Please note that if this is the first time using the camera within the app, users may be prompted
to grant permission for the app to access the device camera. This is necessary for scanning the
QR code on their COVID certificate. If used do not grant permission, they will not be able to use
this feature.
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SCAN QR CODE

The "Scan QR Code" section of the Covid Certificates screen allows users to scan the
QR code of their Covid certificate using their device's camera. Once the QR code is
scanned, the user may be prompted to enter a TAN (Transaction Authentication
Number} code for verification. If the TAN code is incorrect, an error message will be
displayed, and the user will need to try again. Once the TAN code is successfully
entered, the user's Covid certificate will be displayed on the screen.

Once the certificate has been verified and saved, the user can access it at any time
from within the "Covid Certificates” screen. The user also has the option to remove
any saved certificates as needed.
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Picture 25: (a) Scanning the QR code of the Covid certificate, (b} Insert TAN code
when requested, (c) Error message in case the TAN code is incorrect.
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SECTION D: SERVICES SCREEN

The "Services" section of the MYeHealthAppCY app provides users with access to a
range of helpful tools and resources to manage their healthcare needs.

.ZGQG *an

Services

3

Pharmacist Reglstry Dactar Registry

"

Appolnments Medication / Remindars

N

Teleconsultation

My Health

Picture 26: Services screen of the MYeHealthAppCY application.

The "Services" section of the MYeHealthAppCY app provides users with access to
several important features and functions:

s Pharmacist Registry: Users can search for and locate nearby pharmacies, as
well as view their contact information and hours of operation.

e Doctor Registry: Users can search for and locate healthcare providers,
including doctors, specialists, and other healthcare professionals, as well as
view their contact information and specialties.

s Appointments: Users can schedule appointments with healthcare providers,
view their upcoming appointments, and cancel or reschedule appointments as
needed.

¢ Maedications/Reminders: Users can view and manage their current
medications, including details about dosage and frequency, and set reminders
to help them stay on track with their medication regimen.

s Teleconsultation: Users can connect with healthcare providers through video
conferencing or teleconsultation, allowing them to receive medical care
remotely.
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PHARMACIST REGISTRY

The "Pharmacist Registry" section of the MYeHealthAppCY app allows users to access
information about registered pharmacists in Cyprus. This includes the pharmacist's
name, contact information, and location. Users can search for pharmacists by name
or location and can also view details about the pharmacy where the pharmacist
works.

Please note that at this time, this information is not provided.
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Picture 27: Pharmacist registry screen of the MYeHealthAppCY application.
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DOCTOR REGISTRY

The "Doctor Registry” feature of the MYeHealthAppCY app allows users to search for
and view information about healthcare providers in their area. This includes details
such as the provider's name, specialty, location, and contact information. Users can
also view ratings and reviews from other patients to help them choose the best
provider for their needs.

Please note that at this time, this information is not provided.
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Picture 28: Doctor registry screen of the MYeHealthAppCY application.
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APPOINTMENTS

The "Appointments" section of the MYeHealthAppCY app allows users to view and
manage their appointments with healthcare providers. Users can view the details of
their upcoming appointments, such as the date, time, and location, and can also
request cancellations or rescheduling as needed.

Please note that at this time, this information is not provided.
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Picture 29: Appointments screen of the MYeHealthAppCY application.
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MEDICATIONS / REMINDERS

The "Medication/Reminders" section in the MYeHealthAppCY app allows users to
view and manage their medication regimen. Users can see a list of their prescribed
medications, including details about the dosage, frequency, and other important
instructions. The app also includes a reminder function to help users remember to
take their medications on time.

Please note that at this time, this information is not provided.

.mm- van
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Picture 30: Medication / Reminders screen of the MYeHealthAppCY application.
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TELECONSULTATION

The "Teleconsultation" feature in the MYeHealthAppCY app allows users to connect
with healthcare providers through video conferencing or other remote
communication methods. This feature is particularly useful for patients who are
unable to visit a healthcare facility in person, or who prefer to avoid in-person visits
due to COVID-19 or other reasons.

With the teleconsultation feature, users can schedule appointments with healthcare
providers, discuss their health concerns, and receive medical advice and treatment
recommendations without the need to physically visit a clinic or hospital.

To use this feature, users simply need to click the "Go to Meeting" button and wait
for a provider to pick up the call. Once the teleconsultation is underway, users can
communicate with their provider using audio and video and can also share documents
or other relevant information as needed.

.uzms e*qn
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Picture 31: Teleconsultation screen of the MYeHealthAppCY application.

Please note that if this is the first time the user is accessing the camera or microphone within
the app, they may be prompted to grant the app permission to use these features. The user
must accept these permissions to continue using the Teleconsultation feature.
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GO TO MEETING

To initiate a teleconsultation, the user simply needs to click the "Go to Meeting"
button on the "Teleconsultation" screen. Once connected, the user will be asked to
enter a password, which will be sent via email or SMS. During the teleconsultation,
the user can end the call at any time by clicking the red button on the bottom right
corner of the screen. Once the call is ended, the user will return to the
"Teleconsultation" screen, and the duration of the meeting will be displayed in the
centre of the screen.
{ Teleconsulation Meeting ¢ Teleronsuliation Maeting ¢ Senvices  Teleconsultation

v Deneme

v 0046 Deneme

Duration of your last meeting was &

Password seconds.

The Meeting Fas been ozked oy a
aarlicipant. Please enter the password

Click Go to Meeting to have a news meeting
with your Practitioner

Go to Meeting

tojoin.

pA k3 =
(a} c)

Picture 32: (a) Teleconsultation password requirement before the teleconsultation
starts, (b} View from within the teleconsultation, (c} Duration of the last meeting
shown in the centre of the screen.

The teleconsultation feature allows users to connect with healthcare providers for
virtual appointments. It includes options to change audio and video settings, invite
additional participants, use the chat function to communicate with the provider, and
view details about the call. Users can also end the call at any time by pressing the red
button.

At the current stage, it is possible to end the call also by trying to press the back button.

Page 48 of 60

C-48



TELECONSULTATION FEATURES

At the top of the screen, starting from left to right the user can find the following:
¢ Duration: The duration of the teleconsultation.

e Audio output options: The wuser can change the audio output
(speaker/headphones).

s Invite participants: The user may invite other participants to the
teleconsultation, such as other providers or a related person.

The bottom bar, starting from left to right, includes several tools for managing the call:

s Mute microphone: The microphone can be muted by clicking the microphone
icon.

e Turncamera on/off: The camera can be turned on or off by clicking the camera
icon.

s Chat function: The user can send messages or documents to the provider using
the chat function.

e Switch cameras: The user can switch between the front and back cameras by
clicking the camera switch icon.

e View call details: The user can view details about the call by clicking the
information icon.

s End call: The user can end the call by clicking the red button.
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SECTION E: SETTINGS SCREEN

The "Settings" screen in the MYeHealthAppCY app allows users to customize and
manage their app experience.

‘ 203 O @ v
Settings

2) My Profile >
Jﬂ;-l Language >
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) Terms and Conditions >
( i ) Privacy Policy >
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((=) Logout >
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My Health Services Settings

Picture 33: Settings screen of the MYeHealthAppCY application.

The "Settings" screen in the MYeHealthAppCY app provides users with the following
options:

e My Profile: Users can view their personal information, such as their name,
contact details, and insurance information.

s Language: Users can select their preferred language for the app.

¢ Terms and Conditions: Users can view the app's terms and conditions.

e Privacy Policy: Users can view the app's privacy policy.

s About the App: Users can view information about the app, including its version
number and contact details for the developers.

e Logout: Users can log out of the app.
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MY PROFILE

Itincludes all the most important information about the user's profile. There is a photo
of the user, patient’s full name, the number of the personal National Identity
document, date of birth, address of residence, personal identification numbers, the
user's personal telephone number and user’s e-mail address. At the end, there are
the personal details of the preferred doctor (full name, work address, telephone
number and e-mail address his/her e-mail address).
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Picture 34: My profile screen of the MYeHealthAppCY application.

In the context of the development stage, it is not possible to make any changes to the data.
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LANGUAGE

This screen has two options as to the language of the application the user wants, the
English and Greek. The default language is English. If the user chooses to change the

language of the application, they will be taken to the home page of the application,
which is the "My Health" tab.
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Picture 35: Language screen of the MYeHealthAppCY application.
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TERMS AND CONDITIONS

The "Terms and Conditions" section of the MYeHealthAppCY app provides users with
access to the terms and conditions governing the use of the app. These terms and
conditions outline the rights and responsibilities of users and developers, as well as
any limitations on the use of the app.

It is important for users to review and understand these terms and conditions before
using the app.

Please nate that much of the information contained in the terms and conditions can also be
found in the general section of the user manual under the "Privacy and Security” and "Legal
Information"” sections.
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Picture 36: Terms and conditions screen of the MYeHealthAppCY application.
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PRIVACY POLICY

The "Privacy Policy" section of the MYeHealthAppCY app provides users with
information about how their personal data is collected, used, and protected within
the app. This includes details about the types of data that are collected, the purposes
for which it is used, and the steps that are taken to ensure its security and
confidentiality.

Most of this information is also present within the general section of the user manual under
"Privacy Policy” and "Legal Information."
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Picture 37: Privacy policy screen of the MYeHealthAppCY application.
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ABOUT THE APP

This screen includes information about the developers of the application, the purpose
for which the app was developed, and acknowledgments to the people who helped
with their cooperation and guidance in the development and implementation stage of
the application. The current version of the application is also mentioned.
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Picture 38: About the app screen of the MYeHealthAppCY application.
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LOGOUT

The logout functionality allows users to sign out of their account and end their current
session within the app. This is a useful feature if users need to switch accounts or if
they want to log out for security reasons.

Please note that after logging out, any data saved on the device or in the memory

cache will be wiped and no data will be maintained between sessions. If users want to

keep their data available between sessions, they can choose to stay logged in.
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Picture 39: (a) Logout functionality under the settings screen, (b} After logging out
from the application, users will be redirected to the login screen.

It is important to note that COVID certificates are also deleted after logging out of the app.
These certificates are not stored in the cloud or on any external servers, but rather are stored
in the encrypted memory of the device. This means that they will be wiped after logging out
and will need to be added again if users want to access them in a future session. Please make
sure to re-enter the COVID certificates after logging back into the app to ensure that are
available when needed. The app's encryption ensures that the COVID certificates always
remain secure.
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Frequently asked questions (FAQ)

The "FAQ" (Frequently Asked Questions} section of the MYeHealthAppCY User
Manual is designed to provide users with answers to common questions and concerns
about the app and its features.

s Q:Howdollogin to the app?
A: To log in to the app, you will need to enter your registered email address
and password. If you have forgotten your password, you can use the "Forgot

Password" feature to reset it.

¢ Q: How dolreset my password?

A: To reset your password, you can use the "Forgot Password" feature on the
login screen of the MYeHealthAppCY app. Enter your email address and follow
the instructions provided to reset your password.

e Q: Can | change the language of the app?
A: Yes, you can change the language of the app by going to the "Settings"

screen and selecting "Language." From there, you can choose from a list of
available languages. Your selection will be applied immediately and all text
within the app will be displayed in the selected language.

e Q: How do | view my medical records in the app?

A: To view your medical records in the app, you will need to go to the "My
Health" screen and select the "Patient Summary" option. From there, you can
view your administrative data and clinical data.

e Q:How do llog out of the MYeHealthAppCY app?
A: To log out of the MYeHealthAppCY app, go to the "Settings" screen and

select the "Logout"” button. This will end your current session and you will need
to enter your login credentials to access the app again.
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TROUBLESHOOTING

The Troubleshooting section is intended to help users resolve any issues they may
encounter while using the app. If user experience a problem or error message while
using the app, they can refer to this section for possible solutions. If they are unable
to resolve the issue, users shall not hesitate to contact the app’s support team for
further assistance.

Please note that in most cases, internet connectivity issues may cause problems with

the app. Make sure that the device is connected to the internet before attempting to

troubleshoot any issues.

LOGIN OR AUTHENTICATION ISSUES

If users are unable to login to the app or access certain features, check that the correct
login information was used, and that the device is connected to the internet. If the
issue persists, try resetting the password or contacting the app's support team for
assistance.

APP CRASHES OR FREEZES

If the app crashes or freezes, try closing the app and reopening it. If the issue persists,
try restarting the device or checking for updates to the app.

APP NOT RESPONDING

If the app becomes unresponsive, try closing and reopening it. If the issue persists, try
restarting the device or checking for updates to the app.

PERFORMANCE ISSUES

If the app is running slowly or experiencing other performance issues, try closing other
apps or restarting the device. If the issue persists, try clearing the app's cache or
checking for updates to the app.

ERROR MESSAGES

If the app displays an error message, try following the steps provided in the message
to resolve the issue. If the issue persists, try restarting the app or contacting the app's
support team for assistance.
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CONTACT INFORMATION

The "Contact Information" section of the MYeHealthAppCY User Manual provides
information about how to get in touch with the app developers or support team for
assistance. If user have any questions, feedback, or need help using the app, they can
contact the team through the following channels:

s Email: users can send an email to the support team at:
support@mxxxxy.com

¢ Phone: users can call the support team at:
+357 2222 xxXx

e Live Chat: users can use the live chat feature within the app to speak with a
representative in real-time.

In addition to these options, users can also find helpful information and assistance in
the FAQs and online resources provided by the app developers. If users have any
concerns or issues related to privacy, they can refer to the Privacy Policy section of the
user manual for more information.
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INSTRUCTIONS NOT INCLUDED/NOT APPLICABLE

Thank you for using the MYeHealthAppCY app. As we are currently in the development
stages of the app, some features and functions may not be available at this time. The
instructions and information provided in this section pertain to features and functions
that will be added to the app in the future. We appreciate your understanding and
patience as we work to bring these additional features and improvements to our
users. If you have any suggestions for features that you would find helpful, we
encourage you to share them with us. Your feedback is always welcome and helps us
to continue to develop and enhance the app. Thank you for your support and we look
forward to hearing your ideas.

Instructions and features not applicable:

e Biometric authentication as an option for logging in, allowing users to use their
fingerprint or facial recognition to securely access their account without the
need to remember a separate login password.

e |Instructions for using search or filter functions, if applicable, to help users
quickly find specific information or items within the app.

e A description of the app's notification system and how users can customize
their notification settings or view their notification history

s A description of any in-app help or support resources available to users, such
as a FAQ section or access to customer support via email or chat.

e Instructions for accessing the app's settings or account information and
making any necessary changes (e.g., updating personal information, changing
password, etc.)

s Integration with wearable devices (e.g., fitness trackers, smartwatches) to
track and display health data such as steps taken, heart rate, sleep patterns,
ete.

e A symptom checker or self-assessment tool that helps users identify potential
health concerns and determine whether they should seek medical attention.

s A health library or knowledge centre that provides users with access to
educational resources and information about various health topics and
conditions.

Picture 40: lllustration of work in progress of the MYeHealthAppCY application.
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Appendix D — Application Users Evaluation

Language: English (United States)

Evaluation of MyeHealthAppCY &

Thank you for your participation in this questionnaire! We are interested in collecting your
feedback on the MyeHealthAppCY mobile app we have developed. This app is intended to
provide convenient and accessible health services to users via their mobile phones. We would
like to know your opinions about the features, ease of use and your overall satisfaction with the
app. Your feedback is valuable to us as we strive to continuously improve and expand the app to
further meet the needs of our users.

The questionnaire is available both in English and in Greek.

* Required

Demographic questions and questions about your mobile op-
erating system

In this section, we'll ask you a few questions about your personal characteristics and the device and
operating system you use to access the app. This information will help us to better understand our
user base and identify any issues or trends that may affect specific groups.

Your answers to these questions will remain strictly confidential and will only be used for

1. What is your gender? *

O Male
O Woman
O Other



2. What is your age? *

18-25
26-35
36-45
46-55

56-64

OO0 0O0O0O0O0

65+

3. Which user group do you belong to? *

O Doctor
O Pharmacist
O Patient

4. What is the operating system of your mobile phone? *

O Android
O ios

D-2



5. If you know, what is the version of your Android phone? *

O Android 10 - Quince Tart

O Android 11 - Red Velvet Cake
O Android 12 - Snow Cone

O Android 12L - Snow Cone v2
O Android 13 - Tiramisu

O | don't know

6. If you know, what is the version of your iOS mobile *

O ios13
O ios14
O ios1s
(O ios16

O I don't know
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Questions concerning the application

7. How easy was it to navigate through the app? *

Very easy
Somewhat easy
Neither easy nor difficult

Somewhat difficult

O O0O0O0

Very difficult

8. On a scale of 1 to 5 {where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with the Prescriptions? *

9. On a scale of 1 to 5 {where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Dispensing? *

10. On a scale of 1 to 5 {where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with the Patient Summary? *



12.

13.

14.

15.

On a scale of 1 to 5 {(where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Covid Certificates? *

Did you encounter any problems when issuing the COVID European
Digital Certificate? *

O No
O Yes

If yes, please select one of the options below *

D Incorrect personal information (e.g. identity card, telephone number, date of birth)

On a scale of 1 to 5 (where 1 is "not at all satisfied" and 5 is "very
satisfied"), what is your level of satisfaction with Teleconsultation? *



16. Did you encounter any problems while browsing Teleconsultation? *

O No
O Yes

17. If yes, please select one of the options below *

[:] Long response time of the videoconference

D Difficulty in setting up a new videoconference

18. How satisfied are you with the design of the application? *

Very satisfied
Somewhat satisfied
Neutral

Somewhat dissatisfied

Very dissatisfied

O O 00O
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19. How satisfied are you with your overall experience with the app? *
O Very satisfied

Somewhat satisfied

Neutral

Somewhat dissatisfied

O O O0O0O

Very dissatisfied

20. Do you want to add any comments and/or suggestions to help us
improve the app? *

271. On a scale of 1 to 5 {where 1is "not at all likely" and 5 is "very likely"),

how likely are you to recommend the app to a friend or colleague? *

22. What overall rating would you give the app? *

This content is neither created nor endorsed by Microsoft. The data you submit will be sent to the form owner.

@ Microsoft Forms
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Customize thank you message

Thank you for taking the time to complete our survey. Your feedback is extremely valuable
to us and will help us improve our app and provide a better experience for all of our users.
We appreciate your input and look forward to making any necessary changes based on
your suggestions. Thank you again for your time and participation.



Results

AZloAdynan epappoyig MyeHealthAppCY

12 20:52 Active

Responses Average time to complete Status

1. Mowo eivor To iAo gag

@ Avspac 8
@ Tovaika 4
® o 0

2. Mo eiva n nhixia aog;

5
® 1825 5
® 2635 0
® 3645 5
® 2655 0 5
@ s6-54 2
® 65+ 0 1
0

3. It TOLO0 ORGSO XPNOTWVY CVIKETE;

e

w

@ tpic 0
@ vappokonoide 0
@ Addevic 12




4, Moo givon TO AEITOUPYIKO CUTTNUA TOU KIVNTOD TNAEPUIVOY CaC;

@ Android 1
® ios 1
@ Other 0
5. Av ywwpllete, ol elvon n ékSoaon Tou Android kivnTtob aacg;
5
@ Android 10 - Quince Tart 0
@ Android 11 - Red Velvet Cake 4 4
@ Android 12 - Snow Cone 5 .
@ Android 12L - Snow Cone v2 Q
@ Android 13 - Tiramisu o 2
@ 2evyvwpilw 2 1
@ Oother 0
0
6. Av yvwpilete, moia eivan n €kSoan tou i0S kvnTol aag

@® ios13 0
® os4 0
@ ioss 0
® s 1
© Aevywwpilw 0
@ other 0

0

7. Mobco gvkoin fTav r Thofynon oIy EpapHoyr;

oAy gdkohn 7
Kémuwe edkoin 3 \‘

Orte EUkoAn 0UTE BOCKCAN 1

Kamuwe Sookakn 1

Mot Sbokohn 0
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8. Te kMipako omd 1 £we 5 (Gmou To 1 lval «kaBOMoU IKGVOTIOINUEVOG/M» KOl TO 5 elval «TtoAd
IKOWVOTIOINHEVOS/N), TIOLO Eival TO EMITESO IKavoToinon g oog omd Tig LuvtayLs (Prescriptions);

442 3

Average Rating

9. Ze khipako oo 1 éwe 5 (Gmou To 1 eival «kaBohou ikavoToinuevog/m» kol To 5 ival «moil
KowvoTown pévog/n), Toto eival To eninedo kavotoinong oag and v Xoprynon (Dispensing);

5

4

417 2
Average Rating >
1

]




10. Ze khipoxo amd 1 éwg 5 (dmou To 1 elvot «ko@GAoU IKOWOTIOINUEVOL/N» KOl TO 5 Elvall «TToAY
Koot pévog/m), TTolo eiven To eminedo wavomoinong oag and tnv MNepiAnwn AaBevoug (Patient
Summary);

458 4

Average Rating 3

11. Ztnv NepiAnn AcBevoig (Patient Summary) Ba Bédate va pooTeBel kamow ahln TAnpopopia Tou
Bewpsital 61 Ba fitav XpAoIUN va UTIAPXEL

4

Responses Latest Responses

12. e khipoka amd 1 éwg 5 (dmou 1o 1 eiva «kaBOAcU IKavoTtoINpEVOG/n» KA TO 5 elvat «moM)
LKOIVOTIOLNHEVOC/T), TTOLO Elven To eminedo wavomoinang cag and 1o Motomomntikd Covid (Covid
Certificates);

475

Average Rating

S 4 N WA O N s ©
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13, AvTipeTwioate Tux6v TpoBMpaTa katd tnv ékdoon Tou Fupwndikod Wnglakob MotonoinTikos

COVID;
® on 1
©® Na 1

14. Mapokoiw ertheETe pia amd TI¢ o KATW EMMAOYES

@ ovBoopiva poownkd otaty... 0

@ Other 1

14. NMopokohw EMAEETE Pid oo TIG IO KATW ETILAOYEC

1 Responses

ID T Name Responses Language
["The first time | saved the Cowvid certificate, it did not English (United
1 anonymous .
appear, | had to re-open the app."] States)



15, Xe khipoka amd 1 éwe 5 (Omou 1o 1 eival «kaBdAou IkavoTolnpévoc/n» Kol To 5 eivot «moid
WaveToun pévog/m), Tolo eiven To eminedo wavomoinong oag and tnv TnAegvokepn (Teleconsultation);

w

4.00

Average Rating

[X]

16. Avtipetwrioarte Tuxov TpofMpata ketd Tnv Tthorynan ceg oty TnAscvokeyn (Teleconsultation);

. Oxt 5
. Neu 7

17. Nopokaiw emheETe pia oo TIC O KATW EMAOYEC

@ Meydrog xpévag avianokpioet.. 0
@ Huorokia oy Snpovpyia véa... 3

@ other 5
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17. MNoapokohw eMAEETE pio atd TIG TIO KATW ETILADYEG

7 Responses

ID Name Responses Language
English
1 anonymous ["The app crashed"] (United
States)
English
2 anonymous ["Crash"] (United
States)
["AugkoAio oTnv dnpoupyia véag TnAsouokewn","H
3 anonymous S(PApHOY TIAYWOE KoL EKAELTE OTAV TIPOoTIGBN oo Vo EMAnvucee
Egkvnow pio tnAegvokswn']
4 anonymous ["android version sometimes crashes"] EAANVIKG
English
5 anonymous ["Crashed"] (United
States)
6 anonymous ["Avokohict oTnv Snpoupyia véag TNASCUGKEWN"] EAMANVIKG
7 anonymous ["AvokoAia oTnv Snpoupyio véag TnAscUokewn"] EAAviKG

18. Mdoo kovoTtomnpévog/n eiote amnd Tov oxeSIaapo g EPappoyns;

@ o kavoneinpivoc
@ Kénue avoroimpfvoe/n
@ Ovudétepoe/n

@ Kénug Suoapeotnpivog/n

@ Mok Sucapeatnpévog/n

19. Moo kavotonpévog/n elote and Tnv CUVOAIKR EPTIEIPIO OOg HE TV Epappoyr;

@ okd ikevaneinpévogsn
. Kémuws, ikavoroin kéves/n
. Oudétepag/m

. Kdmuwe Suaapeotnpévas/n

@ nNokb Susapeatpévog/n

4
7
1

0

8

4

0




20. ©ékeTe Vo TpooBEéaeTe TuxOV oxdMa fi/kan elonyrogt; TTov Ba pag BondRoouv vo ReATULLGOUE TNV
Eappoyr;

Latest Responses
12 i v
O

"Very nice app, it would be emazing to incorporate maybe a weekly habit s...

Responses

21. Te puor kAipoke amd 1o 1 wg To 5 (6mou To 1 elvan "kaBdAou miBavd” kon To 5 eival "ToA) mbaved”),
Moo mbovo elval Vo CUCTAOETE TNV EPPUOYH ot évav piro 1 ouvaderpo;

475

Average Rating

L I S ]
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20, DERETE Vo IPOCBECETE TUXOV oxXOM /Kl ElonyRoEelg TTou 8o pog Bondngouy va
BeATuwooupe TNV Epappoyn;

12 Responses

1D T Name Responses Language
The design needs a lot of touches, make sections, groups and English
1 anonymous show data in a more friendly manner. Right now looks more like a {United
log file. States)
. . . " English
Consider the User Experience when designing the application. It g
2 aNonymous . . {United
should be easy to navigate the data and easy to understand it.
States)
Av KoL (POIVETON OTL £XEL YIVEL CDKETT SoUASI0, XPElGiEToL CHOpn
5 snonymous 50}.1,\&1('1 T neplﬁd}.}pu. MNao }(_LUplLTItDl'J\J hiyo Kglﬂszu lI)l EAAVIK
SIcpopEg TANPOPOPIES / KOTNYOPIES Yior v £ivall TIo SUKoAOS O
EVTOTILOROE TWW TEANDOPOpLLIY
4 ANCMYMOoLs Npoosypsvo design EANmVIKG
Adjustment of colors could result in better user experience, English
5 anonymous categories like allergies could have been collapsable with a brief {United
description placed next to each title States)
M ¢ TOA i Patient o
= I 10 KOTEVONTEC TANPOYOPIEC OTO Patient summary Kol o user EMAVIKEX
friendly design
7 anohymous no EAANWIKG
. ) ) . English
There is always room for improvement but overall this work is very g
g anonymous ood {United
gooc. States)
English
g anonymous Adding netifications and improve Ul of health data per section. {United
States)
Very nice app, it would be amazing to incorporate maybe a weekly Enalich
habit shedule in which people can write down certain activities g
10 anonymous i L ) {United
they perform regularly like swimming every staurday or walk in the States)
neighbourhoud everyday as an old person.
1 anonymous Oy EAAMLKS
12 anonymous TpoTo va EAANVLKS
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22, Mowx ouvohikr] Badpoioyio Ba dlvorre otnv epappoyr;

.

w

4.42

Average Rating

[¥)



Appendix E — Thesis Presentation

Teleconsultation
Module
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Thesis Presentation
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03 January 2023

Supervisor
Constantinos Pattichis
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Content
# Introduction JitSi Meet

# Motivation

» Teleconsultation

#» Telecensultation and Jitsi Meet
¥ Voice and Video Solutions
¥ Benefits of Teleconsultation

Use Cases for Teleconsultation

v

» FHIR Protocol and Teleconsultation

v

Open-Source vs Paid Solutions
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Content _

> FHIR Protocol /AA H L7 F H I R

% Introduction to FHIR

> Using FHIR in the MYeHealthAppCY app

%

# FHIR and interoperability

» React Native and mobile development (Android / i0OS) — ol
= Oé @Swagger

» Architecture —Tum

¥ Introduction to React Native

» React Native in the MYeHealthAppCY

. . Firebase
# General Architecture i =

% Building the MYeHealthAppCY App: A Testimony to Tenacity

Havemwo uipo Kinpou
Universily of Cyprus

Conteht 7

» Implementation

v

User Login and Logout using react-native-keycloak-plugin

Partial Registration and Forgot Password

Y v

Healthcare Data Services using ContextProvider

\4

litsi Meet using react-native-jitsi-meet

¥ Packaging and Distribution using Firebase
%> Evaluation

o

» Logo Selection Poll

¥ Overall Evaluation (Patients / Doctors / Pharmacists)
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Conteht

ERROR 404

[ SO

Conclusion

v

¥ Limitations and challenges
¥ Future work and application possibilities

Demo

A\

Questions?

¥

.ﬁ [avemwe mpo Kinpou
Universily of Cyprus

Intr_odt._lctign

Development of healthcare mobile applicati

Provide better healthcare provision to patients

Enabie remote users or users with functional problems

T

to see a doctor using teleconsultation

Bring healthcare providers closer to patients
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Havemouipo Kinpou
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Intr_odt._lctign

Motivation

Welcome, login to your account!

Increased access to healthcare for underserved populations

Greater convenience for patients
Forgot your password?

Reduced need for in-person visits and potential exposure to iflness Haven't registered yet?
New account!

Improved communication between healthcare providers and patients

Potential cost savings for both patients and healthcare providers

Haverouipo Kinpou
Universily of Cyprus

Intr_odt._lctign

Teleconsultation

- Teleconsuitation is a form of heaithcare delivery that affows
patients to consult with healthcare providers remotely, using
video conferencing or other electronic means.

Teleconsuitation can be an effective and convenient way for

patients to access healthcare services, particularly in the

current COVID-19 pandemic.

E-4



Aﬁ

Aﬁ

Havemouipo Kinpou
University of Cyprus

Intr_odt._lctign

Teleconsultation

Teleconsuitation can be used for a variety of healthcare
services, including primary care, mental health, and specialty
care.

Teleconsuitation can be especially helpful for patients in rural
or underserved areas, where access to healthcare can be

fimited.

Haverouipo Kinpou
Universily of Cyprus

Intr_odt._lctign

Teleconsultation

Teleconsuitation can also be heneficial for patients with
mobility issues, as they do not need to travel to a healthcare
facility in person.

Teleconsuitation can help to reduce the burden on traditional

healthcare systems, by allowing patients to access care

remotely and reducing the need for in-person visits.
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“Tel_ecc_)ns_ulté’_cion and Jitsi

Healthcare

services closer to

patients

Teleconsultation:

Remote areas

& Jitsi Meet

Open Source,
No payments

A general term for any consultation between doctors or between doctors and patients on a netwo

rk or video link {e.g., Facetime, intranet, Internet, Skype, etc.}.

- Teleconsultation | definition of teleconsultation by Medical dictionary (thefreedictionary.com)

Havemo uipo Kinpou
Universily of Cyprus

“Tel_ecc_)ns_ulté’_cion and Jitsi

Voice and Video Solutions

= Webex

- Microsoft Teams
- Google Meet

+  AnyMeeting

- Zoom

»  Join.me

- Zoho Meeting

https://filmora.wondershare.com/vid,

Jitsi
/Daily
8x8
Bitrix24

Rocket.Chat

& Jitsi Meet

ce-vid

conferencing-software.htm}’

afl/op
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“Tel_econs_ulté’_cion and Jitsi

| Benefits of Teleconsultation ‘

= Alfows patients to receive healthcare remaotely, Increasing access to care and reducing the need for in-person visfts

= Canimprove patient outcomes by allowing healthcare providers fo more easity monitor and communicate with patients
+  Can reduce the spread of infections by minimizing in-person contact

«  Can reduce healthcare costs by reducing the need for transportation and missed work

= Canimprove the patient experience by offering more convenient and flexible care options

Havemo uipo Kinpou H H
Universily of Cyprus J ItSl M eet

“Tel_econs_ulté’_cion and Jitsi

R |
Use Cases for Teleconsultation 3

7 X 2 2

Patient Doctor i )

i Doctor Doctor
'
'

send_invitation()

send_invitation()

Teleconsultation
Confirmation Teleconsultation
accept_invitation() Confirmation
|

accept | )
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"Tel_ecc_)ns_ulté’_cion and Jitsi

i Use Cases for Teleconsultation ‘

| Teleconsultation Acceptance
Noification | M 7R T R
| Teleconsultation Invitation -
| DENY | |
9 l ()  Related Person Attendance l
| Teleconsultation Attendance M "
o | | 2t -
r |
e | =
|

N Havewouipo Kinpou - ‘
[ Universily of Cyprus J ItSl Meet

"Tel_ecc_)ns_ulté’_cion and Jitsi

i FHIR Protocol and Teleconsultation i

ﬁ Workflow

: Workflow Module
Introduction +
Task, Appointment, Appointment and Appointment Response
Schedule, Referral,
PlanDefinition, etc Schedule and Slots
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“Tel_econs_ulté’_cion and Jitsi

i Open-Source vs Paid Solutions ‘

«  Open source tefeconsultation solutions are aften free to use and may be customized to meet the specific needs
of @ healthcare organization or individual.

. Paid teleconsultation solutions may offer additional features ond support, but may come with o higher cost.

. Open source solutions may have a farger user community and may be more actively developed and updated.

- Paid solutions may offer more reliable support and o higher level of security.

The choice between open source and paid solutions will depend on the specific needs and resources of the healthcare organization or individual.

Havemouwipo Kinpou
yprus

FHIR Protocol

' Introduction to FHIR

Welcome o FHIRE:

FHIR (Fast Healthcare Interoperability Resources) is a data standard for
exchanging healthcare information electronically
FHIR is designed to be flexible and scalable, making it sultable for use in a

variety of healthcare settings and situations

Current state

Release 4 has the First Normative Content

and Trial Use Developments

o

HL7" FHIR https://www,hl7,org/fhir/index.html|



Havemouipo Kinpou
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Using FHIR in the MYeHealthAppCY app

All the resources and operations are from the FHIR protoco!
FHIR implements REST operations (Create/Update/Read/Delete)
Prescriptions and Dispensing are implemented using the

MedicationRequest und MedicationDisp Structure Definitions

paten
odsm Evaryeman

' Presciphon

) HL7 FHIR

Havemouipo Kinpou
Universily of Cyprus

Pracsucaor
D Hipocises

Using FHIR in the MYeHealthAppCY app

Diagnostics
Medications
Workflows

) HL7 FHIR

E-10
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https:

'www.hl7.or,

thir/index.html

and Data Exchange for the healthcare process

Diagnostics

https:

'www.hl7.or

2 Medications " workflow
R m=

thirfindex.html



4 ‘."‘ Havemoupo Kinpou
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FHIR Protocol

FHIR and inteiric;perability

l PS gurmar¥
I:::"M'\uui Ppation!

FHIR's use of RESTful APis and standardized data models enables
easy exchange of dota between different healthcare systems, improving

efficiency and patient care.

CodeSystems and ValfueSets

Terminology

(()/f HL7 FHIR® https://fwww.hl7.org/fhir/index.html

‘3‘ Havemoupo Kinpou
Universily of Cyprus

Cross-Border Capabilities Cyprus is already a part of this movement, eHealth4u Lab
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Y"‘ Havemouipo Kinpou

University of Cyprus

Cross-Border Capabilities European Union countries are already implementing FHIR

Cross-Border Capabilities Not only Europe, but a lot of other countries across the globe!
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React N_ati_ve
Frar_newo_rk _

; 3
i Introduction to React Native i

React Native is an open-source Ul software frameworlk created by Meta Platforms, Inc.

Itis used to develop applications for Android, Android TV, i0S, mac0S, tvOS, Web,

Windows and UWP

Initial Release: March 26, 2015; 7 years ago

FLV- Haverouipo Kinpou
Universily of Cyprus

React N_ati_ve
Frarﬁnewofrk 7

‘ 3
i Introduction to React Native i

React components wrap existing native code and interact with native APIs via React's

declarative Ul paradigm and JavaScript

import { AppRegistry, Text } from 'react-native’;
import * as React from 'react’;

const HelloWorldApp = () => {
return <Text>Hello world!</Text>;

}

export default HelloWorldApp;

WO NO N WR R

o
@

AppRegistry.registerComponent(‘Hellolorld®, () => HelloWorldApp);
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React N_ati_ve _
Frar_newo_rk _

% React Native in the MYeHealthAppCY !

Learn once, write anywhere

Native Look and Feel

Open Source

Live Reload

(R OB OB

One code base for both Android and iOS

AYE Havermouipo Konpou
University of Cyprus

e G

Architectur_e

]
i General Architecture

EYCLOAK
Development server provided by eHealth4u

A lot of services running inside an easy scalable cluster *Kubernetes*

Mobile App
Architecture

avigs putizs
e

P4 Firebase

& Jits Mest
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e

University of Cyprus
Consent Interceplor AUTH TOKEN

Nofification
OTP/ Email i —
| i
Practitioners (Doctors + User) | D t e I I
| ns
Login Credentials Healthcare Related Data Patient (Us: | e a H
Pharmacists i !

Authorization Related Data

AUTH TOKEN

Google Firebase
App Distribution

Jitsi
Client Auth

Independent Hosted Server - Linode cluster

COVID Ceri

T

Jitsi Meet Server
Docker -> (2.0.8138)

EUDCC Piatform

Havermouipio Kaipou
University of Cyprus

i

Architecture
Building the MYeHeaIthAppC\_'_[\pp: i
A Testimony to Tenancy 3

pracuioness (boctors - ser)

Haalthcars Relsted Dats

Autherizsiien Retated Data

AUTHTOKEN

Work at eHealthdu

Gosgle Firatase
‘App Disvibwton

Continuous development of the Backend

Independent Hosted Seever - Linode cluster

Continuous development engagement

25 Mt Server
Dacker = (208138)

£U0GG Patom Bringing everything together
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Implementation

.iia[ Haverouipo Kinpou
Universily of Cyprus

; Implementation |

i imemed

User Login and Logout using react-native-keycloak-plugin
Partial Registration and Forgot Password
Healthcare Data Services using ContextProvider

litsi Meet using react-native-jitsi-meet

Packaging and Distribution using Google Firebase









.ﬁ g4 Ilavewoumpo Konpou
Universily of Cyprus 5

; Implementation | Welcome to Keycloak

i

& administration console » [ pocumentation »

y manage all szpects of the Keyclosk zerver User G Pl and Javadacs

.ﬁ g4 Ilavewompmo Konpou
Universily of Cyprus

Implementation |

i
i i

Sign in to your account

Usemarme or emal

admin

Password

E-19

@ Keycloak Project >

=3 Mailing List »

it Reportanissue »
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MAKEYCL

Realms

dh g Havewo mipo Konpou

Universily of Cy
nversily o Yprus @AKEYCL

Implementation |

i

Ehealthdu &

i
! seneral | Logn  Keys  Emal T L ¢ ClientRegistration  Clien
|

* Hame:

Bispley name

HTMIL Displey name

Fromtend URL ©

Enabled @

User-Maneged frzess ©

Endpoints @

E-20



dh g Havewo o Konpou
Universily of Cyprus
GAKEYCL

! Implementation |

Client 1D

dh g Havewo mipo Konpou
University of Cyprus @aKe

Ciems + enealinéumatie

Eheslthdy
s R R S R
I Implementation i Ehealthdumnchile

ettings 5 Roles  Clients M . ns Offine Access @ Installation @

GeniDO

Hame 0

Descripion @

Enabled 0

Awers oo O

Cansen Aequired 0

Login Theme @

Chens Protoce! ©

hecersTypa ©

Stadard Fow frebled @

m Erabled

Direst Access Grams nsbled ©

Frar Channel Logout &

RoatURLG
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; Implementation —_—]

Ehealth4umobile &

Setings  Keys  Roles  ClientScopes®  Mappers@  Scope@
@ | view ol rotes
Rale Name

Composite

.& [avemwe mpo Kinpou
Universily of Cyprus

5 ehesithumabile
ey v

; Implementation |

| Login J

Sessions@  Offiine Access ©

Default Chent Scopes @ Available Client Scopes @

Assigned Defaule Client Scopes ©

Optional Client Scopes @ Available Client Seopes @
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Ehealth4umob w

. s Keys  Roles  Client Scopes @ Revocation  Sessions @ e Arces Installation &
; Implementation

Category

mapper

Priority Order
]

an mapper
oken mapper
oken mapper User Acribute
Teken mapper Audience

oken mapper " buce

éi Haveww o Kinpou
y Universily of Cyprus Client Scopes @

Client Scopes @ | Default Client Scopes @
SIS
; Implementation |

Q

Protacol
777777777777777 openig-connect
apenid-conn:
openid-connect
apenid-connect
apenid-connect
apenid-connect
apenid-connect
openid-connect
sami
openid-connect
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Q| Viewall roles

Composite
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Authentication
Flows  Bindings  Requ password Policy ¥ WebAUhnPolicy@  WebAuthn

; Implementation | : e

Auth Type Requirement

} p ; Cooms Crequieen
| O requied
*************** CrequiagD
Crequinen

Usermame Pazzuord Form ®RequimeD
Bromsr- Conditons OTR © REQUIAED
Configured ® ReQuIRED

®REQUIRED
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Authentication

Bindings ~ Required Actions  PasswordPolicy  OTPPolicy  WebAuthn Policy @

SIS
; Implementation |

Browser Flow ©

Registration Flow @

Direct Grant Flow ©

Reses Credentials ©

User Federation . "
Client Authentication ©
Authentication

Havemwo upo Konpou
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Authentication
PR R S Flows Bindings Required Actions Password Policy QTP Policy WebAuthn Policy @
! Implementation |
|

WwebAuthn Passwordless Policy @

Required Action

Enabled
Configure OTP

Terms and Conditions.

a

Update Password

<]

Update Profile

a

Verify Email

<]

Delete Account

v er Locale
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Implementation |

i
i i

petient Q|| View sl users

Username: Last Name First Name

patient osif Maria

petientmarios Kyriokau Marios
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Patient
. | Details | Atributes  Credentials  Role Mappings  Groups  Conse Sessions
! Implementation |
g D sed2b
=
} Created At 9730122 1:34:50 PM
e

Username

Email

First Name

Last Name

User Enabled ©

User Temporarily Locked ©

Email Verified ©
Required User Actions ©

Imperscnate user © Impersenate

Ait[ Haverouipo Kinpou
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;Implementationy ail b Credentials  Role Mappings  Groups  Consents  Sessions.
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Patient
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Manage Credentials

Pasition  Type User Labsl

passward

Reset Password
Pacsword
Fasswerd Canfirmation

Terporary @
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Effectve Roles &
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Group Membership © Available Groups ©

Q| Viewallgroups | | Leave e Q| Viewall groups
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Patient &

}|mp|ementati°n1 Dewils  Atributes  Credentials  RoleMappings  Groups

Granted Client Scopes. Additional Grants Created
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| Refresh Token
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Evaluation

Logo Selection
Application Testing
Patients / Practitioners

Feedback
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Logo Selection Poll

Mobile Health Application - Logo
§election

grapric designer. P ang

selectwhich logo you think: ted for the ekiealtnd mobile health sppiication,

uired

Whatis your role/expetise?

’ . Mark only one oval
Let potential users decide the logo

Heslthcare Professional

Megical Informatics - Technical

= Heaithcare Professionals Cizen / Patient

«  Medicaf Informatics - Technical

©

Selact the logo you think is bast suited for the mobile health appication *
Logos are ordered from left to right.

»  (itizen / Patients

Various oplions created by designer

Mari only one oval

Logo 1
Logo2
Logo3
Total of 80 votes! Lol
LS

Logos

A Havemompo Kinpou
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r
I
|
|
I

Count of Select the logo you think
is best suited for the mobile health
application.

wedical nfarmstics - techocal [N
=

Healthears Professional I
15
1
5
,} -

D10 3 3048 S0

Count of What is your
role/expertise?

Logo1 Logo2  Logad  Llogwd  Logaa  Logoh

MYHEALTH MyHealth 'y
Order #1 Order #2 Order #3 Order #4 Order #5 Order #6
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Logo Selection Poll

I
i Results |
1
Total Total
W Citizen /
Hlogol Patient
Hlcgo2
M logo 3 lHea\thc.are
Professional
Logo 4
Cllegas m Medical
Hlogo 6 Informatics -
Technical

Logo 2

AL

myHealth MYHEALTH MYHEALTH MyHealth myHealth MYHEALTH
Order #1 Order #2 Order #3 Order #4 Order #5 Order #6
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Overall Evaluation
(Patients / Doctors / Pharmacists)

|
|
|
|
I
|
|
L.

The gool was to gather feedback from actual users
Find if there are any issues with the application
How to improve the application
Find out what people think about the tefeconsultation feature
Get evaluation and opinion of possible users

The evaluation is still open for feedback!
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H Overall i
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i Evaluation |

i Patients i

i Doctors :

: Pharmacists |
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]

. I
Evaluation |
Patients i
]

]

]

1
! Doctors
E Pharmacists

Evaluation of MyeHealthAppCY s

Thank you for your paricipatian in this questiannairel We are interested in collecting your
This o

fesdback. 4y PCY mobile

serviees te users.

We weule

ke o know your opinions about the festures, case of wse and your overall safisfaction with the
app. Your feedback is valuable 1o us as we strive 1o continugusly improve and expand the agp to

furtr et the needs of our s,

The questionnaire s avoilable bothin English and in Gresk,

* Required

Demographic questions and questions about your mobile op-

erating system

I this section, we'l sk y your

s base and dantify any issuss.or trends that may affect specifc groups.

1. What is your gender? *

2. What is your age? *
pRTT
%3
a5
) aiss
Er

65

3. Which user group do you belang to? *
Pharmacint

D paen

4. Whnat is the operating system of your mobike phone? *
odoid

s
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JR MOBILE DEVICES

EorCitizens.

OPEN

5.1 you kn, what i the version of your Anroid phone? *
) dedeod 10 Guince ot
nch 11 - Bed b Coe
e 12 - S Eone
nc 120 - S Core 2
nchod 15 Tramza

I dantknc

6 Ifyou know, what s tha version of your I0S mobile *
D oms
os1e
o515
0516

dantknc
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Questions conceming the application

I
Overall i
Evaluation

pre——

7. How easy was it to navigate through the app? *

12, 0n 3 scale-of 110 5 (where 1 i “not at all satisfied” and 5 s "ver
satisfed), what i your level of satisaction with Covid Certiicates?

1 2 3 a

13. Dicl you encounter any problems when issuing the COVID Eurapaan
Digital Certificate? *

14, If yes. please select one of the optians below *

Icorest personatinfarmalsan (e, dsntiy card.teeghane rum

15.@n a scale of 110 5 fwhere 1 is "ot at all satisfied” and 5 s "very
satisfied”), what is your laval of satisfaction with Telaconsultation? *

i |
Patients ; either sy ror
Dactors ; PR—
Pharmacists | S
b
8.0n a scale of 110 5 fuhere 115 “not at alsatisied” 30 5
satisfied"), what is your level o satisfaction with the Prescriptions? *
On a scale of 110 5 fwhere 1 s “not at alsatisfied" and 5 i "very
satsfect), what s your level of satsfaction with Dispensing? *
O 4 scale Of 1105 [where 1is “not at all satisfied” and 5 s “vary
satisfiest), what i your level of satisfaction with the Patient Summa
Haveouwipo Kinpou
Universily of Cyprus
16, Did you encounter any problems while browsing Teleconsultation? *
i - - "o
1

; Overall i
Evaluation |

Diffculy n setting up 2 new videoconferenoe

1

i Fatients ! 17, f yes, please select ane of the options below *
! Pharmacists

1

18, How satisfied are you with the design of the application?
Verysaisied
Someuhan sarsted
Nowtes
Somewhat dessisied

) vy dssatisted

18, How satisfied are you with your overall experience with the app? *
ey sasied
P ——

ey dssistied

20. Do you want to add any comments and/or suggestions to help us
improve the app? *

21, 0n s scale of 140 5 (where 15 "not at al likely” and 5 is “very likely
hesw ey are-yeu ta recommend the app to a friend or colleague?

2 3 4

22 What overall rating would you give the apy

cantens
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Evaluation |
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7. Moo #UKoAN ATaV N MAGAYNON OTNV EQAPHOYH;

Overall

i !
! N ;
i Evaluation | 2 ;
i Patients i A \‘
! Pharmacists |
b @ Kémuc Siaxciq
@ NeiiSimesia

I
i Results !
L 1

15, B¢ mhisiana.oné | fug § (énou 1o 1 ives sHoB6hou avaROMUYBU: FauTo § thvew ol
o v o _ T Tmokn

Meteconsuationt

4,00 17, Mapanms oTdéEre pis omé TIC M0 w6ma EOaYEC

Average Rating
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English (United
e 1 anonymous  [The app crashed’] :

i States)
i Overall .
! Wi
i . i anonymous i
i Evaluation | states)
H i i ["Auorohia otv Snueupyia viss Theovors LPAplIOYH THiaE Kal BALICE BT
i Patients anonymous | T2 f* o T Sauicupyia ~J;_V\‘*:::.¢?:.n H soapuovn névwwes ka1 idaics dTav Domvues
i Doctors : Tpoomadnca va Eviow wia TIEOUGKREUN'] Let me guess? another erash?
! Pharmacists ; anonymous ["android version sometimes crashes’] EXAnvixa
e | S ———
h (United
anonymous  [‘Crashed’] Ef::ef: Pnked
e . — wates)
1
1 Results ! anonymous  ["Auaxohia aTv Snjucupyia viag TRAICUGKUN'] Eanvixg
I

anonymous ["2uaxohia arnv Snuioupvia viag Tncioxaun] ENvind

20. Oérere va mpooBigete TUXOV axoAa i/kal elonynozi; nou Ba pag fondricouv va PeATIGOUNE TNV
Epappoyr;

Latest Responses
12 Tpomo va *
Responses Ox
“Very nice app, it would be amazing to incorporate maybe o weekly hobit

Havemw o Kinpou
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21, Iz pua kKApoka omo 1o 1 éwg 1o 5 (omou to 1 zival “kaboiou mBovo” kal To 5 eival "ol mBavo’),
Togo mBavo Zival va CUCTNOETE TNV EPapuoyr 0z vav Pio f ouvasaigo;

Overall

I
Evaluation |
Patients i
Doctors !
Pharmacists :

I
i Results !
L 1

4.75

Average Rating
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22. Mowa guvohikn} paBpoioyia Ba Sivate oTnv eQappoyn;

Overall i

. i
Evaluation |
Patients i
Doctors :
Pharmacists |

E_ Results ! 4.42

Average Rating
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1
; Overall Evaluation i
i Patients - Doctors - Pharmacists |

Total Problems

58%
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! Overall Evaluation i
1
1

i Patients - Doctors - Pharmacists

Total Problems

58%

Average Rating

4.42/5
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Conclusion

01 — The Implementation 02 — At least it works on i0S!!
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- Conclusion

T =. Pyl
3 Future work and application possibilities i

Biometric Authentication & 2FA

Enable faster login and better security

Prescription Management

Notifications and Consents
Dispense (At pharmacy / Delivery)

Appointments Management

Schedule / Re-schedule or Cancel
Embed with known calendars

Integrate with Smart Devices
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To get started, enter an existing room URL or
create a temporary demo room

THANK YOU!!

Questions?

Room URL

Create demo room

“MYeHealthAppCY: bridging the gap between patients and providers”
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