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Evyoprotieg

®a Nbeha va gvyaproTom Bepud tov emPAénwv kabnynt pov Ap. Bdco Baciieiov, o omoiog
LoV £3mGE TNV evKalpio, 6To TAAIGLO TG SUTAMUOTIKNG EPYOCIOG, VO AoyOANO® £va EVOLOPEPOV,
v gpéva, 0€pa otov KAAd0 TG TANPOPOPIKNG, TO 0moio Ba NBeha va acyoinbd kot 6to HEAAOV,

aAAG Kot Yo TNV KoBodnynomn Tov Kotd Ty vAomoinon g pyaciag.

[Switepeg evyopiotieg oty Ap. Xpotidva lodvvov, epeuvnti oto Tunua ITAnpopopikng tov
[Movemotuiov Kdnpov. Me 1 Bonbetd e fjuovv og Béon va kotardfo oyetikéc mAnpopopieg
v d1épopovg olyopiBovg unyavikng pddnone. OEAm va eKPpAc® TNV ELYVMOUOGHV LOV Y10 THV
wpoomdbeia TG Yo Tapoyn fondntucod epyaireiov oto Tunpoa [TAnpopopiknic.



Iepiinyn

2100G NG SUAMUATIKNG Hov gpyaciog yio v xpovia 2020-2021, eivor n aviyvevon eniBécemv
oe éva loT (internet of things) diktvo, pe v ypnon dvo unsupervised machine learning
aAyopiBuwv, tov Isolation Forest kot tov Self-Organizing Map (SOM). Zvykekpuéva, Tpokettat
YO L0 TEWPOUOTIKY EPYACIO GTNV OTOio LLE TNV ¥PNON TOV MO TAVE OAYOPIOU®V UnNyoviKnig
puébnone tpoomab®d va avoldom Kot va BYGA® KAmolo COUTEPACUOTO Y10 T OTOTEAEGLLOTO TTOV

TP GTNV AViXVELOT| GLYKEKPIUEVOV eMBEcewV o€ éva l0T diktvo.

To 10T diktvo givon otnv ovoia éva simulation to omoio amotedeitan and nodes. To nodes
akolovBolV Eva ehagpd TpwTOKOoALO eTKovaviac, o WSP (Weighted Shortest Path). Méoa 610
diktvo amoteleital o kevipikog node (SinK) kot yio v GVYKEKPLUEVT EPYAGIN XPTCILOTOONKLY

3 tomoloyieg, Sink in the Middle, Sink in the Top kot Sink random.

Me v Borbsia too COOJA simulator kat tov FIT loT-Lab platform dnuiovpyndnkav ot embéoeig
Kot ypnoponomdnkay to dedouévo to. omoio. mapnkav and avtd ta Simulators (2 datasets,
COOJA DATA ko FIT_DATA). Etotypnoonoidvtag avtd ta dedopéva, bAoromnkay 2 £ion
pwovtédov (intrusion detection systems) évoa ypnowomoidviog tov SOM kot 10 GAAO
ypnoomowmvtog Tov Isolation Forest, yio aviyvevon avtdv tov emBécewmv aAld Kot yio avaivon
NG GLUTEPUPOPAS TOL OIKTVOV GTIC TEPMTMOGELS 0oL LILdpyovy embéoels. Ta poviéda Eyvav
trained ko1 evaluated yio ta 600 Sapopetikd datasets (COOJA ko FIT) kot viomorOnkay
Eeyoprotd Yo kabe €idog emiBeong. Na onueidom 0t £yve aviyvevon toco og local (dniadn
peta&y povo tov Sink node kot tov malicious node), 6co kot ce network(peta&h 6Aov TOL
diktoov). O embBéoelc mov ypnowomombnkov vy 1o mpOPAnuo eivor ot g€ng: Sinkhole,

Blackhole(block node & forwarding ratio), Selective Forward(block node & forwarding ratio).

H pebodoroyia mov ypnoiponomdnke yio tnv vioroinon tov detection models ywo t1g o ndvem
embéoelc eivon n e€nc: (o) exkivnon tov embéocwv oto experimental environment, (B) cvAloyn
TV dedouévmv Kat dnuovpyio dvo dupopetikmv data sets (COOJA _DATA & FIT_DATA), (y)
ONpovpyio TOV HOVIEA®V YPNOLUOTOLOVTIOS TOVG 2 JpopeTIKoDS oAyoplOlovg Kot T dVO
dwapopetikd datasets, oe 3 dapopetikég Totoroyieg (middle, top, random), (8) evaluation tov

HOVTEL®MV KO OVAALON TOV OTOTELEGUATOV.



Télog, avtni 1) £pguvo LAOTOONKE HE TV YPNon TN YADOTOS Tpoypoupaticpod python kat tov
IDE Jupyter to omoio sivou £101k6 gpyareio yia emilvon TpofANUATOV UNYOVIKHG Habnong.
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KedaAaio 1

Elcaywyn

1.1 T'evikn elcaymyn 1
1.2 Opiopdg 10V TPOPANLOATOG KOl GKOTTOG 2
1.3 Zyetikn dovAetd 2
1.4 MeBobohoyia 3

1.1 Tevikn swoayoym

To Awdiktvo tov tpayudtov (IoT) sivar ) dtacHvdoeon EEumvev GVOKELAOV Yo TaPaKOAOVON O,
avalvon kat EAeyyo eLoK®V mepPaAlovtov. Ot éEvmveg cuoKeVEC 1| Smart devices pmopovv va
nephapPdvouy teYvoAoyieg OmwG oucONTNpES, EVEPYOTMOMTEG KOL E€OIKO AOYICUIKO, OAa
TPOCAPHOCUEVA YLO. VO, EKTANPOGOLV TN Agrtovpyikdtnta tov loT. 'E&unveg morelg, 'ESvmva
onitio, To Smart Agriculture eivon pepicd mopadeiypato mov ypnoipwonowvv 10 loT ywn va
ENOEEANB0HV amd TV AVTOUOTOTTOINOT KOONUEPIVOV EPYUCLOV UE OKOTO VO, d1EVKOALVOEL O

TpOTOG NG CMNG Ko YIVETE O OTOTEAEGLATIKOL.

Ouwg évo dudiktvo TV Tpaypdtov umopel va givor evdimto oe dtdpopes embéoets. 'Evag

eloPoréag pmopel va mopakoAovdel, vo HETAOIOEL UMVOLOTO KOl VO EIGAYEL YEVOEIG TANPOPOPiE]

1



010 0iKkTvo. XupuPiPacTtiKéc cvokevég KOUPov evtog Twv diktvwv [oT umopel va odnynocovv oe
avaKkppn Kot / 1 ToPamAoVNTIKEG TANPOPOPIES, ATOTVYYXAVOVTOG £TGL GTNV EMITELEN TOL GTOYOL
ToV dktvov. H éykarpn aviyvevon tov mopafracuéveov kKOuPov prnopet va peimoet ) nud mov

TPOKANONKE amod Vv enibeon).

Ta ovotiuata aviyvevong 1 aAlung intrusion detection systems (IDs) £xovv okomd pe S1GpopeS
TEYVIKEG VO VI VELOLY OGO KAAVTEPQ KOl OGO TTO OTOTEAECLATIKA YIVETOL QVTEG TIG EMBECELS e
AmOTEALECHO VO EXOVUE Eval ACQAAEG OIKTLO. XTIG UEPES pag M texvNT) vonuoouvvn (Al) ko ta
TAPOKAGO TG Omwg M punyavikn pdonon, yopaxtnpilovior @g TUADVEG GTOV KOGHO NG
TANPOPOPIKNG Kot Eva amd Ta Mo enikopa Bépata yo eniAvon moAldv TpofAnpdtev, Onwg o
acPAILELD OIKTVWV, TPOPAEYN S10pOpV VTTOOEGEWDY, avdALoN dEd0UEVOV, KO KOL GTNV LOTPIKN

K.O.

1.2 Opwopdg Tov Tpofinpartog Kol 6KOTOG

g T TNV TEWPAUATIKY EPEVLVA TO TPOPANLA TOL ElYA VO AVTILETOTIC® EIVOL 1] ATOTELECLATIKY)
aviyvevon 5 edov embécenv o éva 10T pe v ypnon dvo unsupervised learning aiyopibuwv,
tov SOM «ou tov Isolation Forest. Télog, OELovpe Vo TPOLYLOTOTOMGOVUE AVixVELOT] TOCO OF
local detection pebodoroyia (dniadn peta&d tov Sink node kot Tov malicious node) 6mwg emiong

Ko og network detection pebodoloyia (dniadn og 6A0 To dikTLO).

AobBévtog Aowmdv, dvo data sets (COOJA_DATA, FIT_DATA), ckondg avtg TG £pevvog gival
1 vAomoinon kot 1 avantuén poviélmv o omoia ypnoiporotovy tov SOM ko Tov Isolation Forest
LLE GKOTO VO AVOADGOVV Kol VO TPOCTOONGOLV LE EVOL OMOTEAEGLOTIKO TPOTO VO EVIOTIGOVV TIG

avoUoAieg o€ aVTA To dEdOUEVE, ONAAOT VA EVTOTIcOVV To KoKOBovAa dedopéva (emBéoelg).

1.3 Zyetikn doviera

SVOTNUOTO OViXVELONG EMBEGE®Y e TNV XPNON UNYXOVIKNG ndOnong, €yxovv mpotabel 00 Ko

TOAD Kapo OTOV TO KAOE Eval £YEL GKOTO TNV aviyvevuomn doOp®V Kol TOALATA®V enBécewv. Mo



dovleia mov mpotadnke[l] ypnowomoiei tov Self-Organizing Map (SOM) aAydpiBuo yia
aviyvevon yvootdv RPL embécemv. Xe avti v £pevva, o1 KOPLEG CLVEIGPOPES TMV GLYYPUPEIC
Nroav (o) M wKavoTTo EVTOTIoHOL dopopwv Tommv RPL embécewv pe v ypnon unsupervised
learning algorithm, (B) n evioyvon g katavaAmong 1}Hog E00TOLHVTAS TOV SLXELPLOTH SIKTHOV
0€ TPOLLO GTAD10 Y10l [io, GVYKEKPIUEVT emiBeo, () N eEac@diion dabBecudTNTOG SIKTVOV AOY®

G Gpeomg €100moinong mopaPioong acearELog.

Muia GAAN épevva [2] n omoia £yve amd o Tuqpe Tov Tavertetiov Kdrpov pe cuyypagsic v
Ap. Xprotibva lodvvov kot tov Ap. Bdoo Baoctleiov, oty omoila Paciotnka Kot ey® yo va
VAOTOMo® TNV SIKN Hov épguva, givar 1 ypnon supervised learning algorithm kot cuykekpipéva
SVM (support vector machine) ywo aviyvevon kat ektipnon tov Selective Forward kot Blackhole
network routing layer attacks ypnoiponoiwdvtog l0T-testbed dedopéva kot metvyaivoviog péypt
Ko 99.8% accurate rates omwg emiong ko 100% Recall values. Zg ovt v dovleia, ot cuyypaeeig
ypNoomotovv to. idlo datasets mwov ypnoonoinca eyd yo Ty S1K1 Hov Epevva. Apa 1 Epgvval
LoV €lval OVGLOGTIKA O EVOAAOKTIKY] OOVAElD avTAG NG épeuvag OTOL €YM YPNCLLOTOLD
JpopeTIKOHS aAYOPIOLOVE pNYOvVIKNG pabnong ot omoiot o€ avtibeon pe tov SVM, elvan

unsupervised.

Télog, o GAAN épevva mov mpotddnke [3], ypnowwonotei tov Isolation Forest ywo aviyvevon
avopalov og fog networking. Ta fog devices cOpemva pe 1o Keipevo givat oAb evaicnta aeod
HEG® aVTOV TAEOEVOVY TPOCMOTIKEG TATNPOPOPIEG OTMG OIKOVOULKES, TANpOPOpies vyeiog k.o Ot
attackers otoyomolobV OVTEG TIC OCLOKEVEG OTEAVOVTOG KOKOBOLAM TOKETO JEQOUEVOV.
Xpnowomowovv to benchmark NSL_KDD dataset oto omoio viomotovv to Isolation Forest

HOVTELO TOVG pTdvovTag péypt kot 95.5% accurate rate.

1.4 Mg0Bodoroyia

Xe auTr| TV £peuva, OTMG OVAPEPO KO TTPOTYOVUEVAOS avamTOXONKOV LOVTELN YPTCILOTOLDVTOG
dvo unsupervised learning algorithms, tov SOM kot tov Isolation Forest. Apywd €yovpe 600
datasets, ta COOJA «at to FIT (ta omoia O avalvcovpe oe endpevo section tmg mopayonkav).

To FIT dataset agopd dedouévo mov mapdydnkay ce 600 tomoloyiec, sink in the middle kot sink



in the top evd to COOJA dataset agopd o akdéun tomoroyia, Sink in random. Xg dhec Tig
TOmoLOYiEG VAOTOMONKOV LOVTELQ YPNCILOTOLDVTOS TOVG 000 adyopiBuovg, Eeymplotd Yo KdOe
gido¢ emifeonc. O embéoelg mov aviyyvevovtar kot avaivovtor givar sinkholes, blackholes kot
selective forward attacks. H aviyvevon éywve 1600 e local environment 6co ko oe Network
environment. Xto local environment, tpoorabobpe va dovpe TV cvopreptpopd ueta&v tov Sink
node kot Tov malicious node oty tomoloyia Kot TWE AVTIOPOVY Ol GUYKEKPLUEVOL AAYOP1OpOL O
avty Vv zepintoon, evd oto hetwork environment mpoomabodue vo avoALGOLUE TNV
ovumEPLPOPE OAOV TOv OlkTOOV, OmAadn Tov Sink node, tov malicious node kot TV
evamopevaviav nodes oto diktvo ot omoiot givon benign. Ot emBéoeg blackhole ko selective
forward &yovv 600 mapailayég, v forwarding ratio (FR) kou tv block node (BN). Apywd
napdyOnkav o COOJA ko FIT datasets. Xtn cuvéyeta yo kaOe tomodoyio ota dHo environments
(local ka1 network) ypnowomotovvtor avtd ta datasets ywpilovtag to dedopéva o€ pio dikono
Kotovoun train (80%) wou test (20%) datasets. Ta training Sets ypnowuomolovvTol Yo vo.
ekmodevoovpe ta povtéda pog (SOM & Isolation Forest) kat o test sets ypnoomotovvtot yio
extipnon kot emoAnfevon TOV HOVIEA®V. ENUOVTIKO Vo avo@épm  OTL ypnoipomodnke
hyperparameter tuning pe v ypnon tov cross validation yio cuvtoviopd tov TapapéTpov Tov
dvo aAiyopibuwv. Télog, TopdyovTal KOTOl amoTEAEGHOTA KOl e TNV ypnon g python kot
dapopov PProdnkov (matplotlib, seaborn, k.a.) mopdydnkav didpopes yYpapkég aAhd Kot
ddpopa dataframes yia va katahdfovpe Kot va. SIKOOAOYHGOVLLE TO. ATOTEAEGUATA TTOV TTTPOLLE.
Onoc avaeepa KoL TNV 0pyr] TOV KEWEVOL, 1 LEAETN aLTY| €lvol TEPAUATIKE OTOV OKOTO £)EL
v e€étaom Kol avaAivoTn avT®v Tev dvo unsupervised aAyopiBumv Kot TOGO AmOTEAEGUATIKOT
elvar otV emiAvon Tov TPoPANUATOG, Kot Oyt TV VAomoinon evog tedkov IDS 1o omoio Ha
ypnoporomBei o real environment yia aviyvevon tov enbécewv oe éva loT diktvo. Avtd iowg

gtvon po epapuoyn o pelhovtikd Project.



Kedalatio 2

ZuAAoyn 6edopévwv

2.1 COOJA DATA & FIT DATA 5
2.2 data features 6
2.3 tomoloyieg 7

Ye avtd 10 KEPAAao Oa dovUE TG GLAAEYOVUE T OEOOUEVO TOL OTTOI0L YPTCULOTOLOVVTOL Y10l
training ot evaluation tov poviéAov pac. ZuAiéxOnkav dvo datasets, COOJA & FIT. Exiong 6a
dovpe v doun tov dedouévov dniadn to features tovg kor TEAOG TIG TOTMOAOYiEC TOL

ypnoomomdnkay yio kabe dataset.

2.1 COOJA DATA & FIT DATA

Apykd vo avagépm 0Tt Ta dedopéva VAAEXONKay amd v Ap. Xpiotidva lodvvovu kat tov Ap.

Bdoo Baoileiov[4].

H oviloyn dedopévav amd Kabe koupo €yve ypNOUYLOTOLOVING TO TNAEXEPLOTNPLO EPYOLEID
napakorovdnone (RMT) nov meprypdopetat oto [5]. To RMT eivan éva Contiki epyaleio, To omoio
napéxel mAnpoopieg Tomkoh aoOnTipa Yoo TOAAAMAG emineda NG oToifag TPWTOKOALOL

TEPLOOIKA Kol €MIONG CLAAEYEL TANpOPOpieg oyxeTikd pe ) dpactnpotnta g CPU kot v



katavaiwon evépyelas. To RMT eykoatactabnke oe kdbe kopupo yia v mopakorovbnon tov

KOUPoV og daotirata 60 SELTEPOAETTMV.

Anpiovpynbnkav Vo TOMOL cevapiov Yo TN GLAAOYN O€dOUEVODV Kot OE0AOYNOT TOVG
unyevicpobe aviyvevong. Xto otddo eknaidevong COOJA, extélecav 10 karondeg (benign)
TPOGOUOIMGELS, Kabepia pe d1apopeTikd Tuyaio Seed, yio vo enttevydel £vo, T aVIITPOCHOTEVLTIKO
delypa kadon0ovg dpactnploTog. Xe £va kalonon cevaplo 6Aot ot KOOl 6To SIKTLO EKTELODV
po KoAondn epoppoyn. Xe kakoBovAo cevaplo, £vog KOUPog oto dikTvo ektelel KakonOng
(malicious) epappoyn. I'o k@be tomoloyior SikTHOL eKTéEAECAV 24 KOKOBOLAO GEVAPLO LE TIG

emBéoeig blackhole, sinkhole kot selective forward.

Ta oevapro a&loloyndnkav péoa oe 15 Aemtd simulation/experimental time. Ot koufot dpyioav
va petadidovv dedopéva petd ta tpata 2 Aemwtd simulation/experimental time. O yp6vog twv 300
2 Aemt®v puOuictnke Yo vo EMTPENEL 6TOVS KOUPOVS TOL cusOntipa va eivol GuVIEdEUEVOL Kot
va gtdoovv oe otabepn kataotact. To ypovikd ddotnua wapakorovdnong tov RMT opictnke
oto 60 OeVTEPOLENTA, GUVEMMG T OEOOUEVOL TTOL ovokTnOnkav ota 15 Aemtd Ntav yw 13
monitoring periods. ‘Etor pévo ta mpdTo. 12 yxpovikd Sl00TAROTO  TopakolovOnong

YPNOLOTOW ONKay.

Ye kalondeig kot KakOPovAeg epapproyés, o puOudg dedopuévov oplotnke oe £vo TOKETO avd
devteporento (Yo Evav amotelecpatikd puOpod dedopévov omd 384 bps). Kabe kopfoc petadidet
60 mokéto ava Tapakorovinon xpovov Kot eav nTav évag KopPog relay, ékave emiong TpodOnon
TOV TOKETOV TOV AAUPAVOVTOY 0O TOLG YEITOVIKOVS KOUPOVG TOL.

H ocvAloyn oedopévov FIT DATA £yve akpiog pe tov 1010 tpdmo pe v uovn dtpopd 0Tt

xpnooromOnkav pévo ta tpmta 13 ypovikd dactiuata mopakorovnong avti 12 ota COOJA.
2.2 Data features
Mo ovtyv v epyacia, ypnoomomdnkoy dedopévo amd T0 €mimedo OPOUOAOGYNONG TOL

neplapPaver data packets received, data packets sent, number of packets forwarded, number of

packets dropped, kot number of announcements received (Table 1).



TAELE I
MONITORED ROUTING LAYER PARAMETERS

Network Layer Parameters
Data Packets Received Eata Packets Sent
Packets Forwarded ackets Dropped
Announcements Received

Avtd ta features ypnowomomOnkav yio to train kot to evaluate tov poviéhov. Ta features
avoloywg givar AMya o€ ohykplon pe ta features mov ypnoorolovvtor cuvidmg g TPOPAT AT

machine learning.
2.2 Tomohoyieg

O1 tonoloyieg mov ypnoomombnkay yio to. COOJA datasets sivar ot €€xg (Figure 1), Sink in the
middle of the grid (Figure 1a), Sink at the top of the grid (Figure 1b), kotu 6io ta nodes

tomofetovvton Tuyaio (Figure 1c).
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(a) Sink node in the middle of the grid (S-Middle) (b) Sink node at top left corner of the grid (S- (c) Random Placement of the Sink node (Ran-
Top) dom)

Fig. 1. Network Topologies Used for Training and Evaluation

Ot sink nodes @aivovtol otic TomoAoyieg pe umAe ypoua kot to. GAlo nodes gaivovtal pe Eva
apBuo o omoiog ivon 1 andotacn tov kabs hode (number of hops) and tov sink node. Xto diktvo

axoAovBovue WSP ( weighted shortest path), éva amdd kot eha@pd TPOTOKOALO ETKOVMVIOG Y10



Vo aQoPECOVUE OO TO TEIPOUO TLYXOV TEPLOPICUOVS KOl TLUYOV AYVMOOTO EVOEXOLEVO TTOL

dMNUoVPYOLVTOL O TTLO TEPITAOKO TPMTOKOAAN dPOLOAGYNONG OT™G Yo Tapdderypo To RPL.



KepdaAawo 3

EmiBoslg

3.1 Sinkholes 9
3.2 Blackholes 10
3.3 Selective Forward 10

Ye avtd 10 KePdAoto Oa dovpe TG embicelg oV giya va aviyvedow e T xpnon twv machine
learning olyopiBuwv, to yopakploTiKd ToV eTfEce®V Kol TOwog €ivol 0 okomdg TG Kabe

eniBeonc. Na avapépw OtL Oleg ot emBécelc vAomomOnkay ypnooroimvrag to Contiki O/S.

3.1 Sinkholes

H enibeon Sinkhole eivor pa amd tic mo coPapég routing attacks. ‘Evag moapapiacpévoc
(compromised) kopfog mov dampdrtet pa enifeon Sinkhole dapnuiletor mg o Sink kot deredlet
1o traffic mpoc tov €avtd TOL. AnAdY|, 0 attacker pmopei ot cuvéyeln eite va mapaPiicel ™
dpopoLOYNON TV TTAKET®VY, Vo, “KOpoidéyel Ta dedopéva Kot To. umvopate dpopoAidynong, M
aKOMOL Kot Vo LeTAdTOEL WEVOEIG avapopég emifeong, Yo mepattépm drotapoyn Tov dkTvov. To
Sinkhole attack pmopei emiong vo mpokoAEéoel dlappon EVEPYEWNG GTOVG YOP® KOUPBOLEC TOL
001 YOUV GE “TPUTES’ EVEPYELNG GTO OTKTLO Ko UTOPEL VO TPOKAAEGEL OKATOAANAEG KOl SVVITIKA
eMKivovveg amovinoels mov Pacilovral o€ yevdeig dStaupnuicels [6]. Amodeiytke [7] 611, aviroya
LE TNV TOTOAOYiOL TOL SIKTVOV, aKOUT Ko 6tav 0 kKaKOBovAog kOUPoc Ppioketol o pokpld ard
tov Sink node, umopei akoua va apvndel otov sink node t dvvatdTTO. GLALOYNC TOKET®V GO

LEYOAQ TUNLOTO TOV OIKTHOV.



H eniBeon mpaypatomombnke €xovrog tov kakKOPovAo KOUPO Vo OVOKOIWVAOVEL OTL ivar €vag
KOuPog pe undév amodotacn pokpld omd to Sink node (dnAadr tov id1o tov Sink). Olo ta TakéTa
mov Aappdvovior amd tovg dAAovg KouPovc (‘koppor Oduata’) yivovrow dropped amd Tov

KakOBovAo kKOUPo oV dampdrTel TNV enibeom.

3.2 Blackholes

Y¢ éva, Blackhole attack, ot kakoi koppot dtapnuilovy t Adbog dradpoun Tpog To diKTLO TOL EYEL
NV T PPECKLA Kot GVVTOUOTEPT Stadpopn) TTpog tov Tpoopiopo [8]. H tpdbeon avtdv tmv kakdv
KopPwv givar vo mpocelkioovy meptocdtepn kivnon (traffic) kot ot cvvéyeia va apyicovv vo
pixvovv (drop) ta makéta avti va ta tpombovv. H enifeon BH givar Bacikd pia enibson DOS yia
vroPdOuion g anddoong Tov diktvov. Katd m didpkeia g enibeong BH, o képupog pmhokdper/
piyvel ta eioepydpeva dedopéva avti va ta 6téAvel otov dékTn. H povpn tpoima stvor n kokdfovin
ooumepLpopd evog KOuPov mov oyvpiletar OTL €yl TN GLVIOUOTEPN SOPOUN TPOG TOV
npoopiopd. O okomde pog emifeong Blackhole eivor va pigel (drop) eicepyduevo mokéto

dedopEVOV.

Y& auth TV £pevva ypnotporombnkay 0rtmg kot oty endpevn enifeon mov Ba dovpe, Selective
Forward, 600 mapariayéc, to FR (forwarding ratio) kot to Block Node (BN). To FR ypnoyomotet
o avoroyio (ratio) yio va kaBopicet edv Oa TpowOnOei 1 va yiver drop éva Angbév makéto. To
Block Node (BN) attack, piyvet (drops) eioepyopevo TakeTo 0o TOLE YEITOVIKOVG KOUPBOVG LE pia
dtadoykn oelpd Kot umAokdpel kabe KOpuPo v Eva xpovikd dtdotnua (yio mapddetypo oto 10

EI0EPYOUEVD TTOKETOL).

3.3 Selective Forward

Avt n enifeon eivon mapopowa pe v Blackhole. Onwg ko to 6voua, avtd to attack amopocilet
nowo, mokéto va tpowbncet (forward) kot mowa va kéver drop [9]. Edv ta maxéto mepiéyovv
Kkpioyleg N evaicOnteg TANpoopieg, avTo Ba £xel TOAD KOKES GUVETELEG, YU aLTO 0LTH 1| Emifeon
Bewpeitoan P amd T mowo kpioweg embéoelg ota 10T, EmmAéov, n kivnrikétnto Tov SENSOr

nodes, 1 omoio, OTALTEITOL GE OPIGUEVES EQOPUOYEC, OTMC OTNV VYELOVOULKT TEPiBolyn Kat oTol
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ELELY] GLOTNLLOTO LETOPOPAGS, 00MNYEL G HEYOAO aplOUd OGTOYIDOV Kol GLUYKPOVGEWV GUVOEGNG,

YeYovOG oV avEAveEL TOV 0PlOUO ATOAELNG TOKETMV.

Onwc ko oto blackhole attack, étol ko oto selective forward attack, ypnoomrotovvrar ot dvo

naparrayéc, Forwarding ratio (FR) ko Block Node (BN).
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KedpdaAaro 4

AAyopLOpor Mnxaviknc Madnong

4.1 Mnyovikn pdonon 12
4.2 Supervised learning 13
4.3 Unsupervised learning 14
4.4 |solation Forest 14
4.5 Self-organizing Map (SOM) 18

Xe avtd 10 KEPAAo Bo LLIANGOVUE YEVIKA Y10 TOVG AAYOPIOLOLG U aVIKNG Labnong, mota eival
N uebodoroyio Tovg, otny cuvérela Ba dovue TV dapopd twv supervised learning algorithms pe
Tovg unsupervised learning algorithms, kot téAog Oa dovpe Tovg aAydp1OOVG TOV PN GYLOTOINGA

GTNV £pELVA OLTY).

4.1 Mnyoaviki Maonon

Fevikd n unyoavikn pdnon etvon n pekétn tov adyopibBumvy ot omoiot BEATIOVOVTOL QVTONOTO LE

™V gumelpia Ko pe v ypnon dedopévav. Eivar éva “hot” 6éua otig pépeg pag 6mov 1 xpnomn e

yivetal OA0 kol mo EAKOVOTH KABMG YPNOIUOTOEITOL GE TOAALOVG TOUEIS, OTTMG N WTPIKY|, OTNV

12



TpOPAeYM TpayHATOV, OT®OG TPOPAEYN KoplkdOV cuvOnkmv, Kol evvoeital oto B€ua mov pog

EVOLOPEPEL, GTNV OVIYVELOT| EMBEGE®V GTO SIKTVO LTOALOYIGTAOV Kol cuYKEKPIUEVE ota 10T.

H peBodoroyio g unyovikng nabnong sivor otabepr| Tig mAeloTeg POPES KO AmOTEAEITOL KLPIWG
and 7 oo
1. Data Collection.
2. Data Preparation / preprocessing.
3. Choose a Model.
4. Train the Model.
5. Evaluate the Model.
6. Parameter Tuning.
7

Make Predictions.
4.2 Supervised learning

Ye éva, supervised povtédo pébnong, o adydpiBpog pabaivel o€ Eva 6HVOLO SESOUEVOV LIE ETIKETA
(labeled), mapéyovtag £va kKAeldi amdvinong mov o aAyOplOHog UIToPEL Va. YPNGIUOTOGEL Y10, VO
a&loloynoet v axpifeld tov ota dedopéva ekmaidevong. Me tov 6po labeled datasets svvoovpue
ot éyovtag éva dataset pe didpopa features 1 aliimg independent variables, éxovue eniong ta

amoteAéopato Tov kabe data point dniadn to depended variables. 'Eva mopadstypa eivor o €€ng:

packet forward packet send announcement received packetdropped results

0 0.000000 0.923807 0.00 0.0 0.0

o6mov 1 eTkéta givon to result kou to features ta dAia yopoktnploTikd, dSnAadn EEpovpe To
OTOTELEGLOL TV OESOUEVOV.

Apa to amotéreopo evoc Supervised adyopiBuov Ba pog ddoet vo prediction tov dedopévav mov
Bélovpe vo Bpovpe to results tovg. Apyikd yopilovpe ta dedopéva o train ko test sets omov ta
train ta ypnopomotov ot yio va yivet train o alyopbpog €161 dote 6tav Tov 60000V VEa dedopéva
0PI ETIKETA VO UTOPEL VAL “UOVTEYEL” OTOTEAEGLLOTIKA Kot e PeYdAo accurate score v etikéta

Y10 VTA TOL OEOOUEVOL.
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Mepikoi supervised olyopiBuot givar o Support-vector machines, Linear regression, Logistic
regression, Naive Bayes, Linear discriminant analysis, Decision trees, K-nearest neighbor
algorithm «.a. TTapopola épevva Tpotddnke amd v Ap. Xpiotidva Iodvvov kat tov Ap. Bdoco

Baotleiov ypnoyorowwvrag SVM kot BLR (binary logistic regression) [2].

4.3 Unsupervised learning

H dwgpopd twv unsupervised learning olyopibumv pe tovg supervised eivor Ot1 TOUG
ypnowomoovue og dedopéva mov eivor unlabeled, dnladr dev éxovv etkéto kol Gpo dgv
yvopilovpe Ta amoTeEAEoHATO. XE QVTN TV TEPITTOON, GLVNO®G 0 GKOTOG CVTOV T®V aAyopiBumv
givor va Balovv ta dedopéva oe ouddeg (clustering) N oe khdoelg (classification) kot oyt va
npoPréyovyv 10 omotéleoua evog data point. BéBawo pmopovpe vo ¥pMOULOTOMGOVUE
unsupervised alyopiBuovg dtav xovpe labeled dedopéva, OmTmg dNAASN Kot 6TV GLYKEKPIUEVN
£peuva, aAAG givar onuavTikod va yvopifovpe 6t cOupova pe pehéteg ol supervised alyopifuot

&yovv kolvtepa anoteléopata o€ labeled dedouéva am’ 6t ow unsupervised.

Mepucoi unsupervised aiyopidpor givan o K-means clustering, Hierarchical clustering, Neural

Networks 6mwg eniong kot ot aAydpibpotl mov ypnoonoinca yd oty épgvva avth, o Isolation

Forest ka1 0 SOM.

4.4 Isolation Forest

O alyopBuog Isolation Forest [10] eivar pia pun emtnpovuevn (unsupervised) pnéBodog unyavikng
uabnong aviyvevong avopolov, N oroia gvromilel avoparieg doywpilovtag tuyaio ta data
points. Eivar o kovotopog kot mpocwpviy pébodog [11] ywo v aviyvevon avopoiov,
vroBétovtag 0Tt Ta OedopEVa TTOL “TEPTOVY” HAKPLE Amd TO KEVTIPO OEDOUEVMV EVOL OVOULOATES.
Awpopeovetal cov dvadikd dEvipa kot cuvora iTrees pe Toyaio dstypatoinyio yo £vo GOVOAO
dedopévav. O Baoikdg porog tov Isolation Forest gival va kdvet ypron acvvnOiotov detypdtmv
(samples), mov ovopdovtal ETioNG AVOUAAIES, Y10 TNV AVIXVELOT AYVOOT®V EMOECEMY TOL Elvat

neplepyes Kot SPOPETIKES omd TIG PUGIOAOYIKES EMBECELS.
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O alyop1Buog Aettovpyel o¢ e€nc:
1.

a. To mpoto Prua eivor va mapovpe pio derypotoAnyio (sampling) yw v

EKTAIOEVOT TOV LOVTEAOL.

b. AvaAidywc tov data set, 10 T0606TO detyuaToANYiog HTopel va gival S10POPETIKO

(meprocdtepa NOISY data 2> peyoddtepn derypatoinyia).

Q2

Qi

2. Binary decision tree

a1

a. Xe& ovtd to Prpa dnpovpyeitoan éva 6€vopo Yoo To Sample mov mhpape o610

TPOTYOVLEVO Pripal.

b. Avtd to Pruo meptiapPdver 600 tuyaio otoyeio: Tuyaia emhoyn evog attribute

(m.x. Q1 M Q2) / tuyaio emhoyn Tung gite Tov Q1 gite tov Q2 peta&H Min ko Max

(my. QL)

Q2

Qi

3. Emavdinym tov fripotog 2 emavoainmTikd
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a. Kave 1o frjua 2 yua dvo sub-data set Baoilopevog oto binary split mov £ywve oto
Pripa 2.

b. “Myodtepa ko dapopetikd” dedopéva (data points) amopovdvovtat ypnyopotepo
omw¢ ta data points oty ToA kdtw de€ld Yovia.

c. ITo ovykekpéva, ypeidletar pikpdtepo povomdtt (path) ya owtd £tol dote va
amopovmoHv.

d. Kave avtd avadpopikd étol dote va dnuiovpyndet éva 8Gcog, o GLAAOYN oo
dévopa.

4. Feeding data set kou vroAdyioe To anomaly score.

a. Kave feed to ké0e data point péco oto ekmadevpévo 840G yio Kabe 6£vapo.

b. Ymoloyilovue 1o anomaly score yiwa kdbe 0évopo OM®G €mionNg TNV TEAIKN
Babuoroyio avoporiog yio 0AdKANPO T0 dGo0g Yia Eva dedopévo data point.

c. MoabOnpotikd, évag outlier maipver score kovtd oto 1. Eumeipikd, peréteg deiyvoov
Ot Mydtepa dévopa onuaivel poAlov Ayodtepog aplfudg tov tudv tov outliers

oV £lvot Kovta oto 1.

‘Eva onpaviikd mieovéktnuo tov aAdyopifuov eivar 0Tt dovAgdel koAb o€ peydho aplBud
JEOOUEVOV KOl G€ BEOOUEVA e TOAAESG dlaoTdoelc, Onhadn moAd features. Ttnv mepintmon pog

to features eivou pévo 5.

Emiong, eivonr moAd onuaviikd va yvopilovpe 0T 0 cLYKEKPIUEVOS aAyOplBuog eivor moAD
AMOTEAEGLOTIKOC OTay oTo, dedopéva vapyovv outliers. Anladn 6t vapyovv dedouéva ta. omoia
Eeywpilouv amd ta dAla, dpo dtav givor anopovopéva (isolated). Ba dodpe otV cuVEXELD OTL
OTNV GLYKEKPLUEVT] £PELVA VTTAPYOVY TEPMTMGELS OOV TO. dedopéva T omoia ival polvouéva
(malicious) “potalovv” apketd pe o dedopéva. To omoia eival benign, dpa o akydpiBuog dev Oa
givon Kot 1060 amotelecoTiko apov o Oswpel owtd To kakdPovia dedopéva g benign (false

positives).
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‘Eva dAlo mieovéxktnua Tov adyopiBuov eivar Ot 0ev ypnolUoTolEl PHETPIKES amdoTaong (o€
avtifeon pe tov SOM) kot avtd €yl OC AMOTELEGHO VO EIVOL YPIIYOPOG KOl VO EYEL YOUNAD
VTOAOYIGTIKO KOGTOG. AVTO OpmG eivat éva trade off, dniadn mpotyovue va £xovpe Evo TOAD o
YPNYOPO aAYOpIOHo 0AAG pe yapnAdTepn akpifela 1 TpoTodue €va olyoplBpo mov KooTilet
TEPLOGOTEPO GE TOPOVG KoL YpOVO 0ALG pe peyolvtepn okpifeta. To optimal mov Oo Oéhapue sivar
va xovpe Eva alyoplopo Le yoUnAd KOGTOS KOt OTOTEAEGUATIKO LE KOAN aKpiBeia aAAd SLoTLYMG
dev pumopovpe va £xovpe Kot To 000. Etot katd v dmoyr| pov, Adym g ¢pvong Tov TpofARpHaTog
O6mov BéAovpe va aviyveDOVUE OTOTELECUATIKA KOKOPOLAES dedopéva, Bo TPoTovGa €val
aAyOpIOUO amOTEAEGUOTIKO [Le TOAD KOAY axpifelo kol accurate score axoun kot av kootilet

TEPICCOTEPO GE YPOVO KOl VTTOAOYIGTIKOVS TOPOVC.

K\eivovtag pe tov oalyopBuo Isolation Forest, ivat avaykaio vo yvopilovue Ti¢ mapapéTponug mov

Taipvel Yo va oplotel £161 doTE va KataAdBovpie kaAvtepa Tmg o Ae1TovpynoeL yia 1o TpdPAnpd

HLOG.

Number of estimators: O ap1Budc twv estimators mov Oa ypnooromnbovy. Anrladn o apOpog
TV dévopov (trees) mov Ba ktiotovv oto ddcog. Eivor évag aképatog aplOudg kot givor puo

optional mopdpetpog. H mpokabopiopévn tiun givon 100.

Max samples: O ap1Oudc tov derypdtmv (samples) mov Oa mwapbei yio va exkroudevtei o ke base

estimator 1} aAAimdg To KaBe dEVOpoO.

Contamination: Avti 1 TapAUETPOC EIVaL 1) TO CLOVTIKY Kot 1) 710 €00ioHNTN TOpAUETPOS TOV
aAyopiBuov. Avagépetal oto avapuevopevo tocootd outliers mov Ppioketon oto data set. Avtod
ypnoonoteital kKotd v tomobémon (fitting), yia tov kabopiopd tov threshold ota scores tov

detypdrwv. H mpoxabopiopévn tiun givon 0.1.
Max features: Olot ot base estimators 1 6évopa dev ekmoudevovrar pe o6lo ta features oto data

set. Eival ovclootikd, o appog tov features mov 0o moapbei amd ta cuvolika features ywo tnv

ekmaidevon ke d0évopov. H mpokabopiopévn tun sivon 1.
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Oleg avtég o1 TapAUETPOL vl GNUOVTIKO VO OPIGTOVV COGTH Yo Vo £XOVUE OGO KOAOTEPOL
aroteAéopata umopove. ['a tov opiopd Kot v amd@acn Tov TIHOV TG kdbe mapapétpov Oa

WA OOVLE GE HETEMELTO KEQAAOLO.

4.5 Self-Organizing Map

O SOM ceivau évag neural network aAyopiBpog o omoiog tpotabnke amd tov elonyOn amd tov prof.
Kohonen v dexaetia Tov 1980. Eivon évag adydpiBuoc neural network o omoiog ypnoytomotet
unsupervised learning yio vo. petatpéyet évo bYnAng d1dotoong ydpo o€ Eva YaUNANG d14oTaoNG

XDPO 0 01010G Pmopel EDKOAO VoL amelKovioTel o€ éva yaptn (map) [1].

Y& o SOM tomoAoyia, vapyovv 2 fully connected layers: to input layer kot to output layer (Fig
2).

Output layer

0
0\

>
S

XS
Vi)
o

NS
2

"‘
OB
\‘\ A

"‘,

Y

2ynua 4.1. SOM topology (architectural Graph)

Mia “yertovikny” oyéon opiletor otovg vevpoveg e£660v (output neurons). O kdbe vevpovag Exet
éva Bapog 1o omoio opiletar tuyaio. EmAéyeton tuyaia Eva didotnua gile6dov (input vector) to
omoio mapovsialeton oto TAEypa. Kdbe vevpmdvag vroroyilel v andotact) Tov (Yo Tapadsty o
Euclidean distance) and to input vector. O vevpdvag o omoiog givarl mo Kovtd otV €ic0do,
Bewpeitor g Best Matching Unit (BMU) 11 aAlmg vevpmdvag viknrg (winning neuron). Xty

ovvEyelo, vtoloyiletar £va radius yopo amd avtd To WInNning neuron, étot mote OAa o, fapn TV
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YEITOVIKOV VEVPOV®V VO, TPOGUPLOGTOVV Y10 VO, YiVOUV TEPIEGOTEPO Gov TO input. Avtd to
(19 r 9 Ié r’ 4 7 r Ié - r
npocapuocuéva’ fapn vroroyilovtal pe v €N e&icmon omov t elvar To time-step, L eivor o

learning rate mov pel®vETOL LE TO TEPAGLLO TOL YPOVOUL.

W(t+1)=W(t)+0(t)L(t)(V(t) — W(t))

To 0 avimpocwnedel TO TOGOGTO ETPPONG TOL £XEL N ATOSTACT EVOG vELp®VA. ard To BMU o1

(Ao TNG EKTTAIOEVOTC.
[Mopdperpot akyopibuov:
Dimension X: To X dimension oto grid.

Dimension Y: To Y dimension oto grid. No onueidoovpe 6tt X*Y pog divel tov aptopd tov

clusters mov 6o wapayHovv.

Iterations: "Evag Oetikog axépailog appog mov pog Aéel mooeg gpopég to data set o d00si oto

network 1 aAAubg oto map.

Sigma: Avti n mapduetpog ypnoonoteital yo v kKhpdakmon (scale) g oliayng twv SOM

davvoudtov ( Vectors) étav Eva vEo d1vucpa OXETIOTEL LE EVAV VELPDOVAL.

Learning rate: Eivou pia training moapduetpog n omoio eléyyet to péyebog tov weight vector

dMAadn Tov dtavdcuatog Tov £xet ta Phpn oy exkmaidevon tov SOM.

OAeg avtég o1 TUPAUETPOL EIVOL CNUAVTIKO VO OPIGTOVV GMOOTA Yo Vo, E(OVUE OGO KAALTEPO
ATOTEAEGLOTO LITOPOVLLE. [0 TOV OpIGHO KoL TV ATOPACT) TOV TGV NG KABe Tapapétpov Oa

UIAGOVUE GE PETEMELTO KEPAAQLO.

®a NBera va tovicw 6Tt 0 aAyopBpog SOM eivan évag adyopBpog pe apketd peydan okpipela
(precision). O Adyog gival ETEON YPNOYLOTOLEL TOVG VEVPDVEG KO ILE UETPIKES OTOCTACEMY OTMG

Euclidean distance éyet po kaBapn ewcoéva yio to input vectors apod pe apketd KoAn akpipeto
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yivovtau assigned otov avdioyo vevpmva. Apa ovolactikd, o SOM divel évo kadd amotédecpio
clustering. ®a dovue ka1 6To, ATOTEAEGHOTO LETEMELTA, OTL OVTOG 6€ Yevikd 0 SOM divel kaAvtepa
amoteAéopato amd tov Isolation Forest ue mepioocdtepo accurate score, koivtepo recall ko
KaAOTEPO precision. Oumg avt eivor n von TG UNovikng pidnone. Aev pumopovv 6A0L ot
alyopiBuot va etvon kadot yio OAwV Towv €100V TpofAnudtov. o kdbe TpoPAnUa vITapyeL Evag 1
éva. 6GOVOLO aAyopiBuwv Tov pmopovv va 1o emAbovy omotelecpotikd. Omme avaeepa Kot
TPOTYOVUEVOS TPOKELTOL Y10 L0 TEWPAPATIKY EpEVVO GTNV omoio PAEmoVUE TS ovTol ot dVo

aAyop1Ootl avidpovy 6To TPOPANUO TOV EYOVUE VO ETIAVGOVLLE.

K\eivovtag, awtdg o akydpiBpog kootilel moAd mepiocdtepo and tov Isolation Forest toco og
wOpovg (Lvnun) 6co kot o ¥pdvo. ‘Evag amd toug Adyoug givor emeidn ypnNOYLOTOLEL HETPIKES
amootacnc 6mov vroloyilel TNy amdoTac Tov Kabe input vector amrd GAoVE TOVE VEVPDVES Yo VoL
ATOPOOIGTEL TO0G Eival 0 KOVTIvOTEPOC. X€ avtifeon, o Isolation Forest dev ypnoiomotel petpiég
andotoons YU avtd kootilel ToAd Ayotepo. Apo pkdue ol yia évo, trade off, dmov kelodpaote

va emAEEOVE PETAED TNG OITOTEAEGLLATIKOTNTOS KO TOL KOGTOVG,.
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KepdaAawo 5

MNpoctownaocia dsdopévwy (data preprocessing)

5.1 Anuovpyia pandas mivdkwv 22
5.2 KaBapiopdg dedopévmv 23
5.3 Khpdakmon dedopévav (scaling) 26
5.4 Dimensionality Reduction & Feature Selection 27
5.5 Split to train & test sets 29
5.6 Hyperparameter tuning 30

Xe avto T0 KePdAawo Oa apyicovpe va PAEmovpe TV vVAOTOInoN TG £pevvoc. Ba Eekviicovpe
LLE TNV TPOETOUAGTO TOV ded0UEVMV 1 0AALGDG data preprocessing, évo Pactkd Pripo 6Ty unyovikn
péonon. Avt n dadwocio arotereitol amnd 5 KOplo oTAdN. ZNUAVTIKO va ovapEpm OTL dev givart
amoPoiTNTO VO LAOTOMOBOVY OAa TO. GTASW. AVOAIY®S TOV SEOOUEVOV KOl TOL TPOPANUATOG
Kémowo otadla dgv eivan amapaitnto va vAoromBovy. Téhog Ba dovpe dAPOPES TEYVIKEG TOV
ypnoporomOnkay Kot Oa Hfela vo onueldom 6Tt Bo SoVUE TIG TEXVIKES EQUPLOCUEVEG GE £Vl
e1dog emibeong kat cvykekpipéva oto blackhole BlockNode. Ot idieg axpiBdg teyvikéc Kot ot id1eg

AKPIPOG ATOPACELS OVOALOYWOS TMV ATOTEAEGUATMOV TOV TEYVIKAOV TAPON KOV Y10 OAES TIG EMOETELC.
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5.1 Anuovpyia pandas avakov

Apywkd to dedopéva pag vrapyovv oe txt files. Onwc avdpepa kor 610 KePAAOMO pHE TNV
dnuovpyia tov dedopévav vrapyovv o FIT & COOJA datasets. To FIT dataset anoteleiton amnd
dvo tomoroyieg. Tnv tomoloyio émov 0 Sink givar oto middle tov grid kat v Tomoloyio 6mov
givon oto top. Emiong €yovpe 600 edmv aviyvevons. H aviyvevon mov yivetat og local environment
Ko 1 aviyvevon mov yivetaw o Network environment. T va kataAidBovue koAdtepa divetot o

TopoKaTo Tivakog tov txt files yiuo to middle topology yw local & network detection oto FIT

dataset.
MIDDLE Benign Blackhole SF Blackhole BN Selective Selective Sinkhole
TOPOLOG Forward FR Forward BN
Y
oce = = = = = =
Detection | . ign middletxt| SF_BH_FR_middle | SF_BH_BN_middle.| SF_FR_middle_malid SF_BN.middle_mali¢ Sinkhole_middle_n
malicious.txt malicious.txt jous.txt jous.txt alicious.txt
Network = = = = = =
Detectio | benign_middle.txt| SF_BH_FR_middle| SF_BH_BN_middle_| SF_FR_middle.malN SF_BN_middle_malN Sinkhole_middle_r
malNeighbors.txt | malNeighbors.txt eighbors.txt eighbors.txt alNeighbors.txt
n
SF_BH_FR_middle_| SF_BH_BN_middle_| SF_FR_middle_mali¢ SF_BN_middle_mali¢ Sinkhole_middle_m
malicious.txt malicious.txt jous.txt jous.txt alicious.txt

Onwg Prémovpe amd tov o mave wivaka égovue to local & network detection yio to middle
topology oto FIT dataset. 1o local detection mapatnpodue 6Tt vdpyovy ta dedouéva tov Sink
(benign_middle.txt) kou ke emibeon £xer éva txt file tov avtiotoyyov malicious node. Avtd
emedn oto local detection kdvovpe aviyvevorn kot avéivon peta&d tov Sink node kot tov
malicious node. Xto network detection éyovpe kot to. dedopéva Tmv GAA®V KOUP®V 6T diKTLO Yia
napaderyua oto blackhole SF 1o SF_BH_FR_middle_malNeighbors.txt 6mov eivar ot

evoamopeivavteg koufot ot omoiot ivar benign.
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Av avoiovpe éva txt file Oo Tapotnpriocovue 6 otriiec.
1. To amotéleoua tov data point (0 = benign, 1 - malicious)
Packets forward
Packets send
Packets received

Announcements received

o a ~ wDn

Packets dropped

AoV dwfdcovpe to dedopéva dnpovpyodue pe v Pondeto e PProbnkng pandas évo data
frame ywo o dedopéva yu Vo EYOVLHE U0 KOADTEPN OMTIKN EIKOVO KOl OPYOVOUEVOL

dedopéva(Zynua S).

results packet forward packetsend packetreceived announcementreceived packetdropped

0 0 3 58 0 1 0
1 0 0 58 0 0 0
2 0 ) 58 0 1 0
3 0 3 59 0 0 0
4 0 3 a0 0 1 0
10587 0 3 G0 0 0 0
10538 0 0 g0 0 0 0
10539 D 3 60 0 0 0
10590 0 2 60 0 1 0
10591 0 3 60 0 0 0

2ynuo 5.1 data frame

5.2 KaOapropog Agdopévarv

To mp®dTO 6TAO10 TG TPOETOAGIOG TV dedopEVaV givar 0 KaBPIGHOS TV dedopévav. Otav
Aépe kabapiopog evvoovpe va elEyEovpe av veapyovv eAlmng tipég (missing values), tiuég ot
omoieg ylo kdmoto Adyo elvar meplepyeg Kot Vo LETOYEPIGTOVUE TIG UNOEVIKES TUES av avTo givan

amapaitnro.
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Elmic twnég (missing values): T'a va edéyEovue av vadpyovv eEAMIAC TIWEG UTOPOVUE V.

ypnouonomoovpe v PipAobnkn pandas (Fig 4).

In [6]: print{df.isnull{).sum())

results

packet forward

packet send

packet received
announcement received
packet dropped

dtype: intad

DO oOo oo

2ynuo 5.2. Missing values

Onwg PAEmOLUE pE TOV TO TAVED KOSIKO EAEYYOVUE av VIdpyovy eAMmng Tipég dniadn null oe
onotodnmote omd to. features maipvovioag to GOpocpa TOV EAMTOV TIW®OV. XTO TO TOVO
TOPAdELYHa OgV £OVHE EAMMING TIHEG apoD To ABpolcud Tovg yior Ola. ta features eivor pndév.

"Eywve éheyyog yioo GAEG TIG VAOTONGELS KOl OEV LITAPYOVY EAMTNG TOVOEVE EAMTNG TIUEG.

Iepiepyec Tipég: Ynhpyovv mepuntdCELg OTOL UTOPEL VAL VITAPYOLV TIHES GTO OEOOUEVA TTOV VoL
Stapépovy katd peyaro Babuod amod tig dAleg Tiuég Tov kabe feature. Avtd pmopei va coppet 6tav
TPOKLYEL KOTAAADOC KATL KOoTtd TNV e€aywyn TV dedopévmv. ‘Evag tpomog va 10 eAEYEOLE 0V TO
givor pe to va dovpe too min values, max values & tov péco 6po tov tudv yio ke feature(Fig
5).
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print(df.min())

In [11]: In [12]: print(df.max()
results e results 1
packet forward e packet forward 9
packet send. e packet send 61
packet received e packet received e
announcement received e announcement received -
packet dropped e packet dropped 6
dtype: int32 (@ dtype: int32
]
In [13]): Ipr‘int(df.mean()) - u
results ©.929456
packet forward 2.2533299
®) packet send 59.813350 ()
packet received ©.0e08e8
announcement received 2.173810
packet dropped ©.85523@
dtype: float64d
O O O

Zymua 5.3
Amd 1o Zynuo 5.3 Tapatnpovue o1t yio owtd to dedopéva (FIT DATA, network Detection, middle
topology, blackhole BN attack) dev vdpyovv mepiepyeg TIéEC a@ov Ol EAGYIOTES KOl UEYIOTEG

TIUES, “CLUPOVOVV” LE TOV UEGO OPO.

Mnoevikéc Tipéc: 1o Zymua 5.4 eaivetol 0Tt 6To 000UEVA LLOG EXOVUE TOALES UNOEVIKES TILES
(e€aipovue evvoeitan Tic Tég ywoo to result). Ta mopdderypo to feature packet received
amotedeiton HOVO omd PNOEVIKEG TIHES. Ba doVUE GTNV GUVEKELN TMG AVTILETOTILOVIE QVTO TO
feature. e Ao features maAL vdpyovV UNOEVIKES TYEG KO TTLO GLYKEKPUUEVOL LITOPOVUE VOL TOL

dovpe oto Zynuo 5.4.

In [15]: print{{df == @).sum()})
results 1628a
packet forward 4734
packet send 1@
packet received 185492
announcemant received 8063
packet dropped 18317

dtype: intod
Fig 5.4. Sum of zero values
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Onwg BAémovue 0 aplBudc tov undevikav oV ot kabe feature (extdg tov results mov exel eivan
ot Tég yia To benign data points), eivot ToAd peydioc. Avtd onuoaivel 0Tt 01 UNOEVIKEG TIUEG TMV
features nailovv kdmolo onuavtikd polo oty dtokvuaven tov features kot otnv emppon Tovg

010 teMKO amotédecpa (results). Apo avtég ot TIHEG eV TPEMEL VO LETAGYNILOTIGTOVV.

5.3 KMpaxkmon Asdopévav (scaling)

H «pdkoon dedopévov gival Eva onUovTiKd 6Tddlo otnV TpoeTolpacio dedopuévov. Avtd 1o
otGd10 cvpPaivel Otav Exovpe peydn dopopd otig Tyég Tmv features. o wapdadetypa av ot THéEG
evog feature kvpaivovtan peta&d 40-70 ko ot Tipég og éva dAlo feature kopaivovron peta&d 0-7,
1o1E T dedopéva TPEMEL Vo KAUaK®OoUV €101 doTE va. petdoovpe v andkiion avtr]. Edwd
otov alyopBuo SOM o onoiog ypnoomotei distance metrics (w.y. Euclidean distance) to feature
scaling sivou ammopaitnTo Yo vor EQovpe pia Sikoun GLVEIGQOPE GTOV VITOAOYIGUO TNG ATOGTOONG

omd OAa to features.

array([[ 6, 60, ©, ©], array([[0.66666667, 0.98360656, ©. , 0. 1,
[ 3, 60, ©, 8], [0.33333333, 0.98360656, ©. , 0. I
[ e, 60, ©, @], [e. , 0.98360656, 0. , 0. i
[ e, 66, ©, ], [e. , 0.98360656, 0. , 8. k
[ 5, 60, 1, @], [0.55555556, 0.98360656, 0.25 , 0. I;
[ 3, 60, ©, ©]]) [0.33333333, 0.98360656, 0. , 8. 1)

Fig 5.5 Feature scaling

Y10 Zynua 5.5 BAErovpe apiotepd Tig TiuéG Tov features mpv v KMpdKkmon kot 6§18 TIG TIES
Heta v KApakoon. H kipdkoon yiveton pe v pondsia g Pipriodning sklearn.preprocessing
Kot ovykekpipéva tov module MinMaxScaler 6mov ot téc yivovtor normalize peta&d tov

dwaothpotog [0,1] (Eymua 5.6).

from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxScaler()

X train = scaler.fit transform(X_train)

X _test = scaler.transform{X_test)

Fig 5.6. MinMaxScaler
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5.4 Dimensionality Reduction & Feature Selection

To dimensionality reduction givor 1 Swadikacioo otnV omoict HEOVOVUE TIS OOOCTAGELS TMV
dedopévov (features) ywpic vo oALGEOVLUE TV AMOTEAECUATIKOTNTO Kot TV oKpifela Tov
npoPfAquatog £tol dote va égovue moAd kaAvtepo performance. I mapdderypa av oe Eva
npoPAnua. Exovpe 70 features tote av to kpotnoovue Olo Ba Eyovue évo OYETIKG KOKO
performance tov olyopibpov. Eivor éva moAd onuoviikd otddlo oTnV TPOETOOCIN TOV
dedopévav. Yrapyovv diapopot tpdmot yio. va teTvyovpe to dimensionality reduction 6mwg to
High Correlation Filter, PCA, SVD, Backward Feature Elimination, Forward Feature Elimination,

Ensemble Trees «.a.

Y auth TV £pgvva £XovpE vo. kdvovpe povo pe 5 features. Apa eipaote ToAD TEPLOPIGUEVOL GTA
features twv dedopévov to mo mhavo dev ypetdletarl | KOALTEPL dEV TPEMEL VAL EPAPUOCOVE

dimensionality reduction.
Ouwmg yoo var gipon evieldg oiyovpog axorovbnoa 2 teyvikéc dimensionality reduction yio va

anopocicm katd méco va peiwom ta features. Ot teyvikég mov akoiovOnoa sivar to High

Correlation Filter ko1 to Ensemble Trees.
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df = pd.DataFrame(np.concatenate((benign,malicious,network),axis=8), columns =

sns.heatmap(df.corr(),annot = True, fat= ".0%")

10
results -
08
packet forward
06
packet send
-04
packet received -
announcement received -02
packet dropped - 100% 00

results -

packet forward ..
packet send

packet received -

packet dropped .-

o
¢
<
W
]
o
-
™
=
o
E
¥
=
=]
c
c
]

2ynuo 5.7. Correlation Matrix

¥to Fig 5.7 Brémovpe v teyvikn correlation oty omoio fAémovpe v emppomn tov kdOe feature

KoL TNV 6LoYETIoN ToL pe To aAAa features aAld ko pe to result. Amd awtd to heat map pumopodpe

from sklearn.ensemble import ExtraTrees(lassifier

estimator = ExtraTreesClassifier(n_estimators=108, max_features=5, random_state=8)
estimator.fit(X, y)

importances = estimator.featurs importances

importances

array([8.82086054, 8.21457845, @. , 0.09204962, 8.9542113 ])
Yynua 5.8 Feature Importance
vo damiotdoovpe 6ti to feature packet received dev éxer kabolov correlation pe kovéva feature

omw¢ emiong ko pe to result.

Onwg Prémovpe oto Fig 5.8 ypnoonowd v teyvikny ExtraTreeClassifier  oAiog Ensemble
Tree ko1 PAEmovpe 611 OvTog To feature packet received éxet 0% emppon| oto amotéreopa. Emniong
eaivetar 6T1 povo 1o tedevtaio feature (packet dropped) éxet peydio importance oto amotélecua
Kot 0wTtod givor ToAD Aoyikod yiati o mapddetypo Tov avaAddm topo eivon n enifeon blackhole BN

N omoia 6TWS avapepa 6to KePAroto 3 eivon 1 emiBeon katd v omoio. o malicious node kdvet
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drop ta makéta avti va to kéver forward. Avtog givar o Adyog mov vdpyel ueydlo importance
(95,4%) oo feature packets dropped. Opwg erovarappdveo Loyom tov teploptouévov features mov
gyovpe dev umopovpe vo faciotodpue povo o Eva feature kot va ayvoncovpe to dAla 4. 'Etot Oa

ueketnoovpe udvo to evdeyduevo tov packet received to omoio £xel undevikod importance.

ATd avtég Tig Texvikég (Zynua 5.7 & Tyfuoa 5.8) kataAnyovpe 6to cvumépacua 0Tt icmg sival

Koo va dtaypayovpe to feature packet received oe awtd 10 €idog emifeonc.

To amotedéopata mov Tpa 610 TEA0C dlaypagovtag avtd to feature ftav oyeddv to idwo pe ta
anoteléopoto Yopic vo doyphym avtd to feature. H dwopopd ftav moAd pikpn kot avtd pe

odnynoe oto va daypaym avtd to feature.

5.5 Split to train & test sets

Metd v 0OAOKANP®OT T®V O TAVE GTAdIWV, PTAVOVUE GTO GTAOLO OTTOV TPEMEL VO YOPIGOVUE
T dedopéva pag o€ train ko tests sets. Avtd 1o otdd0 givan amapaitnTo Kot TPETEL va. YiveTan

TAVTO.

Apya ag e€nynoovpe Alyo Tt evvooipie pe ta. train & test sets. Ta train sets ivot ta dedopéva, ta
omoio 6o dMGOVLE GTO HOVTEAO LLOG Y10 VO TO EKTTAOELGOVLE, Vo “paber”. Ta test sets sivoun ta
dedopéva ta omoio Bo SOCOVE GTO EKTAUSEVUEVO LOVTELO Yio. va kdvovpe evaluate to povtéro.
AnLodn yio va SOOLE T ATOTEAEGLOTO TOV EKTOOEVIEVOL LOVTELOL Ta OTtoia arroTeAOVVTOL OId
10 accurate score, to classification report kot to confusion matrix (Kepdaio 6).

Train set: To train set yopiletaw oe X_train ka1 Y_train. To X_train givor ta dedopéva mov
nepiEyovv to features 11 odiuwg independent variables kot ywo ta avtictoryo avtd X_train, to
Y _train eivaw ta amotedéopata yuo avtd to features dSniadn ta depended variables. Avtd ta dvo

sets Ba 60000V 6T0 HOVTELO Y100 VO EKTTALOEVTEL.

Test set: To test set ywpileton og X_test kot Y_test. To X_test eivan to set to onoio Ba d00ei 6T0
EKTTALOEVUEVO LOVTELO Y10, VO, TPOPAEYEL TOL ATOTEAEG AT 0V TOV TOV Set. AnAaon va Baiet eTikéTa

og owtd ta anoteréouata (0 av eivan benign, 1 av sivon malicious). To Y_test eivar ta actual
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aroteréopota Tov X_test. Apa 0tav to povtédo mpofAéyet ta amoteAéspata yio to X_test, gueig
Oa cvykpivovpe To ATOTEAEGHATO TTOV TPOPAEYE TO LOVTEAO LLE TO TPOALYLLATIKO OTTOTEAEGLLOTO TOV
X_test wov givar to Y_test. 'Etot Oa Bydlovpie Tig petpikég pog mov Ba dovpe moteg eivar avtég 6To

EMOUEVO KEQAAOLO.

Xoproa ta dedopéva og 80% train kat 20% test. T va Eyovpe dpmg éva dikaro Split peta&d tav
txt files dniadn éva dikato split and ta dedopéva tov sink, ta dedopéva Tov malicious node kot
Ta dedopéva Tmv neighbors ((oto network detection dniadn), Exava split tov kabe txt file oe 80%
train ko 20% test kou petd ékava concatenate to files yuo va £xm ta odoxkAnpouéva X_train,

Y _train, X_test, ko Y_test. H diadikacio eoivetor oto Zyfua 5.9.

#Take the 88% of benign and malicious txt and concatenate them. Then take 28% of each agoin and concatenate
from sklearn.model_selection import train_test_split

benign = np.loadtxt("data/benign_middle.txt", dtype="int')

malicious = np.loadtxt("data/BlackHole/SF_BH BN_middle/SF_BH BN middle_malicious.txt", dtype='int')

network = np.loadtxt("data/BlackHole/SF_BH BN _middle/SF_BH_BN middle malNeighbors.txt", dtype='int')

X_benign = benign[:, 1:]
Y_benign = benign[:, @]

X _malicious = malicious[:, 1:]
¥ _malicious = malicious[:, 8]
X_network = network[:, 1:]
Y_network = network[:, @]

<

= np.vstack((X_benign, X _malicious, X network))
= np.hstack((Y_benign, Y_malicious, Y_network))

e

X_trainB, X_testB, Y_trainB, Y_testB = train_test_split(X_benign, Y_benign, test size=8.2,random_state=8)

X:trainm, X_testM, Y_trainM, Y_testM = train_test _split(X_malicious, ¥ _malicious, test_size=8.2,random_state=8)
X_traini, X_testh, Y_trainN, Y_testN = train_test_split(X_network, Y_network, test_size=0.2,random_state=0)

X_train = np.concatenate((X_trainB,X_trainM,X_trainN),axis=8)
X_test = np.concatenate((X_testB,X_testM,X_testN), axis=8)
Y_train = np.concatenate((Y_trainB,¥Y_trainM,¥_trainN), axis=@)
Y_test= np.concatenate((Y_testB,Y_testM,¥ testN), axis=8)

2ynuo 5.9, Train & Test set split

5.6 Hyperparameter tuning
Metd v odokAnpmaon Tov 6tadiov 6mov kavovpe Split ta dedopéva pag oe train & test, pévet Eva

televtoio oTAd0 Tov eivan avaykoio kot whpo TOAD onuavtikd. Avtd 1o 6Tdolo ovoudleTol

hyperparameter tuning.
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O)Lot ot adydp1Bpot PnyoviKng HabnoNg amatovV KOTOEg TOPAUETPOVS Y10, Vo optotovv. 'Etot kot
0 SOM «au o Isolation Forest mov ypnoiponoinca e avt v épevva. Ot TOPAUETPOL CVTOV TOV

alyopiBumv avaeéptnkav kot mepleypdenkay oto Kepdiowo 4.

To hyperparameter tuning eivou 1 dradikacio TNV omoio. cuVTOVILElS Kot BPIoKELS TIG KAADTEPES
TILEG Y10, TIC TOPOAUETPOVES, OVTEG ONANOT TTOV “TOpldlovV’” TEPIGCOTEPO Y10, TNV EMIAVOT) KOO0V
TPOPANUATOG HE TOV avTioToro aAlyOptOpo unyoavikng pdnong. Mmopel divovtag toyaieg TYHES
OTIG TOPAUETPOVS VO, TETVYOVHE Eva TOAD KaAO accurate score dpmg avtd dev onuaivel Timota.
Avtd umopei vo cvuPel enedn icmg va £Tuye Yoo ta cuykekpiéva training kou test sets o
alyoppoc va dtvel ToAd koAd amotedéopata. Tt cvopPaivel OUOG Ge SPOPETIKO JOYWOPIGHO

TV dedopévav ot train ko split;

[Mo va éyovpe éva 6moTd povtéro, Oa TpEmel To LOVTELO VTO VoL HIVEL TOL KOADTEPO OMOTEAEGLOTO
OV UTopel vor dMoEL Yo éva TPOPANUA XPNOHLOTOIDVTOG apKeTA training & test sets. ‘Etot n

dwadikacio Tov hyperparameter tuning eivol avoykoio kot TpEnel va yivetar o KOs mpofAnua

pnyovikng padnong.

To hyperparameter tuning umopei va yiver pe didpopeg teyvikés. H mo yvowot) kot 1 7o
dradedopévn pe oD kadd anotedéopata givar to cross Validation. To cross validation eivon pia
OTAT] TEYVIKT 1| OTToi0l OOVAEVEL MG EENG:

i.  Oplog 10 €HpPOG TOV TIUOV Yio KAOE TapapueTpo mov BENes va. elEyEelg

ii.  Opioe mooa splits tov dedopévav BEAeL 0 adydplOpog va Kavel

iii.  Me v xpnon tov GridSearchCV Bpec T1¢ KAOAITEPES TIUES TOV TOPAUETPOV TOV LOVTELOL

Y10 Zynfuoa 5.10 BAérovpe to hyperparameter tuning mov ékava yia Tov adyopiBpo Isolation Forest
ywo. v eniBeon blackhole BN ota FIT_DATA, o¢ network detection, pe tomoloyia sink in the
middle. AkpiBodg n 1o dadikacio ypnolponoteitarl Yoo OAeg TG GAleg embBéoelc o OAEC TIg

TOTOAOYIEC.
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#hyperparameter tuning
from sklearn.model selection import GridSearchCV, RandomizedSearchCV
from sklearn.metrics import make_scorer, f1_score

Y_train = np.where(Y_train==1,-1,Y_train)
Y_train = np.where(Y_train==0,1,Y_train)
Y_test = np.where(Y_test==1,-1,Y test)
Y_test = np.where(Y_test==0,1,Y test)

flsc = make_scorer(fl score, average='micro')

param_grid = {'contamination': [0.01, 8.62, .83, @.84, 0.85],
"max_samples': [18@,158,28@,258],
'n_estimators’: [16@,15@,20@,250],
"max_features’: [1,2,3]

}

iforest = IsolationForest(random_state=8)
c1f = GridSearchCv(estimator=iforest, param_grid=param_grid, scoring=flsc, cv=5,
return_train_score=False)

clf.fit(X_train, Y_train)

2ynua 5.10. Hyperparameter tuning

Apywd opilovpe Tig TIES 0TI mapapétpovg tov Isolation Forest mov Béhovpe va ehéyEovpe. o
mapdderypa ot TIHEG TG TopapuéTpov contamination mov 0éhm va eréyEwm eivon [0.01, 0.02, ...

0.05]. Avtéc ot Tiuég amopaoilovtal HeTd amd apKeTr) HEAETT.

A@o0 opioovpe TIG TWWEC TV TOPOUETPOV, HE TNV xpnon tng kidong GridSearchCV
emrtuyyavovue to cross validation. To cv =5 givat ta 5 drapopetikd splits mov Oa ypnoponomost
0 aAyopiuoc. T'a ke ocvvdvacud mapapétpov o adydpiduoc GridSearchCV maipvetl tov péco
6po TV accurate score mov metvyaivel o adyopBpog Isolation Forest ywa ta 5 dtapopeticd splits.
Ortav tedeldoel Exovpe TG KOADTEPES TIWES TOV TAPUUETPOV ONAAOT TOV KOADTEPO HEGO OpO
accurate score mov Bpiokel o adydopiOuoc. ‘Etol, maipvoope avtég Tig MOPOUETPOLS KO TIC
YpPNoonoovue HETd Yo va. opicovue tov Isolation Forest kot va Eexwvioovue to train kot

evaluation Tov aAyopiOuov.
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df_param[['param_contamination’, 'param_max_features', 'param max_samples', 'param_n_estimators', 'mean_test score']]

param_contamination param_max_features param_max_samples param_n_estimators mean_test_score

0 0.01 1 100 100 0.968967
1 0.01 1 100 200 0.968967
2 0.01 1 100 300 0.968967
3 0.01 1 100 400 0.969203
4 0.01 1 100 500 0.968967
355 0.05 3 250 200 0.949954
356 0.05 3 250 300 0.949491
357 0.05 3 250 400 0948311
358 0.05 3 250 500 0.947602
359 0.05 3 250 600 0.948901

360 rows % 5 columns

2ynuo 5.11. Tuning results

210 Zynua 5.11 BAETOLE TOV GUVIVOAGHO OAMV TOV TIHOV TOV TOPAUETPWY, 360 cuvdvacuol Kot

TOV HEco Opo Tov accurate score yio 6Aa ta splits.

c1f.best score_

8.9765101843871656

c1f.best_params_

{"contamination': 8.82,
"max_features': 1,
"max_samples': 258,
'n_estimators': 108}

2ynua 5.12. Best parameters

¥10 Zynuo 5.12 pe v ypnon tov best_score ko best_params maipvovue 1o KaAdTEPO SCOre 1o
omoio eivar 97% xot TG TAPAUETPOLS Y. aVTO TO SCOre ot omoieg Omwg PAEmOLUE YL TO
ovyKekpuévo mapdaderypa eivon contamination -0.02, max_feature - 1, max_samples = 250,
kai n_estimators = 100. TéAog awTéG TIC TAPAUETPOVG OO XPTGLLOTOUGOVLE Y10, VO OPIGOVUE TO

HOVTELO LOG OTH GUVEYELD.
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KedpdAaio 6

Metpkeg enidoong

6.1 Classification Report

6.2 Confusion Matrix

6.3 Accurate Score

35

37

38

Ye avtd 10 KePOAoo Bo dobue pHe TOEG TEXVIKEG WETPOVUE TNV OTOOOTIKOTNTO KOl TNV

OTOTEAEGLOTIKOTNTO TOV KAOE LOVTELOL Y10 KAOE TTepinTon).

AxolovBobvtan 3 ocvykekpluéveg petpikéc. Avtég sivan (a)) classification Report, (B) Confusion

Matrix ko (y) Accurate Score. Avtéc ot 3 teyvikéc vVAomolovVTOL pe TNV ypron g python kot

ovykekpéva g Pirodnkng sklearn.metrics.

from sklearn.metrics import confusion_matrix,accuracy_score,classification_report

cm
ac
cr

confusion_matrix(Y_test,y_pred)
accuracy_score(Y_test,y pred)
classification_report(Y_test, y_pred)

print("classification reportin”, cr)
print("confusion matrix\n", cm)
print("\naccuracy score\n", ac)

Zynuo 6.1. Metrics
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Onwg PAénovpe oto Zynua 6.1, kahobvtar ot uébodol confusion_matrix, accurate score kot
classification_report and 11 kAdoegic confusion_matrix, accurate_score ko classification_report
avtioTorya.

Kot otig 3 pebddovg divovpe cav mopapétpovg o Y_test kot to y_pred. Onmg avigepa Kot 6710
wponyoduevo kepdroto to Y_test eivar ta mpoayuatikd (real) amotedéopoto tov X_test kot ta
y_pred sivor ta anoteréopata (predictions) pov pag divel to povréro (Isolation Forest & SOM).
Apa 0VGLUCTIKG GUYKPIVOVLE TO TPAYLLOTIKG OTOTEAECLLOTOL LLE TO ATOTEAEGLLOTO TTOV O OTVEL TO

ké0e 1 amd ta 2 poviéda. Oco mo dpota eivar TOGO 10 KAADTEPO.

6.1 Classification Report

To classification Report givat puo teyvikn péTpnong Hioag Yeviknig amrddoong tov alyopifuov. Avt

N teyvikn pog divel 4 anoteléopara. To precision, Recall, f1-score kot to support.

Precision: H axpifewa (precision) eivar n wavotnto evog classifier va unv deiyver o true
napovcia 1 onoio givan mpaypotikd false. T kabe class opiletar g 0 Adyog Twv ainbvodv
OeTikdV TPOg 10 dOpoIcUA TV AANBDOV KOl TOV YELODV BETIKOV.

TP — True Positives

FP — False Positives

Precision — Accuracy of positive predictions.

Precision = TP/(TP + FP) 6mov TP —>true positives & FP - false positives

Recall: To Recall givar 1 ikavotnta tov classifier vo Bpioket Oha ta true instances. I'a kdbe taén
opiletar ¢ 0 AOY0G TV TPAYUOTIKAOV OETIKOV TPOG TO AOPOICUO TOV TPOYUATIK®OV OETIKOV Ko
TOV YEVODV OPVNTIKOV.

FN — False Negatives

Recall: Fraction of positives that were correctly identified.

Recall = TP/(TP+FN) 6mov FN - false negatives

fl-score: eivor o otobuopévog pécog O6pog Precision and Recall. Emopévog, avtd to okop

AopPaver vtoyn toco false positives 6co ko false negatives. AtoucOntica dev ivar 1660 0KOA0
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va katovon0el 6co 1 akpifeia, aArd o F1 givoan cuvnBwg mo ypnoo and v akpifeta, £10kd
eqv £yete Lol AvVIom Katovoun TaENG.

F1 Score = 2*(Recall * Precision) / (Recall + Precision)

Support: givar 0 aplOuog TV TPAYUATIKGOV EUPOVICEDV TG KAAONG 6T0 KaBoplopévo chHVOAo
dedopévov. H avicoppomnuévn vmootpién ota 0E00UEVO EKTAIOEVONG UTOPEL VO VITOONAMVEL
dopukég advvapiec otig avapepoueveg Pabuoloyieg tov classifier kot pmopei vo vwodniovet v

avAayKn Yo GTPOUATOTOMUEVT OtyoToANyia 1) enavesicoppdmnon).

classification report

precision recall fl-score  support
8 1.64d 1.6 1.ea 2856
1 8,904 8.98 8.956 62
accuracy 1.68 2118
macro avg a.97 g.99 .98 2118
weighted avg 1.08 1.88 1.88 2118

2ynuo 6.2. Classification report

‘Eva mapadetypo extédeong tov classification report paivetar oto Zynpo 6.2 kot GUYKEKPLUEVOL
avTd givar ta amoteAéopoto aviyvevong g enibeong Sinkhole ypnowwonoiwvrag ta FIT_DATA

oe network detection yiwo. tnv tomoloyia Sink in the middle.
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6.2 Confusion Matrix

Predicted: | Predicted:
n=165 NO YES
Actual:
NO TN =50 FP =10 60
Actual:
YES FN=5 TP =100 105
55 110

2yniua 6.3. Confusion matrix

Y10 Zynua 6.3 BAémovue éva mapaderypo confusion Matrix.

TN - true negatives. Ta true negatives avo@épovtal 6Ta anoTeEAEGHATA TOL BPNKE TO LOVTELO TO.

omoia ékave predict mg benign kot eivar dviwg benign.

TP - true positives. Ta true positives avagépovial 6Ta amoTEAEGHOTO TOV BPNKE TO LOVTELO Ta.

omoia ékave predict mg malicious ko eivon 6vtmg malicious.

FP - false positives. Ta false positives avagépovtal oto anoteléouata Tov BPRKE TO LOVTELO TO

omnoia éxave predict wg malicious ta omoia otV mpaypatikdTO €ivan benign.

FN —> false negatives. Ta false negatives avagépovtal ota amoteléopata Tov BprKe TO LOVTELD

T omoio ékave predict wg benign ta omoia oty mpaypotikdtnTa eivor malicious.

Apa 6ca Ayotepa FP & FN €yovpe 1660 mo amotelecpatikd Kot cmwotd eival To LOVIELO Hog.

confusion matrix

[[2652
[ 1
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2yiua 6.4. Confusion Matrix Sinkhole




‘Eva mapdderyua extéheong tov confusion matrix gaiveton oto Zynua 6.4 Kot GUYKEKPIUEVA OVTA
givon T amoteléopata aviyvevong g enibeong Sinkhole ypnowwonowdvroc ta FIT _DATA og

network detection yia tnv tomoAoyia Sink in the middle.

BAénovpe Oti ta amotedéopato gival oyeddv dproto agov gviomilel cwotd 2052 benign to omoia
etvan ovrog benign (TN), evtonilel cwotd 61 malicious ta omoia eivor Ovrwg malicious (TP) alAid
evromiCel AavBacpéva 4 data points wg malicious aAld eivon benign (FP) kot AavBacpéva 1 data

point mg benign oALd mpaypotikd sivar malicious (FN).

Eniong and to confusion matrix pmopovpe vo Bpodue méco cuvolkd benign ko malicious data
points vdpyovv. Xvvolkd benign givar ta TN + FP dpa 2056 kot to cuvoikd malicious TP +
FN dpa 62.

6.3 Accurate score
To accurate score tov poviéAov &ivor ovolaoTikd ovTd mov cvvnBmg evvoolpe, Otav
xpNoporolov e Tov Opo axpifela. Eivar o Adyog tov aptBpod tov cwotdv TpofAEyemv Tpog TovV

GLUVOAIKO 0p1OUO TV SEIYUATOV EIGAYMYNG.

Number of Correct predictions

Accuracy = —
Total number of predictions made

Fig 19. Accuracy

accuracy score
8.997639282341832

Zyhuo 6.5. Accurate score

Apa yuo T0 To v Tapdostypa To accurate Score givon (2052 + 61) / (2056 + 62) to omoio givan
99.76% (6mw¢ PAEmovue ko oto Fig20). Apa o Isolation Forest yio to cuykekpiuévo Tapadsrypa
netvyaivel oxop akpifetag 99.76%. Zyxeddv 100%. Apa o cuykekplévog aryopBog aviyvevet

TNV GLYKEKPLUEVN eMiBeom oxedOV GpLoTa.
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Kedalaio 7

AnoteAéopata Isolation Forest

7.1 BlackHole BN 40
7.2 BlackHole FR 57
7.3 Selective Forward BN 66
7.4 Selective Forward FR 73
7.5 Sinkhole 80
7.6 COOJA data 88

Méypt otiyung idope kot avoAvcape Toug dvo alyopifuovg mov Ba ypnoiporombovv yu va
Kévovpe oaviyvevorn tov embécewv, OO emiong Kot T S dpopetikég embéoelg mov Oa
LLEAETNCOVUE. TNV GLVEXELD LUANGALE Yo OA TaL GTAO TG TpoETOIaciog dedopévav. ‘Eyovpe
wAnoet yuo kabapiopd dedopévov, Exovpe kaver feature scaling, tpoympfoape oty extloyn Tov
features ypnopomowdvrog texvikég Dimensionality Reduction kon feature selection, kavoue split
ta data og train xau test kot t€Aog cuvToViGOUE TIG TOPAUETPOVS TOV TAIPVOLV 01 V0 olyOp1OoL
Le T1g omoieg Oa yivel To kaAvTepo train tov adyopiBuwv. Mével mAéov mdpovpe Kot vo avaADGovLE
T amoteAécpata Twv 600 aAdyopiBuwv. Etol o€ avtd 10 KepdAmo kot to endpevo Ba dovpe ol
givon to. amoteAéopato Tov SOM ko Isolation Forest Eexwvadviog omd tov tedevtoio kot Oa
eEnynoovpe yatli £govpe avtd to amoteAéopoto Kabmg eniong Kol Katd toco givol KaAd 1 OxL.
No onueidom 0Tt To endpeva 2 Ke@AAaio Tov akoAovBovv Ba eival apkeTd peydia yio 1o AdYo

OTL &yovpe TOAAG GEVApLO VoL EAEYEOVIE KOL VO OVOAVGOVLLE.
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7.1 BlackHole BN

Oa Eexwvnoovpe PAEmovtag o amoteAéspato g enibeong blackHole BN otic 3 dtopopetikég
TOTOLOYiEC TTOL £YOLLE Y1 Ta dVO drapopetikd datasets (FIT & COOJA) yio Tig 300 S10pOPETIKES

aviyvevoelg (local & network).

FIT DATA Local Detection

Middle topology

classification report

precision recall fil-score  support
8 8.28 8.99 @.99 622
1 a.e1 a.81 8.86 63
accuracy 8.93 635
macro avg 8.85 .28 @.92 G35
weighted avg 8.97 a8.98 8.97 685

confusion matrix
[[617 5]
[ 12 51]]

accuracy score
@.9751824817518249

2ynuo 7.1. BH BN middle local FIT results

Y10 Zynua 7.1 PAémovpue to amoteAéopara local aviyvevong g enibeong blackhole BN yuo ta
FIT data otnv Toroloyia sink in the middle ypnowonowdvrag tov Isolation Forest aAydpiOuo.

Ta anoteléopata givor mapa moAd Kold metvyaivovtag £va accurate score 97.5% pe 12 false
negatives data points kot 5 false positives. Avtdé onuaiver 6t o adyopiBuoc éxove predict

AavOoouéva 12 data points cav benign eved oty mpaypotikodtta eivor malicious ko 5 data points
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malicious evd otnv TpaypotikdétnTa sivar benign. . Ouwg eviomioes cwotd 51 malicious data points

kot 617 cwotd benign data points.

Eniong metvyaivovue évo moAd kold precision kot recall toco ywo ta benign 6co ko yuo ta

malicious data points.
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2ynua 7.2. Data points values for malicious set
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10 Zynquo 7.2 PAémovpe TIg TIEG TOV Kupaivovtal to. dedopéva tov malicious node kot 6to Zynua

7.3 PAémovpe Tig TiuéG ov Kupaivovton To dedouéva Tov sink node (benign).

Avapévooue vo, dovpe dapopég oto. features packet forward kou packet dropped. Avtd emeidn
onwc¢ eidape oto kepalowo 3 1 enifeon blackHole tpoomabei vo alddéel Tnv dpopordynon tmv
TakéETOV 0oL avti va kavel forward ta mokéta to kdver drop. Apa givar Loyikd va EXOvE pia
dwapopd oe avtd ta features. Avtd oyvel, €pOGOV amd TO GYNUATA TOPUTNPOVUE OTL HVIMG O
malicious node piyvel maxéta kot Kavel TpomOel makéta 6€ TOAD S1PopeTIKO TPOTO o’ 6Tt 0 Sink
node. Apa vrapyet ovopario o€ owtd to 2 features kot o olydpiOpog pog tpénet vo givan g Oéon

VoL EVTOTIGEL OVTEG TIG OVOUOAIEC TPAYLO TOL KAVEL ATOTEAEGLOTIKAL.
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2ynuo 7.4. Correlation Matrix between features

Axoun pmopodpe va dodpe and to Zynua 7.4 6t ta features packet dropped & packet forward

&xovv ymAd correlation ce oyéon e To target variable, 78% kot 17% avtictorya.

44



0100

0075

0050

0025

0000

-0.025

~0.05¢

0075

2ynuoe 7.5. Health Plot showing the anomalies

Y10 Zynuo 7.5 BAémovpe v ypoaeikn 1 onoio mapovotdlel to health tov data points mov kdvet
predict o akydpiBuog Isolation Forest. BAémovpe Eexdbapa 6Tt pmopel vor eviomicet pe emtvyio
ta anomalies ta omoia Bpickovtal TPog T0 TELOS TNG YPOPIKNG Ta omoia Eexmpilovv amd Ta Gl

data points.
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2ynuo 7.6. Data points values for malicious set
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2ynua 7.7. Data points values for benign set
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[Tapopoimg oto ovuemve pe ta Zynuota 7.6 & 7.7 ovouévouue vo, €MOVHE TOAD KOAd

amoteAéopoto kot oto Sink in top topology.
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2y 7.8. Correlation Matrix between features

Axoun ozmd to correlation matrix mopatnpovpe OTL To OTOTEAECUATO UTOPEL Vo ival oKOun
KaAvtepa kKo artd o middle topology epdcov to correlation peta&v twv features packet dropped

Ko packet forward kou tov target variable eivon peyaivtepo an’ 6t oto middle topology.

classification report

precision recall fl-score  support
a8 a.g9 8..e9 8.99 622
1 a.93 a.89 @.91 62
accuracy .93 684
macro avg @.946 8.94 8.95 634
weighted avg 8.98 8.28 8.98 684

confusion matrix
[[618 4]
[ 7 55]]

accuracy score
©.9839181286549767

2ynuo 7.9. BH BN top local FIT results
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Ovtog 1o omoteléopota €lvol okOUN KOADTEPO KOU OCLYKEKPUEVO Eivor oyedov TéEM

neTvyoivovtag 98.3 % accuracy score kot ToAD YynAd precision ko recall.

I W.'\f*””,‘f“'uw.'h'~.‘N"UW’|*“W i) e \WW w?a{t'w‘rﬁw; |

Jwr. 'm‘

T T T v
0 100 20 300 00 500 00 100

2ynue 7.10. Health Plot showing the anomalies

Ao o Zynpa 7.10 PAémovpe Eexdbapa 0TL pmopel va evromicet pe emttvyio To anomalies T omwoia

Bpiokovtoal Tpog to TG TG YPaPIkng Ta omoia Eeywpilovv amd ta GAla data points.

Ta mowo wéve amoteléopata yio To top topology mapdydnkav and véo poviélo to omoio £ywve

train xkou evaluate Eexyopiotd on’ 01t 6to middle topology.

classification report

precision recall fl-score support

=] @.938 a.99 a.99 622

1 @.89 a.81 a.85 62

accuracy a.97 684
macro avg G.94 a.98 a.92 684
weighted avg 8.97 8.97 a.97 684

confusion matrix
[[616 58]

[ 12 5e]]
accuracy score
8.9736842185263158

2ynuo 7.11. BH BN top local FIT results using same model as in middle
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210 Zynuo 7.9 BAémovpe Ta amoteAEopOTO TO OTTOto Byaivouy amd To LovTtéEAO TO 0moio £yve train
oto middle topology. Avtd 1o train povtédo ypnoiporodnke kot oto top topology yia va dodue
noto, Oo Tov 1 cvpTEPIPoPd Tov oto top topology. BAémovpe amd to amoteléopata Tl Eyovpe
e&loov kald amotedéopato Opmg amd o Tynpa 7.10 Tapatnpodue OTL v XPTGLLOTOMGOVLE £V
VEO HOVTELO pE KavoDpyto train to armoteléouata eivor eEhappdg kodvtepa. Eival oto xépt pag ov

Bélovpe va ypnoomomoovue o poviélo tov middle topology to 1610 yio To top topology.

FIT DATA Network Detection

Middle topology

classification report

precision recall fl-score  support
B 8.99 8.99 g.99 2857
1 a.88 8.81 8.88 63
accuracy .99 2128
macro avg .96 8.906 8.98 2128
weighted avg .99 9.99 8.99 2128

confusion matrix
[[2844 13]
[ 12  51]]

accuracy score
B.98826875471698113

2ynuo 7.12. BH BN middle network FIT results

¥10 Zynquo 7.12 PAémovue ta amotedécpato Network aviyvevong g enifeong blackhole BN yia

to FIT data otnv tomoAoyia sink in the middle ypnowonowdvrag tov Isolation Forest alyopipo.

Ta anoteléopata givor mapa ToAd Kold metvyaivovtag £va accurate score 98.8% pe 12 false
negatives data points kou 13 false positives. Avtd onpaiver 60t1 o adyopiBuoc éxave predict
AovBaopévo 12 data points cav benign evé oty mpaypatikdéto eivor malicious kon 13 data
points malicious evé oty mpayuatikotnto ivor benign. . Opwg evionice cwotd 51 malicious

data points kot 2044 cwotd benign data points.
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Emniong metvyaivoupe évo mohd kakd precision ko recall toco yio ta benign 6co kot ywo to

malicious data points.
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2ynua 7.13. Data points values for malicious set
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2ynuo 7.14. Data points values for benign set
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Onwg ko oto local detection étotr kot oto Network detection PAémovpe OTL TaL Ol TES TV
dedopévov kouaivovior pe mapouolo tpdmo Exoviag dwupopd oto features packet forward &
packet dropped. Apa o adyopiOuoc yio akoun po eopd 6mmg kot oto local detection mpoonabei
va Bpet tig avouaiieg (malicious data points) pacilopevoc kuping og avtd to features mpdypo mov

Omm¢ gidape Kot oto Zynpo 7.12 kavel pe moAd amoTteEAECUATIKO TPOTO.
-10

packet forward

packet send

packet received -

announcement received

packet dropped - 0.0

results -

packet forward

packet send
packet received -
packet dropped -

announcement received

2ynuo 7.15. Correlation Matrix between features

BAémovpe amd tov correlation matrix 6to Zynua 7.15 611 ta cuykekpipéva 2 features Exovv apket|

emidpaon oto target variable.

2ynuo 7.16. Health Plot showing the anomalies
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Eniong PAémovpe omd to Tyfua 7.16 v ypageikn tov health yia v enibeon blackHole BN oe

network detection oto middle topology, 61t 0 adyop1Buoc eivon o€ BEon va evtomiocet To. anomalies.

Top topology
AxorovBovtag akpifmg v i01a pebodoroyia Ba Sovpe To ATOTEAEGILOTA TOV TAIPVOLLLE OO TNV

network aviyvevon tov blackHole BN ¢ top topology ywo ta FIT DATA.

classification report

precision recall fil-score  support
e 1.0 8.99 .99 2854
1 a.67 8.85 8.75 82
accuracy .93 2116
macro avg @.83 @.92 8.87 2116
weighted avg 8.89 B8.98 8.98 2118

confusion matrix
[[2028 28]
[ & 53]]

accuracy score
©.9834593572778823

2ynuoe 7.17. BH BN top network FIT results using same model as in middle

Apyikd Omow¢ kdvape ko oto local detection, ypnowwomoiodpue to trained model mov
onuovpynOnke oto middle topology. BAémovpe amd 1o Zyfjua 7.17 6t ta amotelécpata givor yio
aKOUT [ OPE TOAD KAAG GTOV EVIOTIGHO TNG CLYKEKPIUEVNS miBeomg OPLmS TopatpodE OTL
&yovpe o avénon ota false positives. ‘Etot ekmoudevoope véo povtédo yia to top topology 6mmc

kavape kat oto local detection yio vo doOpe Tig 10pop<G Kat av Hag Sivel KOADTEPO, ATOTEAEGLOTO.

classification report

precision recall fil-score support
=] .99 1.8 1.aa 2854
1 @.38 @.382 @.85 62
accuracy a.99 2116
macro avg a.24 g.91 @.92 2116
weighted avg 8.99 8.99 a.99 2116

confusion matrix
[[2047 7]
[ 112 51]]

accuracy score
8.9914933837429112

2ynuo 7.18. BH BN top network FIT results
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[Mopatmpodpe 41t £xovpe KaAdtepa amoteAéopata e To train vOg VEOL HOVTEAOL TTapd LE TNV

xp1on Tov id61o0v and to middle topology.
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2ynuo 7.19. Data points values for malicious and benign set
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Amd 1o Zynpa 7.19 BAémovpe Ot ko oto network topology vdpyet dtapopd GTNV SLAKVLLAVOT)
Tov oV tev features packet dropped & packet forward Tov malicious node pe Tovg GAAovg
nodes Tov diktvov TPdypa Tov avapévape. Etot o akydpiBuog Eava evtomilet emruymg Ta

anomalies 6nwg gidape kot o ndvm 6to Tynua 7.18.
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2ynuo 7.21. Health Plot showing the anomalies
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Yo Zyqua 7.19 ko Zymua 7.21 yioo axoun pio eopd PAETOVUE TOPOLOLN ATOTEAECUATO OTTMC Kol

oto top topology tov local detection.

7.2 BlackHole FR

FIT DATA Local Detection

Middle topology

classification report

precision recall fl-score  support

8 8.98 8.99 8.99 622

1 a.o1 a.79 8.84 62

accuracy a.97 634
macro avg a.04 .89 a.92 684
weighted avg .97 8.97 8.97 684

confusion matrix
[[617 5]
[ 13 49]]

accuracy score
8.9736842185263158

2ynuoe 7.22. BH FR middle local FIT results

Meretaue topa v eniBeon BlackHole FR ywo local detection. Avouévoope 6ti Ba éxovpe
napodpola omoteréopata pe v enifeon blackhole BN. TTapatnpodue and to Tyfuo 7.22 o1t ta.
amoTeEAEGHOTO TTOV €yovpe gival mMOAD kaAd meTvyaivoviag 97.4% accuracy score, akpifela
(precision) 98% yia ta benign predictions kot 91% ya To. malicious predictions kou recall 99% yia

ta benign kot 79% yia ta malicious. Téhog £xovpe 13 FN ko 5 FP.
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2ynua 7.23. Data points values for malicious and benign set
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A6 to Zynua 7.23 mopatnpodue OTL VIAPYEL Pid SPOPA OTIG TIUEG TOV KLUOIVOVTOL Yo TO

features packet dropped wot packet forward peta&d tov malicious node kot Tov sink node.

Avapevouevo oo yio akoun po gopd piddpe yio pia blackhole enifeon forwarding ratio (FR)

n omoio ypnoyonotel po ovaroyio (ratio) yio vo kabopioet v Oo tpomOndei M va yiver drop éva

MoeBév takéto. ‘Etol mapatnpeite n dapopa oto features packet dropped & packet forward.
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BAémovpue v enidpaomn tov feature packet dropped yiwo v enifeon BlackHole FR and to Zyiuoa
7.24.

i UM N U kR

000 §

100 20 300 00 500 w00 700

2ynuo 7.25. Health Plot showing the anomalies

BAénovpe and 1o Zynua 7.25 611 0 adyopBpog evromilel anrotedeopatikd To anomalies.
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Top topology

classification report

precision recall fl-score  support

8 .88 .88 a.98 622

1 a.82 a.79 a.81 63

accuracy @.96 685

macro avg a.ca 8.89 a.89 685

weighted avg B8.96 B8.96 2.96 585

confusion matrix

[[611 11]
[ 12 35e]]

accuracy score
8.964963583649635

2ynuoe 7.26. BH FR top local using middle model FIT results

Y10 Zynua 7.26 Taipvov e Ta. amoTeEAECILOTO Y10, TO top topology ypnoipomowmvtag To train model
nov ekmandevoape oto middle topology. Ta amoteAéopata givor TOAD KoAd pe accuracy score
96.5%. [Mapatmpovue o pikpn avénon ota FP. Oa dokipldcov e vo ekmode0cov e VEO LOVTEAO

Yo T0 top topology yia va dodpe TV dtapopd.

classification report

precision recall fl-score  support
a @.98 1.068 @.99 622
1 1.6 @.83 @.98 63
accuracy @.28 685
macro avg @.99 @.91 @.95 685
weighted avg 8.98 .28 .98 685

confusion matrix
[[522 @]
[ 11 52]]

accuracy score
©.983941605839416

2ynuoe 7.27. BH FR top local using new trained model

Amo 10 véo ekmandevpévo povtého Kataeépape vo eCapavicoope ta FP divovtog poag axoun
KOADTEPO OTOTEAEGLOTO. A SOVUE Y10 AKOUN L0 POPA TIG TULEG TTOL TOIPVOLV T, OEGOUEVOL LLOG
Y10, VO, LTOPOVLE VO, EvTOoTicovpe Tovg Adyovg mov o Isolation Forest sivor amoteleopaticog yio.

ovtd To attack.

60



888838

Y

Malicious Benign

announcement received packet dropped
announcement received packet dropped
3000
200
2500
2000
2000
1500
1500
1000 1000
500 500
00 02 04 06 08 10 4 6 0 y ! ! ' ! e ! | ! !
. - - a . 00 05 10 15 20 25 30 0o 05 10 15 20
packet forward packet received packet forward packet received
00 1000 3000
250 800 2500
200 500 2000
150 1500
400
100 1000
0
w 200 500
o ! o T T v T T 2 a 3 8 ° —aa 02 00 02
4 -0.4 -0.2 00 02 0.4 . -
acket send results
packet send results P
3000 3000
300
200 2500
250
2000 2000
200 A
1500 1500
150 A
1000 1000
100
500 500
50 4
01— T T T T T 0 T T U
o I I ) I ) I ! o I ) I ) ] 10 20 30 40 50 &0 -0.4 -0.2 00 0.2
59.00 59.25 59.50 59.75 60.00 60.25 60.50 60.75 61.00 06 08 10 12 14

2ynua 7.28. Data points values for malicious and benign set

Eivau Eexabapo 611 ta. blackHole attacks (BN & FR) kabopilovton and ta features packet dropped
ko packet forward. And v @vomn tev attacks kol T0 TOC SOLVAELOVLY AVTO TO YEYOVOC Eivan
avapEVOUEVO. ZTO Zynpa 7.28 BAEmovpe Eavd TV dlapopd oTIg TIHEG avTdVv TeV features yio Tov

malicious node (apiotepd) kot yia tov sink node (6e&1d).
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2ynua 7.29. Correlation between features

61



FIT DATA Network Detection

Middle topology

Ta omoteréopota oto network detection ywo to blackhole FR eivon mah mépo modd wodd
netvyaivovtog 98.7% accuracy score Kot €va opkeTd kadd confusion matrix Zynuo 7.30. O Adyog
elval o 1010¢ 6mwg ko oto local detection. Anhaodn ta dvo features mov €govv peydAn amdkiion

oTlg TIWWEG Toug Yoo tov malicious node Kot Yy TOvg AGAAOLG nodes TOL  SIKTOHOL

classification report

precision
8 8.9
1 @.78
accuracy
macro avg @.89
weighted avg 8.59
confusion matrix
[[2848 14]
[ 13 4a1]

accuracy score
B.9872438756143668

recall fl-score

a.99 8.99
a.79 a.78

G.99
a.89 @.89
@.99 8.99

support

2854
62

2118
2118
2118

2ynuo 7.30. BH FR middle network FIT results

cvumepthappavopévou Kot Tov sink node.
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Onwg PAémovpe yio o axdpn eopd omd ta Zynua 7.31 ko Zynua 7.32 BAEnovpe Tovg 101006

AOyovg mov 0 alyoplBpoc pog Katagépvel va gvtomiost ta malicious data points.
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2ynuo 7.33. Health Plot showing the anomalies

Top topology
classification report
precision recall fl-score support
B @.99 @.989 @.99 2855
1 a.786 a.81 a.78 63
accuracy a.99 2118
macro avg a.88 @.28 a.89 2118
weighted avg 8.99 28.59 28.99 2118

confusion matrix
[[2839 18]
[ 12 51]]

accuracy score
8.9867799811142587

2ynua 7.34. BH FR top network FIT results using same model as in middle

Y10 Tynua 7.34 BAETOVUE TO OTOTEAEGUATO YPNCILOTOLDVTOG TO Hovtélo tov middle topology.

classification report

precision recall fl-score support

e a.99 1.e8 a.99 2855

1 a.83 a.78 a.86 63

accuracy @.99 2118
macro avg a.91 a.89 a.9e 2118
weighted avg a.29 8.29 8.99 2118

confusion matrix
[[2845 18]
[ 14 49]]

accuracy score
B .9286685552487032

2ynua 7.35. BH FR top topology FIT results
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Ta anoteAéopata YpMCILOTOLOVTOS VEO EKTAOELUEVO LOVTELD PeATidOnKay eAdyloTaL.
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Onwg BAEmovpe Yo pior akOun @opd amd ta Zynpa 7.31 ko Zynpa 7.32 BAémovpe Tovg idtovg

AOyovg mov 0 alyoplBpoc pog Katagépvel va gvtomiost ta malicious data points.
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2ynuo 7.38. Health Plot showing the anomalies

7.3 Selective Forward BN

FIT DATA Local Detection

Middle topology

classification report

precision recall fil-score  support

e 8.095 8.97 8.96 622

1 8.62 .48 a.54 63

accuracy @.93 685
macro avg 8.79 a.72 a.75 685
weighted avg 8.92 a8.93 .92 685

confusion matrix
[[604 18]
[ 33 30]]

accuracy score
©.9255474452554745

2yniua 7.39. SF BN middle local topology FIT results
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o€ oVYKploT Ue Ta amoTeAéspata evromicpov Tov blackHole. Av kot £yovpe KaAd accuracy score

92.5%, PAémovpe 011 elvar epdTEPO o€ GOYKPLon pe to blackhole, d6mwg emiong kot to confusion

matrix. Yrapyovv 33 FN kot 18 FP predictions.
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2ynua 7.41. Data points values for malicious and benign set

67




Apyikd Topotnp®OVIOG TIG YPOEIKES TOV Zyua 7.41 SlomioTtdvovpe OTL LITAPYEL OTMG KOl GTO
blackhole diapopd otic Tipé tov features packet dropped kot packet forward. IToAd Loyikd agpon
avT M enifeon cvumePLPEpeTOL L Tapopolo Tpodmo onw¢ kot to blackHole. Piyvelr makéta kot
aAlalel ta packet forward. Opmg mapatnpodpar 6Tt av kot o sink hole oo packet dropped feature
ot Tég etvan 0, Kou otov malicious node vapyovv TOAAEG undevikég TEG oto feature packet
dropped. Emiong vmdpyet ka1 opodtnto ota packet forward peta&d tov sink node kot tov
malicious node. Avtd cvpPaivel yrati n cvykekpuévn enifeon givar apketd VTovAN. Onmg Kot To
o6vopa g enifeong emdéyet ma mokéta vo kavel forward. Ondtav YU avtd Ta omoTeEAEGHATA Y10

avtd 1o attack elvan yeypdtepa and to blackHole.

Top topology
classification report
precision recall fi-score support
=] @.94 .96 .95 622
1 @.53 .41 .46 63
accuracy .81 685
macro avg a.74 @.69 a.71 685
weighted avg a.08 a.c21 a.91 685

confusion matrix
[[590 23]
[ 37 26]]

accuracy score
8.9124887591248876

2ymuo 7.42. SF BN top local topology using middle model FIT results

O alyopiBuoc yia to top topology se local detection metvyaiver accuracy score 91.2% pe 37 FN
kot 23 FP. Ta aroteléopata avtd dev givar kot 1660 kaAd ypnoponouwdvtag to middle model dpa

vAomoinoa Eexwptotd poviéro yuo to top topology.

classification report

precision recall fl-score  support
B 8.95 8.98 8.96 622
1 8.65 a.44 8.53 63
accuracy 8.93 685
macro avg .88 8.71 8.74 685
weighted avg 8.92 @.93 g.92 685
confusion matrix
[[687 15]
[ 35 28]]

accuracy score
B.927887259270@73

2ynua 7.43. SF BN top local topology FIT results
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Y10 Zynpa 7.43 PAETOLLE TO OMOTEAEGHLOTO OO TO VEO EKTOOEVIEVO LLOVTEAO KOl TTOPATIPOVLLE

ot €yovpe Pertioon o oxéon pe to £toyo povtéro. Tlapatnpovpe Opwmg 6Tt Kot ToM Gg GYEon

ue to BlackHole, o evtomiopog tov selective forward givat Aydtepo amoteleopatikdg. Ot Adyot

ywo. To top topology eivar axpifmg ot idtot pe avtovg oto middle kot aivovtot amd to Zynua 7.44

t0 omoio pog delyvel Tig Tipég mov maipvovv ta feature yio To malicious node kot to sink node kot

CLYKEKPILEVE oG EvOLapEpovV Kupimg To packet forward kot packet dropped.
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2yniua 7.44. Data points values for malicious and benign set

FIT DATA Network Detection

Middle topology
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classification report

precision recall fil-score  support
o] 8.98 1.0@ @.99 2856
1 8.95 a.3a @.46 63
accuracy @.293 2119
macro avg 8.96 8.65 a.72 2119
welghted avg .98 8.98 2.97 2119
confusion matrix
[[2855 1]
[ 44 19]]

accuracy score
8.9787635677206229

2ynuo 7.45. SF BN middle network topology FIT results

[Ipoywpmdvtag tdpa. oto network detection avapévovpe ta amoteléopata va gival AAEP®OS
yepotepa. O Adyog sivar emedn Tpoohétovpe oto data set pog mepiocodtepa dedopéva benign (amd
T0. GAAa benign nodes Tov diktdov) Kot £T61 EKTOC 0o TO YEYOVOS OTL T, dedopéva pag Bo yivouv
mo avicopporo and 6t oto local, onwg gidape n cvykekpévn enibeon givorl o dHoKoAo va
evtomiotel am’ oOtt n DblackHole. Ag dovpe Tig mpéc tov feature twv benign nodes

ovumepappavouévou kot tov Sink node kat tov malicious node.
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2ynua 7.46. Data points values for malicious and benign set

Mo axdépn o eopd Tapatnpovpe 61t To features packet dropped kot packet forward sivor avtd
OV ATOKAIVOVV Ot TIES Toug peta&d Tv benign nodes kot Tov malicious node. Adym tov 41U
omwg eimape N eniBeon etvar HVTOVAN Kot AOY® TG LEYOAVTEPNG OLLOIOTITOS TTOV VITAPYEL OTIG TILES
tov features Tov malicious pe Tv benign nodes Kot 6T EIMALLE TNG AVIGOPPOTNG KATOVOUNG TOV
dedopévov petald benign kot malicious to aroteAéopota Ogv elval Kot TOG0 KOAG ovTY| T QOpda.
Avotoymg vdpyet avénon ota FN 6mov o adyopiBuog evromilel AavOacuéva 44 data points cav

benign evd givon malicious. Evvositar 611 givon kot otnv ¢Hon tov kdbe akyopiBuov pumyovikng
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péOnong ko 6to Tmg 00VAELEL 0 KAOE ahyopBuog va ennpedletl Katd moAD ta anoteAécpata. Oa

dovpe otn cvvéyela otov SOM 611 T omoteléopata ivat SLPOPETIKA.
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2ynuo 7.47. Health Plot showing the anomalies

>10 ZyMua 7.47 PAémovpe 6T To anomalies mov Ppickel 0 aAyOpOpog dev ivar Kot T060 KAAJ.

Top topology
classification report
precision recall fl-score  support
-] g8.98 1l.0¢ .99 2856
1 a8.81 .35 a8.49 63
accuracy 8.98 2119
macro avg .08 a8.67 8.74 2119
weighted avg 8.58 8.58 8.97 2119
confusion matrix
[[2851 5]
[ 41 22]]

accuracy score
8.97320164700238234

2ynua 7.48. SF BN top network topology using middle model FIT results

Y10 Tynuo 7.48 BAémovpe to anoteléopata yo To top topology pe v xpnon Tov HoviEAoL 6To
middle topology. Aev BAémovue kamowa Bedtioon. Xt cvvéyeia Oa So0UE T OTOTEAESHLATO OO

VEO ekTadevpEVO LOVTELD Yia To top topology.
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classification report

precision recall fl-score  support
8 .28 1.e8 a.99 2856
1 .97 .44 8.61 63
accuracy 8.938 2119
macro avg 8.97 8.72 @.8e 2119
weighted avg 8.98 8.98 8.98 2119

confusion matrix
[[2055 1]
[ 35 28]]

accuracy score
8.9238188541764984

2ymuo 7.49. SF BN top network topology FIT results

BAémovpe and to Zynua 7.48 Beltioon oto amoteAéopata am’ OTL pE TO pHoviélo tov middle
topology. ITapdra awtd av kot £xovpe Tapa moAd KaAd accuracy score Exovpe Ynid aptbuo FN.

O1Aoyot etvar o1 10101 e TOVS TPOTYOVLEVOLG.

0 20 500 50 1000 1250 1500 1750 2000

2ynua 7.50. Health Plot showing the anomalies

E&aA\ov o apBudg tov FN eaiverar kot omd to graph tov Zynua 7.50.

7.4 Selective Forward FR

FIT DATA Local Detection

Middle topology
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classification report

precision recall fl-score  support

<] a.04 @.98 8.96 622

1 a.67 8.38 g8.48 63

accuracy 8.e3 685

macro avg @.8@ @.68 a.72 685

weighted avg @.91 .93 .92 685

confusion matrix

[[612 12]
[ 38 24]]

accuracy score
©.9255474452554745

2o 7.51. SF FR middle local topology FIT results

Onwg PAEmovpe amd to Zynua 7.51 ta amoteléopara yia to selective forward FR eivon mapopoa
ue to selective forward BN. Avopevopevo yloti 0nmg iyoape det to selective forward eivai éva
vmovho attack. O adyopiBpog metvyaiver 92.5% accuracy score oArd duotuydg Exovpe 39 FN data

points.
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2ynua 7.53. Health Plot showing the anomalies
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Top topology

classification report

precision recall fl-score support
a a.97 a.96 .96 622
1 @.64 a.67 @.65 63
accuracy 8.3 685
macro avg a.868 a.81 a.81 685
welighted avg a.04 a.83 8.93 685
confusion matrix
[[598 24]
[ 21 42]]

accuracy score
©.9343865623438657

2ymuo 7.54. SF FR top local topology using middle model FIT results

Ta amotedéopoto ypnoiponotdviog to Middle poviélo sivarl kdmwg kaAbtepa TETVYAIVOVTOG

Beltimon oto accuracy score (93,4%) an’ 611 oto middle topology kot eniong peidvovtor to FN.

classification report

precision recall fl-score  support

*] 8.97 a.99 8.98 622

1 @.88 a.65 a.77 63

accuracy 8.96 635
macro avg 8.92 a.84 8.87 635
weighted avg 8.96 8.96 8.96 685

confusion matrix
[[616 6]
[ 28 43]]

accuracy score
0.962843795628433

2ynua 7.55. SF FR top local topology FIT results

Ta amoteléopata givor KaAOTEPA HE VEO EKTOOEVUEVO HOVTEAD TeTvYaivovtag 96% accuracy

score ko ertidvovtog katd Told ta FN ko FP mov eiyape oto middle topology.
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Zouepwvo e ta Zynua 7.56 & EZynua 7.57 Brémovue 6t odhayn otig Tinég tov packet dropped
otov malicious node ka1 otov benign node avéndnke an’ 6tt oto middle ko avtd Kdhvet
EVKOAOTEPO TO £€pY0 TOL OAYOPIOLOV Vo BPEL O OMOTEAEGUOTIKA KOl EVKOAO TIG OVOUOAIEG

ePOGOV eEAALOL avTY gval Kot 1] SOVAELL TOV GLYKEKPIUEVOL adyopiBpov.

FIT DATA Network Detection

Middle topology

classification report

precision recall fl-score  support
8 8.98 1.0@ 8.99 2855
1 8.93 8.22 8.36 63
accuracy 8.98 2118
macro avg 8.96 8.61 8.67 2118
weighted avg a.98 8.98 .97 2118

confusion matrix
[[2854 1]
[ 49 141]]

accuracy score
8.97639282341831¢91

2ymuo 7.58. SF FR middle network topology FIT results

[poywpmdvtag topa oto network detection avapévovpe ta omoteléopata vo gival EAQPAOS
yepotepa. O Adyoc ivar emedn Tpoohétovpe oto data set pog mepiocodtepa dedopéva benign (amd
T GALo benign nodes tov diktHov) Kot £T61 EKTOC 0o TO YEYOVOG OTL Ta dedopéva. pog Oa yivouv
o avicopporna ard o1t oto local, onmg eidaue n cvykekpuévn enibeon eivar mo dHoKoLo va
evtomiotel am’ oOtt n blackHole. Ag dovue Tig mpéc tov feature twv benign nodes

ovumepappavopévou kot tov Sink node kat tov malicious node.
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2y 7.59. Data points values for malicious and benign set

Onwog kot oto local detection oto middle topology dev éyovpe ko TV KEAVTEPN SOCTOPE TOV

OEJOUEVMV KOl AVTO OTTOOEIKVVETOL KOl OTTO TOL OTOTEAEGLLOLTAL.

Top topology

classification report

precision
e 8.98
1 1.8
accuracy
macro avg @.99
weighted avg 8.98

confusion matrix
[[2057 8]
[ 39 24]1]

accuracy score
©.9816837735849a57

recall fl-score

support
8.99 2857
8.55 63
8.98 2128
8.77 2128
8.98 2128

2ynuo 7.60. SF FR top network topology using middle model FIT results
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Xpnoonowmvtag to poviédo tov middle topology ta amoteléouata mov mTaipvovpue oto top ivot
KaAd oA dSvotoymc Exovpe 39 FN. Avauévoope 0Tt e Vv ekmaidevon vEou HovtéAov yio to top
network topology, va éyovpe kakdtepa dedopéva apov kot oto local eidape ot ta dedopéva Tov
malicious node yw to features packet dropped kot packet forward diapépovv tepicodtepo omd

tovg benign nodes a6 611 oto middle topology.

classification report

precision recall fl-score  support

8 .99 1.68 .99 2857

1 8.91 a.62 8.74 63

accuracy 8.a89 2126
macro avg .95 8.81 8.86 212@
weighted avg a8.99 g.99 a8.99 2128

confusion matrix
[[2853 4]
[ 24 39]]

accuracy score
8.9867924528301887

2ynua 7.61. SF FR top network topology FIT results

Ovtog 1o amoteléopato eivar Kaddtepa metvyaivoviag 98.6% accurate score kot 24 FN. Ta
dedopéva eivor oyeddv o id1a pe avtd tov local detection amhd tdpa £xovpe meptocdtepa benign
dedopéva apov ypnoponotodpue dlovg tovg benign nodes tov diktoov. Opmg n dagopd otV
daomopd tov TV tov features packet dropped & packet forward peta&d tov malicious node

Kot TV dAAmv nodes givar peyaidtepn amd 6tL oto middle.

7.5 Sinkhole

FIT DATA Local Detection

Middle topology
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classification report

precision recall fl-score  support

e 8.99 8.97 8.98 622

1 a.74 8.9e 8.81 82

accuracy 8.96 684
macro avg .86 8.04 .98 684
weighted avg 8.97 8.%6 8.96 684

confusion matrix
[[602 28]
[ & 56]]

accuracy score
B.9619283648035673

2ynuo 7.62. Sinkhole middle local topology FIT results

[Ipoywpdvtag oty tedevtaia eniBeon (sinkhole) mapatnpode 61t oto middle topology local
detection ta anotedéouata givor apketd kold. Exovue éva accuracy score 94% pe 6 FN ko 20
FP.

results - 100%
packet forward
packet send
packet received -

annauncement received

packet dropped

packet forward

packet send

packet received
packet dropped -

announcement received

2ynua 7.63. Correlation Matrix
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2ynuo 7.64. Data points values for malicious and benign set

[Mopatnpodpe omd to Zynua 7.63 & Zynua 7.64 611 mhéov dev Exovpe Sopopég oty dooTopd
TV TIpdV tov features packet dropped peta&d tov malicious node pe tovg benign nodes. Onwg
BAémovpe ota dvo figures peretodue ta features packet received, packet send ko ehappidg packet
forward. Avto eivar Aoyikd €@Ocov OTMG EdAE 6TO KEPAANLO TOV OVOADOVLE TIG EMOECELS, TO
sinkhole attack mpoomabei va cvunepipepfel dmwg Tov sink node. Aniaon mpoonabel va kdvel
manipulate ta dedopéva mov AapPdavel kot o dedopéva mov otéAvel (packet received & packet
send). Apa yia avtd to attack Ba pog amacyoAncovy avtd Ta 2 kupimg features kot Atyotepo to
packet forward. Xto Zynua 7.63 PAémovue ko to correlation peta&d avtov tov features e to
result (target variable).
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2ynuoe 7.65. Health Plot showing the anomalies

Y10 Zynuo 7.65 mopatnpovpe 0Tt 0 adyopiduog cvumeprpépetor moAD koAl oto sinkhole

Bpiokovtog oyedov Odeg Tig avopories (malicious data points).

Top topology
classification report
precision recall fl-score  support
8 8.96 8.96 8.96 622
1 a8.62 a8.62 8.62 83
accuracy 8.23 685
macro avg a.79 a.79 8.79 635
weighted avg a8.93 a8.93 8.93 585

confusion matrix
[[598 24]
[ 24 39]]

accuracy score
8.92992768720027

Zynua 7.66. Sinkhole top local topology using middle model FIT results

BA\énovpe yepotepa amotedécpara ypnoiponoldvtag to middle povtélo oto top topology. Oa

doVLE TO ATOTELECUATO EVOG VEOU EKTOLOEVUEVOL LOVTELOVL.
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classification report

precision
%] 8.98
1 a8.87
accuracy
macro avg 8.92
weighted avg 8.97

confusion matrix
[[614 8]
[ 11 52]]

accuracy score
8.9722627737226277

2ynua 7.67. Sinkhole top local topology FIT results

recall fil-score  support
8.99 8.98 622
8.83 a.85 683

a.97 685
8.21 a.92 685
8.97 a.97 685

To amoteAéopata pe T0 VEO EKTAOELUEVO LOVTEAD PBeATidvovTon Kot moAy. [letvyaivovpe éva

97.2% accuracy score. 'Eyovpe 11 FN data points aALd dev movet va, ivot KOAO amoTEAEGOL.
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2yniua 7.68. Data points values for malicious and benign set
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2ynue 7.69. Correlation Matrix

Amd ta Zynuo 7.69 kot 84 mapatnpodue 0T ot TIHES TOV TPV features Exovv 0nmg kot oto middle
detection apket| dtapopd kot ynAd correlation. Avtd e€nyel kot To omoTeEAéGHATA TOV OiVEL O

alyoppoc.

FIT DATA Network Detection

Middle topology

classification report

precision recall fl-score  support
8 1.88@ 1.6@ 1.8@ 2856
1 a.94 8.93 8.96 62
accuracy 1.88 2118
macro avg a.87 8.99 8.98 2118
weighted avg 1.88 1.6@ 1.e8 2118

confusion matrix
[[2852 4]
[ 1 81]]

accuracy score
0.997639282341832

2ynuo 7.70. Sinkhole middle network topology FIT results
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Ta arotehéspota mov Eyovpie yuo to middle topology oto network detection eivat oyedov amdivta

oxedov 100%. BAémovpe 99.7% accuracy score kot 1 povo FN.
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2y 7.71. Data points values for malicious and benign set
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2ynua 7.72. Correlation Matrix
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Eexdbopa amd ta 2 mo nhve figures PAETOLpE OTL T dedopéva elvar TOAD KaAd KoTavEUNILEVA.

H dwpopd otig Typég toov 3 features otov malicious node pe tovg benign nodes givat peydan.

o 20 500 0 1000 1250 1500 1750 2000

2ynuo 7.73. Health Plot showing the anomalies

O Isolation forest fAénovpe 611 Bpicket Ta anomalies emttvuy®S.

Top topology
classification report

precision recall fl-score support

a 8,08 1.88 é.99 2852

1 1.68 a8.456 B8.63 63

accuracy 8.98 2115

macro avg .99 8.73 8.381 2115

weighted avg 8.a8 a.98 8.98 2115

confusion matrix
[[2852 @]
[ 34 281]

accuracy score
0.9339243408817967

2ynua 7.74. Sinkhole top network topology using middle FIT results

Oyt kot ToAd Kodd amotedéopata oto top topology ypnoponoidvrag to middle model. Ta FN

avéavovral og 34.
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classification report

precision recall fl-score  support

e .99 1.08 a8.99 2852

1 1.08 a8.62 8.76 63

accuracy 8.99 2115
macro avg 8.99 8.81 8.83 2115
weighted avg 8.99 a.00 .99 2115

confusion matrix
[[2052 8]
[ 24 3911

accuracy score
8.0886524822605835

2ynuo 7.75. Sinkhole top network topology FIT results

Av kot o amoteléopata Pedtunvovior oe oyéon e to middle trained model €yovpe 24 FN data

points. Ot Adyot givan 16101 Ko Yo To middle topology.

7.6 COOJA DATA
COOJA DATA Local Detection
Middle topology

classification report
precision recall fl-score support classification report
precision recall fl-score  support

8 a.94 @8.99 8.96 576

1 e.77 0.48 @.52 58 6 8.95 6.98 6.97 576
1 a.72 a.58 @.59 58
accuracy a.83 634 accuracy a.04 634
macro avg a.8:5 a.69 a.74 634 macro avg a.34 .74 .78 634
weighted avg 8.93 8.93 8.92 634 ueighted avg 8.03 a.04 .03 634
confusion matrix confusion matrix
[[569 7] [[565 11]
[ 35 23]] [ 22 29]]
accuracy score accuracy score
0.9337539432176656 8.9369085173501577
BH-BN middle BH-FR middle
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classification report classification report

precision recall fil-score  support precision recall fl-score  support
2] 8.91 8.94 8.93 576 8 .91 8.95 8.93 576
1 8.16 @8.16 a.12 4] 1 @.16 @.e9 @.11 58
accuracy a.87 634 accuracy .88 634
macro avg 6.54 6.52 @.53 634 macro avg @.54 8.52 @.52 634
weighted avg a.84 8.87 a.8g 534 weighted avg 8.84 .88 @.36 634
confusion matrix confusion matrix
[[544 32] [[55e 26]
[ 52 6]] [ 53 &5]1]

accuracy score

accuracy score
B.8753943217665615

©.8675878864353313

SF-BN middle SF-FR middle
classification report
precision recall fl-score  support
8 8.92 8.97 8.95 576
1 8.41 8.19 8.26 58
accuracy .08 634
macro avg .66 8.58 .68 634
weighted avg .88 a.%8 .88 634
confusion matrix
[[568 16]
[ 47 11]]

accuracy score
8.9886389148264984

Sinkhole middle

[Ipoywpdvtag oto COOJA dedopéva, Ba mapatnpicovpe apketd pLeydin dtoeopd on’ 6T 6T
FIT dedopéva yro. to middle topology. EEdAlov 6mwe PAEROVLLE KO TO. OTOTEAEGUOTO TTLO TAV®
dVoTLYMG dgV glval To avapevopeva £xovtag Leyain mopaxkun omd ta FIT dedopéva and ta
OATOTEAECUOTO NTOV TTOAD KaAG oxeddv TéAEW0. O AdYog NTav €0K0A0 va. evtomichel ko ivar
oA omAGG Vo Tov KortaAdovpe. Avti 1 mapakur cvppaiver oto middle topology kvpimg
Kabmg o top kot o random topology, Tapovstalovy TapOUoLe Kol KOAG OTOTEAECUATO OTIMG

kot ota FIT DATA.
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Ta Téve

dedopéva eivar yio to BH-BN middle topology. BAénovpe 6t og avtibeon pe ta FIT data to 2

KOpio features wov pog evolapépouy kat yevikd 6Aa o, features tov malicious node maipvovv givan

oxedov mavopotdtnta pe to. features tov benign. Zvykekpuévo to packet dropped xou packet

forward mov 6nwg eidape ota FIT data pog evéiapépovv mepiocdtepo o€ avtn v emibeon,

BAémovpe 611 o1 TIEC ATV TV features otov malicious node givat oyeddv idieg pe tov Sink node.

Av16 K0016TA TOAD HVOKOAO EmG 0dVVATO GTOV EVTOTIoUO TV emBécewy amd Tov Isolation Forest

Kkabmg dev Oa Oswpei ta attacks mg anomalies Aoyw ¢ opotdtnTdg Tovg pe ta. benign. Avtd mov

ovumepaivovue givan 6t o FIT data ivar modd kaAdtepa Kot 1o akping kabmg dnuovpyodvtat

oo ekteAEcelg o mpaypoTkd mepPdidov oe avtifeon pe too COOJA mov dmwg PAémovpe dev

etvan Egxabapa.
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Random topology

Malicious
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packet dropped

announcement received packet dropped
3000
200
2000 4
1750 4 2500
150
1500 2000
100 1250
1000 1500
750 1000
50
500
500
0 250
0 2 3 4 5 40 &0 80 100 120 0- o T T T T
0 1 2 3 4 5 -04 -0.2 0.0 0.2 0.4
acket forward acket received .
100 P 300 P packet forward packet received
1600 3000
250
80 1400 2500
00 1200 2000
&0 1000
150 00 1500
40
100 600 1000
20 400
50
200 4 soo
0 0 T T y 0 °
0 50 100 150 200 250 300 350 -0.4 —0.2 0.0 02 0.4 0 25 50 75 100 125 150 1% oa o2 00 02 04
packet send 100 results packet send results
250 3000
250 2000 4 2500
200
200 2000
1500
150
150 1500
100 1000
100 1000
50 50 5001 500
L m 1 I — | oLl | ol — |
0 10 0 30 40 50 60 06 08 10 12 14 0 10 20 30 40 50 60 -04 -0.2 00 0z 04

[Ipoywpdvtag oto random topology mapatnpovpe 0Tt Ta dedopéva pag ivor OTmg TPEMEL OTMG

ko ota FIT data. @aivetar 1 dtopopd otig Tiuég tov features packet forward kon packet dropped

tov malicious node (BH-BN random topology) o oyéomn pe tov sink node énwg axpipdc PAémape

kot oto, FIT data pa ta amoteléopota avapuévoviol o) KaAdTepa.

classification report

precision recall fl-score support precision recall fil-score  support

a a.28 1.88 @.99 576 e @.98 @.99 @.99 576

1 a.28 8.81 8.89 58 1 @.%4 @.81 @.87 58

accuracy @.98 634 accuracy @.98 634

macro avg 2.98 8.28 a.94 634 macro avg @.%6 @.9a @.93 634

weighted avg a.o8 g.08 a.98 634 weighted avg @.93 8.08 8.98 634

confusion matrix confusion matrix

[[575 1] [[573 3]
[ 11 47]] [11 47]]

accuracy score
B.9818725552858473

BH-BN random

91

classification report

accuracy score
©.9779179818725552

BH-FR random




classification report classification report

precision recall fl-score  support precision recall fl-score  support
<] .95 8.99 .97 576 =] 8.96 8.99 8.97 576
1 g.g1 @.52 8.66 58 1 a8.87 8.57 8.60 58
accuracy @.85 634 accuracy @.95 634
macro avg @.e3 8.78 @.82 634 macro avg .91 8.78 8.83 634
weighted avg @.95 .95 .94 634 weighted avg 8.95 9.95 Q.95 634
confusion matrix confusion matrix
[[573 3] [[571 5]
[ 28 3e]] [ 25 33]]
accuracy score accuracy score
8.9511841809463722 B.9526813888126183
SF-BN random SF-FR random
classification report
precision recall fil-score  support
<] @.94 @.98 8.9% 576
1 @.68 @.386 6.45 58
accuracy .92 634
macro avg a.77 8.67 a.7a 634
weighted avg 8.91 8.92 8.91 634
confusion matrix
[[562 14]
[ 37 21]]

accuracy score
©.919558359621451

Sinkhole random

Top topology

[ToA0 mapdpola aroteAéopata £xovpe Ko 6to top topology 0mwe kot 6to random. Ouwg oto top

topology &yovpe kokd aroteréspota yio to sinkhole attack.

classification report

precision recall fl-score  support
<] 8.91 a.94 8.93 576
1 8.86 a.e3 a.84 58
accuracy .86 634
macro avg .48 @.49 8.438 634
weighted avg 8.83 B8.86 8.84 634
confusion matrix
[[544 32]
[ 56 2]]

accuracy score
8.861198738170347

Sinkhole attack top
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Ta dedopéva ylor axoun pa eopd givar mavopotdtnto petah malicious node kou sink node.
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210 mo mave heatmap PAémovpe mOco TOAD £mece to correlation peta&y tov features Kot Tov
target variable. Evd oto FIT eiyoue 90-98% correlation oto features packet forward, packet send

ko packet received edm £yovpe 15% to peyorvtepo.

COOJA DATA Network Detection
Middle topology

classification report irs .
P classification report

precision recall fil-score support . .

precision recall fl-score  support

=] @.e7 1.e9 @.99 1959
1 a.64 a.12 a.28 58 e g.98 1.8 @.99 19@1
1 8.91 a.34 a.58 58

accuracy a.e7 2817
macro avg 8.81 8.56 @.59 2017 accuracy 8.98 1959
weighted avg @.96 8.97 .96 2017 macro avg 8.4 a.67 a.74 1059
welghted avg 0.98 .98 .98 1959

confusion matrix
[[1@55 4]

confusion matrix
[ 51 711

[[1899 2]

accuracy score [ 38 20]]

B.9727317798718957
accuracy score
©8.9795814108913732

BH-BN middle BH-FR middle

s . classification report
classification report P

precision recall fl-score support precision recall fil-score support
2] @.97 1.e8 @.98 1281
=] 8.97 1.6@ @.98 1o@el 1 &.60 &80 &.00 cg
1 8.8 a.08 8.88 53 ’ ’ ’
o accuracy 8.97 1959
accuracy 8.97 1952 macro avg .49 .50 .49 1959
macro avg .49 .58 .49 1959 weighted avg 6.24 8.27 .95 1959
weighted avg .94 8.97 8.96 1959
confusion matrix
confusion matrix [[1892 9]
[[1%e1 8] [ s8 e]]

[ 58 8]]

accuracy score
accuracy score B.96572887697885
8.9783038576224011

SF-BN middle SF-FR middle

classification report

precision recall fl-score  support

8 @.98 @.99 @.98 14a7

1 @.0a @.0a @.08 34

accuracy @.97 1441

macro avg @.49 @.58 @.49 1441

weighted avg @.95 @.97 .96 1441

confusion matrix

[[1396 11]
[ 34 a]]

accuracy score
0.9687716863289383

Sinkhole middle
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[Mapatnpodue 611 Ta anoteréopata oto middle topology yiwa o network Detection oo COOJA

data sivon mwapopola kot axoun yeypdtepa an’ 61t oto local Detection. Ot Adyot givar capd¢ ot

idwot. Eivor axoun yepdtepa yio 1o Adyo 011 oto network detection mpootiBevtar moAy

neplocoTEP benign data points amd GAOVG TOVG KOUPBOVG TOV SIKTLOL KOl OO TNV GTLYUT TOV TO.

benign data givai moAd 6powa pe ta malicious data yio 6Aa. To attacks o Isolation Forest advvarel

Vo eVTomicel TG EMOECELS.

Random topology

classification report

precision recall fl-score support precision
2] @.q9 1.88 1.e8 1981 2] [= =]
1 @.85 8.72 8.82 58 1 1.0
accuracy @.99 1959 accuracy
macro avg @.97 8.86 e.91 1959 macro avg 8.29
weighted avg a.g9 8.99 @.99 1959 weighted avg a.g9
confusion matrix confusion matrix
[[1899 2] [[1%@1 8]
[ 16 42]] [ 21 37]]
accuracy score accuracy score
©.95%88116385911179 ©.9892802450229708
BH-BN random
classification report classification report
precision recall fl-score  support precision
8 8.08 1.0 0.99 1001 f 2'32
1 74 @.45 @.56 ta )
accuracy
accuracy @8.98 1859 macro avg a.28
macro avg @.86 .72 8.77 1o59 weighted avg 6.08
weighted avg @.98 @.98 2.98 1959

confusion matrix
[[1892 9]
[ 32 26]]

accuracy score
0.979@709545686574

SF-BN random

classification report

classification report

BH-FR random

confusion matrix
[[1892 2]
[ 27 3111

accuracy score
B©.9816232771822359

SF-FR random

precision recall fil-score  support
2] 8.88 1.08 8.99 1981
1 1.0 @.24 a.39 58
accuracy 8.98 1959
macro avg 8.99 a.62 @.69 1959
weighted avg .98 .98 .97 1959

recall fl-score

.99
.78

.99

.89
.99

racall fil-score

.99
.63

confusion matrix
[[1ge1 8]
[ 44 14]1]

accuracy score
0.97753956100685104

Sinkhole random
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Onwg kot oto local detection PAémovpe apket Peitimon oto amoteAéouato Kol 6to network

detection. Ot Adyot givat 10101 pe avtotg mov avapepa oto local detection. Xto random topology 1

domopd TV T®V ota features tv dedopévov peta&y benign kot malicious node avédveral

Katd Moy on’ 6t oto middle topology. Avtd dnuovpyel po euoikn doeopd petald ota

malicious data ko benign data kot 1ot o Isolation Forest umopel va evtonioet apketd and ta

attacks éyovtag v dvvatodtnta vo to. kével isolate.

Top topology

classification report

precision
e @.97
1 @.%8
accuracy
macro avg @.68
weighted avg 8.97
confusion matrix
[[575 1]
[ 15 43]]

accuracy score
0.9747634069400631

BH-BN top

classification report

precision
e 8.e4
1 a.79
accuracy
macro avg a.86
weighted avg 8.93
confusion matrix
[[57e 8]
[ 36 221]

accuracy score
8.9337539432176656

SF-BN top

recall fi1-score support

1.0@ @.99 576
a.74 a.84 58

8.97 634
.87 @.91 634
@.97 @.97 634

recall fil-score  support

8.%9 8.96 576
.38 8.51 t8

8.83 634
8.68 a.74 634
68.83 @.92 634

classification report

precision recall fl-score
=] 8.91 @.24 8.93
1 .85 @.e3 a.e4
accuracy a.86
macro avg a.48 @.49 @.48
weighted avg 8.83 8.86 2.84
confusion matrix
[[544 32]
[ 56 21]

accuracy score
©.8061198738170347

Sinkhole top
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classification report

precision recall fil-score

=] 8.97 1.0@ a.98

1 1.ee a.69 @a.82

accuracy .97

macro avg a.98 @.24 @a.9e

weighted avg 8.97 8.97 @.a7

confusion matrix

[[576 @]
[ 12 48]]

accuracy score
©.9716888328875789

BH-FR top

classification report

precision racall fi-score

a8 a.97 a.98 a.97

1 a.78 a.66 a.71

accuracy @.95

macro avg a.87 a.82 a.84

weighted avg 8.85 8.85 8.95

confusion matrix

[[585 11]
[ 28 38]]

accuracy score
68.9511841889463722

SF-FR top

support

576
58
634

634
634

support

576
58
634

634
634

support

576
58
634

634
634



[Mapopowa Eava to amotelécpato Kot avapuevopeva 6mmsg Kot oto local top topology detection.
AVoTUY®G Yo oKOUN pio @opa PAETOVIE TOAD PEYAAN TOPAKU OTO OMOTEAEGLOTO EVIOTICUOV

tov sinkhole attack. ZEavd o Aoyog givat o id10g pe avtd oto local detection.
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KedpdAaio 8

AnoteAéopata Self Organizing Map (SOM)

8.1 BlackHole BN 98

8.2 BlackHole FR 104
8.3 Selective Forward BN 108
8.4 Selective Forward FR 112
8.5 Sinkhole 116
8.6 COOJA DATA 120

OloxAnpovovtag pe ta aroteAéopata tov Isolation Forest Oo mpoywpnoovpe ctov €mdUeEVo
alyopiBpo SOM yio va dovpe Kol va avoADGOVUE TNV GLUTEPLPOPA TOV GTOV EVIOMIGUO T®OV 5

JLPOPETIKMV EMBEGEMV.

No onpetdcsovpe 6Tt pnotomotoVie Ta. (010 akplPds dEd0UEVA TOV YPNCYLOTOMGOLE KOl GTOV
Isolation Forest dpa ot ypapikég mapactdoelg Pe TV dloomopd TV TGV TV features yia ta
benign kot malicious nodes 6mmg eniong kot Ta correlation matrix givol axptPag ot ideg dpa dev

Oa emavaineBovv ce avtd TOoV aAYOPOLLO.

8.1 BlackHole BN

FIT DATA Local Detection
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Middle topology

precision recall fl-score  support

<] 8.99 1.e8 @.99 622

1 1.0@ 8.86 .92 63

accuracy .99 685

macro avg @.99 @.93 8.96 685

weighted avg 28.99 2.90 .99 685

8.9868613138686131

[[622 @]
[ 2 34]]

2ynuo 8.1. blackHole middle local topology FIT results

To aroteréopata yio to blackhole BN og local detection oto middle topology sivar e&apeticd
netvyaivovtag 98.6% accuracy score pe povo 9 FN data points. IToAd kaAdtepo and tov Isolation
Forest.

Acg oovue ta classifications mov kdéver o aiyopBupoc. o 6Aa ta attacks Oa peretdpe ta
classifications mov éxave yio ta Test dedopéva (X test, Y test) kot Ba ta cvykpivovpe pe ta

classifications mov éxave yio to X _test pe to predicted Y _test.

20.0 10
175

08
15.0
125 l‘ O 06
10.0
75 0.4
5.0

02
25
0.0

00 25 50 75 20,0

00 125 150 175 I 00 25 50 75 1.0 125 150 175 200
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2ynuo 8.2. Classifications of predicted Data

Ac peretoovpe o Zynfuo 8.2. Avtd mov o avagpépm oyvovy Yo 6Aa to classification graphs
nov Ba dovpe otV GuvEKEla. LTo aplotepd graph Prémovpue ta classes mov divel ota data points o
EKTOUOEVUEVOC olyOp1Buog o€ oyéon pe To actual classes mov Oa émpene va eiye (Y_test). Apyika

ta pdova classes eivar to malicious evéd ta koxkwvo eivor o benign. Exel mov vadpyovv
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KukAouévo classes pe kitpvo ypodpo givol ta Aabn mov kavel o olyopuog dniadn to FN.
Youpwvo pe tov ekmaidevpévo neural network SOM ekeivo to inputs yivovtor assign otovg
VELPOVEG TTOL glval KuKA®UEVOL divovTtag Tovug AavOaouéva class benign evd to actual class tovg
etvon malicious, eivor oniadn ta FN. Na onpeidoovpe 611 og kdbe vevpdva dev yiverar assign Eva
data point aALd to o mhavd woArd. To opowe data points @a yivovy assign otov i610 vevpmdva
agov £1o1 dovievel o SOM, Bpiokovtag v HikpOTEPN amodcTacn petald tov input amd tov
KOVTIVOTEPO VEVPMVA. Apa v T dedopéva pag onmg eidape kot otov Isolation Forest, dniadn av
ta malicious data eivon 6pota pe To benign data tote Oa yivovron assign otov id1o 1 6€ TopoOUO10
vevpmdvo. Kot Ba Toug yiveton assign to id1o class, onhadn eite benign eite malicious. ‘Etot Oa
npokvmtovy o FP kot FN. Kot dvotuydg enedn ota dedopéva Hog £YOVLE TOAD TEPIGGOTEPQ

benign data points oz’ 6t1 malicious Ba £yovpe apketd FN.

Y10 0e&1a graph topa BAEmovpe Ta omoteAEGHATA TTOV pag divel 0 adydpBuog mdvem oo test data
vy va dovpe ta FN. Ta xokhopéva neurons givar ta FN. BAémovpe 6t 0 adydpiBpog to kdvel
assign ocav benign evéd n mpaypotik tovg T 6nwg PAémovpe oto aplotepd graph eivau

malicious.

Avtd mov avapepa wo Tave o 1oyvovV Yo Ol o attacks mov éyovpe vo pEAETHOOVE.

00
- - ==
&~ O‘ %e ° Y ®  benign
® BlackHole BN
7.5 sy

‘ L ' ; ‘ 08

URS

N T N x|

25 50 75 0.0 125 15.0 175 200

2ynuo 8.3. Better classification graph
10 Zynua 8.3 anhd PAémovpue éva o clear classification tov apiotepov graph oto Zynua 8.2.

Topo ot Adyor ywo To amotelécpoto eivar mapodpolor pe avtovg oto Isolation Forest. Onog
avaeEPO Kol o TAvm, o€ kabe vevpdva dev yivetar assign évo data point aAld to mo mbavo

noAlG. Ta 6pota data points Ga yivovv assign otov 610 vevpdva ool étct dovievel o SOM,
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Bpiokovtag v kpdTepn andotaon HeTaEd Tov INPUt ard Tov KoVIVOTEPO VELPOVA. Apa. oV TO
dedopéva pag dmmg gidape ko otov Isolation Forest, dniadn av ta malicious data sivor dpota pe
Ta benign data tote O yivovtar assign otov id10 1 o€ TopOUoLo vevpmva Kot Ba Tovg yiveton assign
70 1010 class, dniadn ite benign eite malicious. 'Etot 0o tpokvmtovv ta FP kot FN. Kot dvetuymg
eME1dN ota dedopéva. Lag Exovue Told meprocdtepa benign data points ax” 6Tt malicious Oa éyovue

apketd FN.

Top topology

0.0 10 , 10
175 ,

08 08
150 ,
125 06 : 06
10.0 _
75 0.4 0.4
5.0

02 032
25 -
0.0

00 25 50 75

100 125 150 175 200 00 25 50 75 100 125 150 175 200
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2ynuo 8.4. Classifications of predicted Data

. PY % . ® benign

150 H '
.
s 06
Sue
»
00 - ' . .‘: . c'
.
- @ 5 "
| O .
50
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“ B = ! "
L]

B | & & 7
00

s o 15 15.0 s 0

2ynuo 8.5. Better classification graph

Amo ta Zynuo 8.4 & Eyfua 8.5 mapatnpovpe 0Tl Yoo To top topology o alyopiBuog Ba €xet
KaAvTepa amoteléspata amd To middle agov to classification mov kdvet eival mo Kabapod Kot To

axpiPéc.
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precision recall fl-score  support

e g8.99 1.0 @.99 622

1 1.8 @.89 .94 62

accuracy 8.99 684

macro avg a.29 a.c4 8.97 684

weighted avg 28.80 .80 .99 684

8.9807668818713451

[[e22 @]
[ 7 55]]

2yniua 8.6. blackHole top local topology using middle model FIT results

precision recall fl-score support

a @.29 1.68e 1.a@ 622

1 1.88 8.%8 8.95 62

accuracy @.29 o84
macro avg 1.8 @.95 @.97 o84
welghted avg 8,29 = J=le] a.99 684

6.0012280701754386
[[622 @]
[ 6 56]]

2ynua 8.7. blackHole top local topology FIT results

210 Zynuo 8.6 PAémovpe ta amoteAéopata pe v ypnon tov middle povrédov. Eivor kodvtepa
and 6t oto middle topology. 1o Zynua 8.7 BAEmOLE TO ATOTEAEGHATA OO VEO EKTALOELIEVO

alyopiBpo mov ivon akdun KaAvTEPO.

FIT DATA Network Detection

Middle topology

20.0 10 20.0 10
17.5 175

0.8 0.8
15.0 150
125 06 125 06
10.0 10.0
75 04 75 04
5.0 5.0

02 02
25 25
00 no

W00 125 150 175 200 00 125 150 175 200

2ynua 8.8. Classifications of predicted Data

[Mopatpodpe amd to Zynua 8.8 0Tt yio axdpo pio eopd Ba Eyovpe Aoywkd mTOAD KoAd

OTOTEAECLLATAL.
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precision
B 1.86
1 1.86

accuracy
macro avg 1.86
weighted avg 1.88

9.0062264158943396
[[2057 8]
L 8 55]]

recall fl1-score
1.68 1.a8
a.87 @.493
1.88

a.04 a.4a7
1.88 1.a8

support

2857
63

2126
2126
2126

Zynuo 8.9. blackHole middle network topology FIT results

E&apetcd anoteréopata oxeddv 100% accuracy score pe povo 8 FN.

Top topology
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2ynuo 8.10. Classifications of predicted Data

precision
e 1.8e
1 1.0@

accuracy
macro avg 1.8
weighted avg 1.88

0.007164461247637
[[2854 8]
[ 6 56]]

recall fl-score
1.86 1.86
a.c26 a.95
1.88

8.c85 a.497
1.66 1.88

support

2854
62

2116
2116
2116

2ynuo 8.11. blackHole top network topology using middle model FIT results
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precision recall fl-score  support

8 1.6 1.8@ 1.e6 2854

1 1.6 8.89 .94 62

accuracy 1.8 21186

macro avg 1.6 8.84 a.97 2118

weighted avg 1.88 1.6@ 1.88 2116
8.9966918714555766

[[2834 8]
[ 7 55]]

2ynua 8.12. blackHole top network topology FIT results

BAémovpe 6t1 ko pe 1o middle model kot pe véo exmardevpévo poviélo Exovpe eEonpetikd

amoTeAEGLOTO GTO top topology.

8.2 BlackHole FR

FIT DATA Local Detection

Middle topology

20.0 10 200 10
17.5 175

0.8 08
15.0 15.0
12.5 06 125 06
10.0 10.0
75 04 75 04
5.0 50

0.2 02
25 25
DU DU

W0 125 150 175 200 0.0 125 150 175 200

2ynuo 8.13. Classifications of predlcted Data

Ao 10 Zynua 8.13 BAEmovpe 6T kot Yo avtd To blackhole attack Ba éyovpe koAl amoteléopara.
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precision recall fl-score

e @.99
1 1.8
accuracy
macro avg 8.99
weighted avg 8.569
8.98097668818713451
[[B822 @]
[ 7 5511

6.99
8.97
8.99

support

622
62

634
634
634

2ynuo 8.14. blackHole middle local topology FIT results

INo axdpn o eopd €xovpe eEoupetikd amoteréopata pe 99% accuracy score kot povo 7 FN.

Top topology
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2ymuo 8.15. Classifications of predicted Data

Ao to Zynpa 8.15 avapévovue Eavd mold Kahd amoteAEGHLOTO.

precision recall fl-score

8 8.99 1.6a 1.e8

1 1.68 a.54 .97

accuracy a.99

macro avg 1.6a .97 a.95

weighted avg [ =le] g.54a a8.99

8.994156685839416859

[[622 @]
[ 4 59]]

support

622
63

685
685
685

2ynua 8.16. blackHole top local topology using middle model FIT results
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precision recall fl-score  support

=] @8.99 1.88 1.e8 622

1 1.88 a.92 a8.96 63

accuracy a8.99 685
macro avg 1.88 8.96 8.98 G635
weighted avg 28.99 28.99 28.99 685

9.0027807200270073
[[622 @]
[ 5 358]]

2ynua 8.17. blackHole top local topology FIT results

Téco pe 10 middle model 6co kot pe véo poviého €yovpe TOAD KoAd amOoTELECUATO OTMG

OVOLLLEVOLLLE.

FIT DATA Network Detection

Middle topology

200 10

10
175
08 08
150
125 06 06
0.0
75 0.4 0.4
50 . 0
25
0.0 DO 25 50 75 100 125 150 175 200
00 25 50 75 100 125 150 175 200 0 125 150 175 20

2ynuo 8.18. Classifications of predicted Data
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precision recall fl-score  support

e 1.88 1.8 1.88 2854

1 1.8a a.89 .94 62

accuracy 1.6@ 21148
macro avg 1.ed g.94 a8.97 2114
weighted avg 1.8@ 1.88a 1.88@ 21186

@.9966918714555766
[[2854 8]
[ 7 5511

Zynuo 8.19. blackHole middle network topology FIT results

To amoteréopata ywo to blackhole FR oto middle topology yw network detection eivon Eava

oxeddv téha pe 99.7% accuracy score ko 7 FN.

Top topology
0.0 10 10
175

08
15.0 03
12.5 06 .
10.0
75 04 0.4
50
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25
0.0

00 25 50 75 100 125 150 175 200 D0 25 50 75 100 125 150 175 200

2ynuo 8.20. Classifications of predicted Data

pracision recall fl-score  support

8 1.68 1.68 1.08 2855

1 1.08 a.94 a.97 63

accuracy 1.68 2118

macro avg 1.88 8.97 8.98 2118

weighted avg 1.88 1.88 1.88 2118
6.9981114258734656

[[2855 a]
[ 4 59]]

2ynua 8.21. blackHole top network topology using middle model FIT results
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precision recall fil-score  support

8 1.6 1.88 1.006 2855

1 1.6 @.85 8.98 63

accuracy 1.8a 2118
macro avg 1.88 .98 8.99 2118
weighted avg 1.08 1.88 1.e8 2118

B.0985335604058992
[[2855 @]
[ 3 68]]

2ynua 8.22. blackHole top network topology FIT results

Téco pe 10 middle model 6co kot pe véo poviédo €yovpe TOAD KOAG ATOTEAECUATO OTMG
avapévope. Méypt otiypung éxovpe to kaAvtepo amotédeopa pe povo 3 FN onmg gaivetot 6to

Tyue 8.22.

8.3 Selective forward BN

FIT DATA Local Detection

Middle topology

20,0 1a 0.0 10
17.5 17.5

0.8 0.8
15.0 15.0
12.5 0.6 125 0.6
10.0 10.0
75 0.4 15 04
] 5.0

0.2 0.2
25 25
Qg DCI

00 125 150 175 200 00 125 150 175 200

2ynuo 8.23. Classifications of predicted Data

[Tapatnpodpe 6nwg kot avapévovpe 6Tt ta amotedéspata yuo to selective forward toco yio to BN
600 ka1 yio To FR dev Ba givon 1660 xahd 6o ta blackhole. Tovg Adyovg Tovg avardcope Kot

otov Isolation Forest aALd Kot 6TV €10ay®Y1 0VTOL TOL KEPoAaiov Yo tov SOM.
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precision recall fl-score  support

8 @.2e5 1.08 a.97 622

1 1l.6a &.44 a.62 63

accuracy 8.95 635

macro avg 8.97 8.72 8.79 G685

welghted avg 8.85 8.95 8.94 585
8.948965189480051

[[622 @]
[ 35 28]]

2ynuo 8.24. Selective Forward BN middle local topology FIT results

Ovtog ta anoteréopata Ogv eivol Kot T060 KOAG. XvyKeKpLUEva TeTuyaivove £va TOAD KOAd

accuracy score oAAd avEdvovtor ta FN mov avtd dev to BéAovpe.

10 200 10
175

0.8 0.8
15.0

06 12.5 06
10.0

04 75 0.4
5.0

02 0.2
25
0.0

00 25 50 75

0.0
oo 25 50 75 100 125 150 175 200 1.0 125 150 175 00

Top topology

200
175
150

125

5.0

25

Zynuo 8.25. Classifications of predicted Data

precision recall fl-score  support

e a.94 1.0@ @.97 622

1 1.0 8.41 a.58 63

accuracy @.85 685

macro avg @.97 a.71 a.78 685

weighted avg 8.95 8.85 8.94 685

8.945985481450854

[[622 @]
[ 37 26]]

2yniua 8.25. SF BN top local topology using middle model FIT results
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precision recall fl-score  support

8 8.94 1.60 8.97 622

1 1.68 8.38 8.55 63

accuracy 8.04 635
macro avg @.97 8.69 a.76 635
weighted avg 8.95 8,94 8.93 585

B.9430656934306568
[[622 @]
[ 39 24]]

2ynua 8.26. SF BN top local topology FIT results

Avopevopeva amotedéopato yewpotepa amd to blackhole aAld avt) eival n cvopmeppopd Tov

alyopiBuov yuo avt v enifeon.

FIT DATA Network Detection

Middle topology
20,0 10 20,0 1a
175 175

0.8 0.8
150 15.0
125 06 125 0.6
10.0 10.0
75 0.4 75 0.4
50 5.0

02 02
25 25
0.0 0.0

0.0 25 50 75 100 125 150 175 200 0.0 25 5.0 75 100 125 150 175 200

2ynuo 8.27. Classifications of predicted Data

Y& avto 1o classification pmopei to classification vo gaivetol kaAd aAld OTmG €imo Kol TPV TaL
neurons taipvouv tave and 1 data point. Av ta data points givorl dpoto Oa provv 6to 1810 neuron.

"Etot BAEmovpe Kot €0 OOV Kot Alya neurons maipvovv moAAd data points.
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Zynuo 8.28. Better classification

Onwg Prénovpe oo Zynpa 8.28 vadpyovv vevpdveg Tov taipvovy moAld malicious inputs 0nmg
emiong Kot ToAAG benign inputs. Avtd emeldn] n daomopd otTig TES TV features Tov malicious

node pe Tovg benign givat oxeddv idia.

precision recall fl-score  support

8 B8.98 1.0 8.99 2856

1 1.08 8.45 8.63 63

accuracy 8.98 2119
macro avg 8.99 8.73 8.81 2119
weighted avg 8.98 8.98 8.98 2119

.9839546956111374
[[20856 8]
[ 34 29]]

2o 8.29. SF BN middle network topology FIT results

"Etot BAémovpe ko ta apketd FN mov €yovpe. AAAG maipvoope éva moAd Kahd accuracy score.

Top topology
0.0 10 20.0 10
17.5 175
0.8 08
15.0 150
12.5 06 125 06
10.0 100
75 0.4 75 0.4
5.0 5.0
0.2 02
25 25
0.0 0.0
00 25 50 75 100 125 150 175 200 00 25 50 75 100 125 150 175 200

2yniua 8.30. Classifications of predicted Data
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precision recall fl-score  support

e @.98 1.0 @.99 2854

1 1.08 a.41 .58 63

accuracy 8.93 2119
macro avg .99 a.71 8.79 2119
weighted avg 8.98 .98 8.98 2119

©.9325389334501780
[[2056 @]
[ 37 26]]

2o 8.31. SF BN top network topology using middle model FIT results

precision recall tl-score support

=] g.98 1.08 a.99 2856

1 1.e8 a.44 a8.62 63

accuracy 8.98 2119
macro avg 8.99 a.72 a.88 2119
weighted avg a.98 a8.598 a.98 2119

0.9834827748938179
[[2856 @]
[ 35 28]]

2ymuo 8.32. SF BN top network topology FIT results

Onwg kot oto middle éyovpe mapdpota amoterécpata yio to top topology yio Tovg id10vg AdYyovC.

8.4 Selective forward FR
FIT DATA Local Detection
Middle topology

200
175
150
125
10.0
75
5.0
25
0.0

0.0 25 50 75 100 125 150 175 200

2ynua 8.33. Classifications of predicted Data

10 0.0
17.5

150

125

0.0

0.4 75
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25

0.0

00 25 50 75 100 125 150 175 200
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precision recall fl-score support

8 .54 1.86 a8.97 622

1 1.8e @.37 @8.53 63

accuracy .94 685
macro avg 8.97 8.68 8.75 685
weighted avg 8.95 8.54 8.93 685

0.0416058394160584
[[622 @8]
[ 40 23]]

2ynuo 8.34. SF FR middle local topology FIT results

Avopevopeva anoteréopata mapopowa e to selective forward BN yia tovg id10vg Adyoug.

Top topology
200 10
175

0.8
150
125 06
10.0
75 0.4
5.0

0.2
25
0.0

oo 75 &0 75 100 125 150 175 200 00 25 50 75 100 125 150 135 200

2ymuo 8.35. Classifications of predicted Data

precision recall fl-score  support

e @.97 1.0 @.98 622

1 1.8a a8.65 .79 63

accuracy a.e7 685
macro avg 8.098 a.23 a8.89 635
weighted avg &.597 8.97 8.94 685

0.0678832116788321
[[622 @]
[ 22 41]]

2ynua 8.36. SF FR top local topology using middle model FIT results
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precision recall fl-score support

e .97 1.68 2.98 5622

1 1.8 8.65 a.79 63

accuracy a.97 685
macro avg 6.98 @.82 @.89 685
weighted avg 8.97 .57 2.96 685

8.0678832116788321
[[622 @]
[ 22 41]]

2ynua 8.37. SF FR top local topology FIT results

And ta Zynpa 8.36, 8.37 &yovue PBedtiopéva amoterléopata yuo to top topology am’ 6Tl 6TO

middle.

FIT DATA Network Detection
Middle topology

200 10 20.0 10
17.5 175
0.8 08
15.0 15.0
125 06 12 5 06
10.0 100
75 0.4 75 04
50
02 a0 05
25 25
0.0 00
0.0 25 50 75 1000 125 150 175 200

00 25 50 75 100 125 150 175 200

2ynuo 8.38. Classifications of predicted Data

precision recall fl-score  support

8 a.28 1.88 a.90 2855

1 1.88 a8.37 .53 63

accuracy a.938 2118
macro avg a.99 a.638 a.76 2118
weighted avg 8.98 8.98 8.98 2118

0.9811142587346553
[[2855 @]
[ 48 23]]
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2ynua 8.39. SF FR middle network topology FIT results

Onwg kot oto selective forward BN étot kot oto FR €yovpe mapopowa anoteréopata. Ot Adyot

10 200 10
75

08 08
15.0

06 123 06
100

0.4 75 04
5.0

02 02
25
00,

0o 25 50 75 1000 125 150 175 200 100 125 150 175 200

2ymuo 8.40. Classifications of predicted Data

givor ot 1d101.

Top topology

2000
175
15.0
12.5
0.0

15

50

25

0.0

precisicn recall fl-score  support

B 8.c9 1.8 8.99 2857

1 1.88 8.65 a.79 B3

accuracy a.99 2128
macro avg .99 8.83 8.89 21268
weighted avg 8.89 8.589 8.99 2128

.9806226415694330
[[2057 @]
[ 22 41]]

2ynua 8.41. SF FR top network topology using middle model FIT results

precisien recall fl-score  support

8 8.29 1.84d 8.99 2857

1 1.86 8.65 8.79 63

accuracy 8.99 212a
macro avg 6.99 8.83 6.89 2126
weighted avg 8..89 8.59 8.99 2128

©.9806226415004330
[[2857 @]
[ 22 41]]

2ynua 8.42. SF FR top network topology FIT results
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Onwg kot oto top topology tov SF BN €161 kot 6to SF FR. BAémovpe po Bedtioon ota FN kot

OTO accuracy score yio Toug {dtovg Adyoug.

8.5 Sinkhole
FIT DATA Local Detection
Middle topology

200 10 0.0 10
175 175
0.8
15.0 o8 5o
125 06 125 06
0.0 10.0
75 0.4 15 04
5.0 5.0
02 0.2
25 25
0.0 0.0
B0 25 50 75 100 125 150 17.5 200 00 25 50 75 100 125 150 175 200

2ymuo 8.43. Classifications of predicted Data

I o sinkhole attacks avapévovpe to koAvtepa amoteléopata Omwe kat pe tov Isolation Forest.
Amo 1o Zynua 8.43 BAémovpe éva mohd KaAd kot kaBapd classification kot kotaroPaivovpe ot

Aoyd to amoteAéspata Oo elvan eEapeTicd.

precision recall fl-score  support

@ 1.e8 1.88 1.88 522

1 1.e8 a.G8 &.490 62

accuracy 1.6a8 534
macro avg 1.8d .89 1.aa8 534
weighted avg 1.88 1.88 1.28 684

.9985338116955864
[[622 @]

[ 1 8&1]]
2ynuo 8.44. Sinkhole middle local topology FIT results

Onwg avapévape €xovpe Ta KaAvtepa amoteAécpata yio o sinkhole attack pe 1 povo FN dpa

100% emrvyia.
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Top topology

20.0 10 00 10
17.5 175
0.8 0.8
15.0 15.0
125 DE 125 06
10.0 10.0
75 0.4 75 0.4
5.0 50
] 02
25 25
0o 0.0
00 25 50 75 100 125 150 175 200 00 25 50 75 100 125 150 175 00
2ymuo 8.45. Classifications of predicted Data
precision recall fl-score  support
%] 1.e8 1.86 1.88 622
1 1.6a 1.8a 1.088 63
accuracy 1.8 685
macro avg 1.e8 1.68 1.88 685
weighted avg 1.8 1.88e 1.28 B85
1.@
[[622 @]
[ B8 B3]]

2ynua 8.46. Sinkhole top local topology using middle topology FIT results

precision recall fl-score  support

a 1.88 1.88 1.8 6522

1 1.688 1.88 1.8 63

accuracy 1.8 685

macro avg 1.68 1.68 1.8 685

weighted avg 1.08 1.86 1.e8 685

1.8

[[622 @a]
[ e 82]]

2yniua 8.47. Sinkhole top local topology FIT results

>10 top topology o aAyopiBpog kataeepe va metdyel 100% accuracy Ppiokovtoag 6Aa Ta attacks.

AvTd givor Kot Ta 100VIKE amoTeEAEGHATO TO OTTOia EIvOiL TOAD GTAVIO VO TPOKVLYOUV.
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FIT DATA Network Detection
Middle topology

10

02

10
0.8
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0.4
u
02
]
|
| |
00 25 50 75 100 125 150 175 200 00 25 50 75 100 125 150 175 200

2ynuo 8.48. Classifications of predicted Data

pracision recall fl-score  support

] 1.68 1.68 1.88 2856

1 1.6a8 1.68 1.8a8 62

accuracy 1.88 2118

macro avg 1.ed 1.e4 1.ea 2118

weighted avg 1.88 1.88 1.88 2118

1.@
[[2856 8]
[ 8 62]]

2ynua 8.49. Sinkhole top local topology FIT results

IMo axcopn o opd o akyopibpog metvyaiver 100% accuracy score ywo to middle topology oto
network detection.
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Top topology

10 10
08 08
0.6 0.6
0.4 04
02 0.2

00 25 50 75 100 125 150 175 200 0o 25 50 75 100 125 150 15 0.0

Zynuo 8.50. Classifications of predicted Data

precision recall fl-score  support

8 1.6 1.08 1.0 2852

1 .98 1.68 8.99 63

accuracy 1.6 2115
macro avg 8.99 1.88 1.e8 2115
weighted avg 1.e8 1.88 1.28 2115

©.0905271867612293
[[2851 1]
[ e 62]]

2ynua 8.51. Sinkhole top network topology using middle topology FIT results

2tV top topology o aAdyopiBuog PBpioker 1 FP poévo 10 omoio dev eivan kabodAov mpoOPAnua.
Yvykekpéva 0tav Ppioket FP avti FN dev gival 1000 peydio to mpdfinpa yio to Adyo 6t ta FN
elvan data points mov Oewpel cav benign eved oty Tpaypotikotnto givor malicious Kot avtd dgv

T0 BéAovLe.

precision recall fl-score  support

] 1.6a 1.684d 1.88 2852

1 @.98 1.684d 8.99 63

accuracy 1.68 2115

macro avg @.99 1.684 1.8 2115

weighted avg 1.88 1.88 1.28 2115
B.9905271867612292

[[2851 1]
[ & 63]]
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2ynua 8.52. Sinkhole top network topology FIT results

8.6 COOJA DATA
COOJA DATA Local Detection
Middle topo'oqy precision recall fl-score  support
precision recall fl-score  support e .95 1.08 .97 576
1 1.e4d 8.43 .68 58
] 8.04 1.88 8.97 576
1 .95 .33 g.49 >8 accuracy 8.45 634
accuracy 5.04 534 macro avg 8.97 8.72 8.79 634
macro avg 8.94 8.66 8.73 6534 weighted avg 8.985 8.95 8.94 634
weighted avg .94 @.24 9.92 634
0.9360085173501577 B.9479405268138881
[[s75 1] [[576 @]
[ 32 19]] [ 23 25]]
BH-BN middle BH-FR middle
precision recall fl-score  support
precision recall fl-score  support
=] @.92 1.8 8.986 576
8 @.92 1.88 .96 576 1 1.88 a.1a 8.19 58
1 1.68 8.e9 .16 58
accuracy 8.92 634
accuracy 8.02 634 macro avg @.%6 @.55 @.57 634
macro avg 08.96 8.54 8.56 634 weighted avg 8.92 8.92 8.89 634
weighted avg 8.92 8.92 a.88 634
6.917981@72555285
9.916483785488059 [[576 @]
[[576 @] [ 52 6]]
[ 53 E&]]

SF-BN middle SF-FR middle
precision recall fl-score  support
8 @.92 1.0@ 8.95 576
1 8.71 @.e9 8.15 58
accuracy 8.91 G634
macro avg 8.81 @.54 @.55 G634
weighted avg a.o8 .91 .88 634
6.9132452113564669
[[574 2]
[ 53 511

Sinkhole middle

Onwg kot otov Isolation Forest 1660 kot atov SOM BAEmOLLE TNV TAPOKUN GTO ATOTEAEGLLOTOL

otav dokipdloope ta COOJA DATA. Ta amoterécpato kot o€ avtd tov aAyoplBpo eivor
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yewpotepa and ta FIT DATA mov siyope e€oapetikd anmoteréopota. Ot Adyot givarl capmg ot id1ot

omm¢ kai otov Isolation Forest mov avapépape ToAEC popéc.

0.0 10 20.0 10
17.5 17.5

08
5.0 15.0 o8
125 06 12.5 06
10.0 10.0
75 0.4 75 04
50 50

02 02
25 25
0.0 0.0

00 25 50 75 100 125 150 175 200 00 25 50 75 100 125 150 175 200

Classifications of predicted Data

BAénovpe Eekdbapa and ta nhve classification (yia to sinkhole attack) tov aiyopiBuov o1t dgv
umopel va Eeympioel kabapd Ta benign and ta malicious data set kot avtd €€l AVTIKTLTO OTA

ATOTEAECUATO TTOV OEV Elval KOAG.

random topology

precision recall fl-score  support precisien recall fl-score  support
0 g.03 1.80 a.99 576 ] 8.98 8.99 8.99 576
1 @08 a.70 8.88 cq 1 8.92 8.83 8.87 58
’ accuracy 8.9 634
accur‘a\c{_\, .08 .00 ggi gii macro avg @.95 @.01 @.93 634
macro avg : weighted avg a.98 2.98 0.9 634
weighted avg 8.98 .98 .98 634
£.9779179818725552
0.0704052681322013 [[572 4]
[[575 1] [ 16 48]]
[ 12 4s]]
BH-BN random BH-FR random
precision recall fl-score  support precision recall fl-score  support
] G.504 1.6 @.97 576 =] @.95 1.0@ 8.98 576
1 1.08 @.41 @.59 58 1 1.88 @.52 8.63 &8
accuracy @.95 634 accuracy 8.06 634
macro avg 8.97 8.71 .78 634 heere ave e oo g o
weighted avg 8.905 9.95 8.94 634 weighted ave : : :
9.9558359621451105
8.9463722307476341 [[576 o]
[[576 @] [ 28 30]]
[ 34 24]]
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SF-BN random SF-FR random

precision raecall fil-score  support

e ©.989 1.08 1.e8 576

1 1.8 8.23 8.96 58

accuracy 8.99 634
macro avg 1.8 8.97 8.98 634
weighted avg 8.99 8.99 8.99 634

£.9036008517350158
[[576 @]
[ 4 54]]

Sinkhole random

Hexdbopn 1 Pertioon oto random topology 6mov Ta amoteAécpata eivar eEPETIKA 0TS Kot GTaL
FIT DATA. Avtd yuwtl énwg idape moALéG @opés, T dedopéva petald benign kot malicious

amokAivouv og cuykekpéva features avarldymg g emifeong.

10

10
0.8 0.8
0.6 0.6
04 0.4
02 0.2

0o 25 50 75 100 125 150 175 200
oo 25 50 75 1oy 125 150 175 200

Classifications of predicted Data

BAénovpe and to mo whve classification tnv dvvatdtnTa Tov adyopifuov va kaver Kabapd Ko

EexaBapo classify twv dedopévmv benign ko malicious.

top topology
precision recall fl-score support precision recall fl-score  support
@ 8.96 1.08 8.98 576 ) 8.96 8.99 8.98 576
1 @8.97 8.64 a.77 58 1 @.0a8 @.64 8.75 58
accuracy 8.97 634 accuracy 8.96 634
macro avg 8.97 8.82 8.88 634 macro avg 8.93 8.82 8.86 634
weighted avg 8.97 8.97 @8.96 634 weighted avg .96 8.96 68.96 634
B.0652006845425867 8.9685678233438486
[[575 1] [[572 4]
[ 21 37]] [ 21 37]]
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BH-BN top BH-FR top

precision recall fl-score  support precision recall fl-score  support

=] @.94 1.8 8.97 576 8 .96 1.0@ @.98 576

1 1.0@ 8.41 @.59 58 1 1.e8 B8.64 8.78 58

accuracy 8.95 634 accuracy 8.97 634
macro avg 8.97 8.71 8.78 634 macro avg .08 6.82 @.88 634
weighted avg @.95 6.95 .94 634 ueighted avg 8.o7 e.c7 8.96 634

8.9463722307476341 8.9668769716088328

[[576 @]
76 @
[E 34 24%] Lt 27
SF-BN top SF-FR top
precision recall fl-score  support
2] .92 @.99 @.96 576
1 8.75 8.16 8.26 58
accuracy @.92 634
macro avg a8.84 a.57 a.61 634
weighted avg 8.91 8.92 8.89 634
6.917981872555285
[[573 3]
[ 42 9]]

Sinkhole top

Onwc kot otov Isolation Forest oto local detection top topology PAémovue 01t tar amoteAéopata
givou Tapopoimg Kahd 6tmg kot oto random topology kot cagdc kaAvtepa and to middle topology
omwg mapatnpovpe O0mwg Kot otov Isolation Forest to amotedéopata tov sinkhole attack eivau

xepotepa. O AOYyoc Ommg Tov eénynoaype mdpa ToAAEG Popég elvar o 1010G.

COOJA DATA Network Detection

Middle topology
precision recall fl-score  support precision recall fl-score  support
8 8.98 1.0 8.99 1959 e 8.98 1.ee 8.99 1se1
1 1.08 8.38 8.55 58 1 8.97 8.5e 8.66 58
accuracy 8.93 2017 accuracy 8.98 1259
macro avg @.00 8.69 8.77 2617 macro avg 6.28 a.75 8.83 1859
weighted avg @.08 @.08 g.98 2817 weighted avg .98 .23 .98 1959
B8.93215171684610869 B.9846868643185290
[[1ese 8] [[1%e@ 1]
[ 36 22]] [ 29 29]]
BH-BN middle BH-FR middle
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precision recall fl-score  support precision
) 0.97 1.00 .99 1001 @ .97
1 1.00 0.09 0.16 58 1 1.8
accuracy @.07 1059 accuracy
macro avg 8.29 8.54 8.57 1959 macro avg 6.99
weighted avg 8.97 8.97 8.96 1959 weighted avg 8.98
0.9729453802968695 8.9744767738642164
[[1981 @] [[1%01 8]
[ 53 5]] [ s 2]]

SF-BN middle

pracision recall fl-score support

8 a.97 1.08 @.98 1%e1

1 @.08 @.08 a.ea 58

accuracy 8.97 1959
macro avg @.49 g.58 @.49 1959
weighted avg 8.94 8.97 8.96 1959

8.9783938576824911

recall fl-score
1.88 @.99
@.14 a.24
a.97

@.57 a.61
@.97 a.96

SF-FR middle

[[1%81 8]
[ 58 811
Sinkhole attack
random topology
precision recall fl-score  support precision recall fl-score
=] @.588 1.88 @.99 576 8 8.00 1.e0 1.e0
1 [ =] @.79 @.88 58 1 a.04 a.21 a.87
accuracy .98 634
macro avg .08 .90 0.93 634 accuracy 8.99
weighted avg 8.08 8.08 8.93 534 macro avg 8.97 8.0e 8.93
weighted avg .80 8.00 8.99
8.9704952681388813
[[575 1] 8.9928534966319586
[ 12 46]] [[1828 3]
[ 11 4711
BH-BN random BH-FR random
precision recall fl-score  support precision recall fl-score
<] 8.94 1.86 @.97 576 a a.00 1.00 a.00
1 1.08 a.41 8.59 58 1 1.00 @53 a.70
accuracy 8.95 634 accuracy 8.09
macro avg 8.97 8.71 8.78 634 macro avg a.00 a.77 &84
weighted avg @.95 .95 .94 634 weighted avg @.00 .00 .08
08.9463722387476341 B.9862174572866760
[[576 e] [[1oe1 a]
[ 34 24]] [ 27 2111
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SF-BN random

SF-FR random

precision recall fl-score  support
8 1l.08 1.08 1.8@ 1981
1 1.8 8.93 8.96 L3
accuracy 1.6@ 1959
macro avg 1.8 8.97 8.98 1959
weighted avg 1.8 1.88 1.0 1859
8.997958141%891373
[[1oe1 8]
[ 4 54]]
Sinkhole random
Top topology
precision recall fil-score  support precision
] 8.9 1.80 8.99 1991 ] 8.99
1 1.06 8.57 8.73 58 1 1.080
accuracy 6.99 1859 accuracy
macro avg 8.99 8.78 0.86 1959 macro avg 1.08
weighted avg a.99 8.99 8.99 1959 weighted avg 8.99
8.9872383852321882 8.9913221831138336
[[1%61 @] [[19@1 8]
[ 25 33]] [ 17  41]]
BH-BN top
precision
precisieon recall fl-score  support
=] @.%9
=] @.%8 1.88 8.99 1281 1 8.02
1 1.68 .48 @.57 58
accuracy 2.98 1959 m:EEEP:EY 8.06
macro avg @.99 a.7a a.78 1959 i ohtad g 9.99
ueighted avg .98 9.98 2.98 1959 welghted avg :
6.0821337417049515 6.9872383869321882
[[1%81 8] [[1822 3]
[ 35 23]] [ 22 36]]
SF-BN top
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recall fl-score

1.0@ 1.00
8.71 2.83
@.99
8.85 8.91
8.99 8.99
BH-FR top
recall fl-score
1.08 @.99
@.62 8.74
@.99
8.81 8.87
@.99 @.99
SF-FR top

support

1loel
58

1959
1259
1959

support

1981
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19859
1959



precision recall fl-score  support

8 @.97 1.88 @.938 1%@e1

1 &.8a @.8a @.ea ta

accuracy .97 1959
macro avg .49 .58 .49 1959
weighted avg a.94 .97 .96 1859

0.9703030576824011
[[1981 8]
[ 58 8]]

Sinkhole top

Ta amoteléopata mov PAémovpe otig 3 tomoAoyieg middle, top, random yio To network topology
etvar Ta avapevopeva. ‘Exoope avaidymg kodd anotedéopota extdg and 1o sinkhole attack yuo

TovG EexdBapovg Adyovs. BAEmove mOG0o ToAD advvatei o adyopBpog va eviomicet Tig embéoelc.
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KedpdAawo 9

Tuunepaopato

9.1 COOJA VS FIT
9.2 SOM vs Isolation Forest
9.3 ZVykpion pe BLR

9.4 Melhovtikn dovAeld
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d1avovpe o010 TEAELTAIO KEPAAOLIO GTO OTOi0 O TEPLYPAY® TO. GLUTEPAGLLOTA TOL TP OTTWGC

CUUTEPACUOTO GTO OMTOTEAEGHOTO TOV aAyopifuwV, cvoumepdopato petald tov 2 alyopifumv

SOM «ou Isolation Forest, Oa cuykpivovpe to 0moTEAEGLOTA [LOV LLE TO ATOTEAEGLOTO, TOV project

nov avortyOnke amd v Ap. Xpiotidva lodvvov ypnoomowdvtag tov BLR alydpiBpo kot téhog

[ LEAAOVTIKT OOVAELQ.
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9.1 COOJAVSFIT

Eivon EexaBapo kot omd 10 TponyoHUeVo KEPAANLO GTO 0TTO10 EIOOLE TO ATOTEAEGILATO Y10 OO TOL
oevapla Kot Omov avAAVGO AETTOUEPDG TOVS AOYOLG TTOV TP, ALTE TO. OmOTEAEGHATA, OTL TO
amoteAéopaTo Tov £xouv ot akydpifuot ota FIT dedopéva elvar koAvTepa amd T0 ATOTEAEGLOTO
nov £yovv oto. COOJA dedopéva. Ag Bvunbovue 6t too FIT data mapdyovror oe éva real
environment v ta COOJA dedouéva moapayovtar pe v xpnon tov COOJA Simulator. Eivar
YEYOVOG Aomdv 0Tt pag evolapépovy epiocotepo ta FIT data ta omoia eivon mo Egxdbapo o
axppng an’ 611 tao COOJA data. Awmictooa péoa amd 10 AmoTEAEGLOTO OTL VITAPYOVYV KATOLES

Tepiepyeg Katavopés Tmv Tiwav Tov features oto malicious nodes ce oyéon pe ta benign oto
COOJA data.
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results - 3
-075 results

-0.75
ket fi rd - 0.50

packet forwa packet forward - 050
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packet send

0.00 packet send 0.25

acket received -
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packet dropped =0.50

packet dropped - -0.75

packet forward
results -

packet received
announcement received
packet dropped -
packet forward -
packet send -
packet received -
packet dropped -

announcement received -

2ynue 9.1 correlation matrix FIT vs COOJA sinkhole attack
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2ynua 9.2 Data points values for malicious and benign set FIT
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2ynua 9.3 Data points values for malicious and benign set COOJA

Onwg siyape dg1 kol 6To Tponyovuevo kepdrato n sinkhole exiBeon sivar n enifeon oty omoia o
malicious node npoomabei va. pundei tov sink node. And 1o Zyfua 9.1. PAénovpe o611 oto FIT
dedopéva €yovpe évo ToAD peydo correlation peta&h packet send, packet received ko packet
forward pe to target variable (results). Eniong oto Zyfua 9.2 PAénovue yioo GAAN o opa v
kabapn dapopd otig Tiuég tmv features packet send, packet received xai packet forward tov
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malicious node cg oyéon pe tovg benign nodes. Eivatl Loyikd va dtapépovv ot TIHEG 6e avTd. Ta
tpia features apov ommg eimape o malicious node pe sinkhole attack mpoonafei va piundei tov
sink node. Adym tov Aoyikav Eekdbapwv kot Koo dedopévav Tov £xovpe ota FIT data o1 600
alyopBpot divouv eEaupetikd amoteAéopata, OTmS E0MUE KOL GTO TPOTNYOVUEVO KEPAAOLO OOV

0 SOM diver péypt ko 100% pe TAnpn eVIOMGUO TOV EMOEGEWDV.

Amd v dAAn peptd dpwg mopatnpodue woAd mepiepya dedopéva ota COOJA. Kot and tov
correlation matrix ot and ta oyfuata 9.2, 9.3 dev PAénovpe kKabBOAOL owT TV dlaPopd oTo. 3
avtd features peta&h malicious kot benign nodes. o v axpifeia PAEROVUE o YEVIKT) YNAR
opotdta petad tov dedopévav Tov malicious node kot twv benign nodes yeyovag to omoio gival
nepiepyo. Avatuy®g antd, Kab1oTd 6YXedOV adVVATO GTOVS GLYKEKPIUEVOLS S0 adyopifpovg va
evtomioovv 1o Sinkhole attacks yio ta COOJA dedopéva, to omoio givar Aoyikd apol ta dedopéva

etvat oyeddv ta idua.

‘Etot and v pia £xovpe Aoyikd dedopéva pe koA katavoun otig Tég tovg (FIT) ota omoia
&yovpe eEarpetikd amoteAéopata kot omd v GAAN pepld Exovpe ta COOJA ta omoio yio kdmoto
neplepyo AOYyo eivar mOAD Opoto PETOED TOVG Kol OVTO ONMUOLPYEL TNV OVIKOVOTNTA GTOVG

alyopiBuovg va Exovv KaAd amoteAEGLOTO.

Avt 1 dapopd oTig TYéG TV dedopévav Ppioketar yevikd kot og GAAa attacks. Xto middle
topology ota COOJA 1600 o¢ local 660 kot oto network detection ta amotelécpoto dev Ty
KoAd. Xtnv random tomoloyia to omoteléopata Peltiodnkov katd TOAD kol HTOV TO
avoapevouevo kal otnv top tomoAoyio elyoue maA kodd omoteléopata ektog omd to Sinkhole

attack ko to Adyo pag tov divovv ta o Tave features.

Apa 10 TEMKO cupnépaciio eivar 0Tt To amoteAéopoto Tov maipvovue pe to FIT data sivol ol

Ko ko kodvtepa and o COOJA data.

Kletvovtag dev pmop®d vo unv avo@épm Tig d106TAcELS TV dedopévmv. ‘Exovue va kévoope pe
uolic 5 features oto dedopéva pag. e mpoPfAnuata ta oroio OELOVUIE VO AVGOVUE UE TEYVIKEG
unyavikn pabnon, ta dataset amotedovvral and ekatovtddeg kot teplocoTepa. features evad eueig
&yovpe éva dataset pe oAl 5. Avtd aw&avel katd ToAd Kot TV opotdTnTa TeV dedopuévav. Etot

ot aAyopiBuot exmoudevovrar pe poiig 5 features kot cvykekpipévo 4 emeldn 6T TEPIOCOTEPES
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neputooelc agaipéoape to packet received (extog amd too sinkhole), pe oamotéleoua va

Katnyoptomotovy to. data points kpivovrtag ta kot Bacilopevor o nodig 4-5 features.

9.2 SOM vs Isolation Forest

Ortav ptavovpe og cOyKpion peta&d 600 adyopiBumv, 1 cOyKpion dev TPEmeL va yivetal LOVO OTIG
HETPIKEG TV aAyopiBuwv. Meydho moc0ooTd NG oVYKplong €lval to KOGTOG Kot O YPOVOG
ekTéAEONC TOL KAOE ahydpiBpov. 1660 cuvorikd ypdvo yperalovtar Kot TOPOVG VITOAOYIGTIKOVGS

TOPOLG ATALTOVV.

HEEKIVOVTOG GLYKPIVOVTOG TOVG V0 aAydpiBuovg otig 3 petpikég mov gidape (accuracy score,
precision, recall), idape kot and to Tponyovuevo kepdiato 6tt o SOM avtidpd apketd Kolvtepa
an’ 6t o Isolation Forest. Xyedov av oyt o€ Ol ta gevapia o SOM metvyaivel Koldtepo accuracy
score, precision kou recall and tov Isolation Forest kpotdvtag to FP 660 mio Adyo yiveton kot
avéavovtag ta TN kot TP. Kat ot Vo adyopiBpotl €govv eAdyloto Kot 0TIG TEPICCOTEPES POPES
undevikd FN. Oco apopd 6pmg to k66T0g Kot Tov xpovo ektéleong eivan Egkdbopo 6t o Isolation

Forest etvat ypryopdtepog kot amortel Aydtepovg LITOAOYIGTIKOVS TOPOLS o’ 60Tt 0 SOM.

‘Etot égovpe éva dilnuua vo emiéEovpe petald axpifelag kot ké6otovg. Avto to trade off umopel
va emvBel pe tov e€ng tpdmo. T'a 10 cuykekpipévo TpoPAanua icog dev eipaote 1660 avotnpol
o€ KOGTOG KOl YPOVO EPOCOV 0 OYKOG TV OEOUEVMOV OV £YOVUE OEV EIval OPKETO LEYOAOG
etavovrtag péxpt kar 10000-12000 data points (network detection). Av dpwmg elyape T€pAoTIO OYKO
dedopévav kot Empene va Aapovpe coPapd vTdYY Tov XpOvo Kot To KOGTOG TV aiyopibumy, Ha
ntav Kohd vo peletnoovpe meplocdtepo v andeacn mov Ba mhpovpe petald twv 6Ho
alyopiBuomv. ‘Etot anopdsica 61t 0 SOM aAdydpiBpog etvar KaAhtepog Kot TPOTIHOTEPOS YL TO
OLYKEKPLUEVO TPOPAN LA TOV £XOVUE Vo ADGOVUE av Kot KooTilel mepiocdtepo amd tov Isolation

Forest.

O Adyog mov 0 SOM avtidpdet kadbtepa og precision, recall kon accuracy score omd tov Isolation
Forest givan emeidn ypnoipomotel moro axpiPEg LETPIKES, YPNOIULOTOIDOVTAS TOAAOVS VEVPMOVEG Kol
vroloyilovtag akpiPéc anootdoelg petad vevpmvmvy kot Vectors (data points). Amo v GAAn
uepld o Isolation Forest sivar évag adyopiOuoc edkdc oto va PBpiokel avouoiies péco ce

dedopéva 0ALG pe ypryopo Tpémo. Apa av to dedopéva evog malicious node €yovv kdmoieg
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dapopég ahAa Oyt TepaoTieg drapopés amd Ta dedopéva evog benign node, o Isolation Forest icmg
dvuokoievtel va evtomioel TG avopoiieg oe avtifeon pe tov SOM. Ievikd eivan évag apketd
evaictntoc alyopiduog Tov 0moioL Ol TOPAUETPOL Ko Kupimg To contamination mpémet va. ivan

optimized yiwa va divel 660 T0 dSuVaTd KOADTEPO ATOTEAEGUATOL.

‘Eva. yevikd cvumépacpa mov mpo omd tovg dvo aAydpiBuovg sivar OtL dev mepipeva va
ooumepLpepBohv e 1060 KOAO TPOTO 61O GLYKEKPEVO TPOPANUa. Onwe avaeepa Kot 6To
Kepalato 4, avtoi ot adyopiOupot givor unsupervised kot m ypnon TOVG YIVETOL GE EVIEAMG
dapopeTikng @voemg mpoPAfuata. o to ocvykekpiuévo mpoPfinua, omiadr éva binary
classification Tpopinua pe labeled dataset, ypnowonotovvton supervised learning alyopidpot kot
OLYKEKPLUEVO alyOp1OLot o1 omoiot givar €181koi 6To Vo Abvouy poPAruato binary classification,

6mmwg o SVM, Logistic Regression, Random Forest, KNN, Decision Tree kot GALot ToAroi.

9.3 Xvykpion pe BLR

cooja-middle topology
BLR vs Isolation Forest

98 98 97 98 99.99 93 94 % 100 100 100100100 gq g
87 87 85 84
- 69 74
.- 54 54 57 52 28
42 I : I I I I
accuracy-BLR accuracy-IF precision-BLR precision-IF recall-BLR recall-IF

metrics

HBH-BN mBH-FR mSF-BN SF-FR W sinkhole
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Yt mo whve charts PAEmovpe v ovykpion petald anotedéspota BLR kot Isolation Forest. ['a
o COOJA data middle topology mapatnpodpe 6t 0 BLR éyet oAb kaAd anotelécpota evd o
Isolation Forest av kot metvuyaivel ynidtepa precision kot ynAd accuracy scores yio to attacks,
Eyel yauno recall. T v top topology ta anoteléopata Bertudvovral. I'vopilovpe 7on tov
AOY0 OmG Tov gidape kot ota amotedéopato tov Isolation Forest. Extog and to yeyovog 6t ot
TIég ota dedopéva tov malicious node kot Tov benign givat 6poteg kot ovTd KAveL SOGKOAO TOV
Isolation Forest va evtonicet ta attacks pe peydin emroyio fAémovpe 611 0 BLR avtipetonilel to
010 TpoPAnua oto precision. O BLR yevikd sivar adyopiOuog supervised kot oAb KoAog yio
binary classification yi” avt6 ivor kot Loykd va dovAievet kadvtepa. [lpoympadvtag ota FIT data
gyovpe TOAD KaAG OMOTEAEGLOTO KOl GTOVS dV0 aAdyopiBuovg. [Ma avtd Ta dedopéva Kot ot dVo

aAyopiBuot divouv kaAd accuracy score, precision ko recall.

Ye yevikéc ypappég ovykpivovtog tov Isolation Forest mov givar unsupervised pe tov BLR mov
etvar supervised ko €1d1c6c o binary classification mpopAnquata, eivon Exminén ot o Isolation

Forest divel kodd amoteléspota 660 Ko 0 BLR, kdmoteg popég yepdtepa, kdmoleg KOADTEPQL.

cooja-middle topology
BLR vs SOM

98 98 97 9899.99 92 97 96 96 100100100100 99.68

59292 91
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accuracy-BLR accuracy-SOM precision-BLR precision-SOM recall-BLR recall-SOM
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I'o too COOJA data mapoatnpovpue to. idia Omwg kat otov Isolation Forest. Xta FIT data pAérovpe
611 0 SOM éyet kaAvtepa amoteléopata amd tov Isolation Forest kot og apkeTéc TEPIMTOOELS Kot
and tov BLR. Onwg eimape eivar évag mo akpipfg akydpiBpog aldd dvotuydg omortel ToAd

TEPLGGATEPOLG TOPOVC.

Ta copnepdopotd pov amd Ty GVYKPLoT TV dVo aAyopiBumy pe tov BLR eivan ta e€1g. Apyikd
eaivetat 6Tl av Kot ot 300 adyopdpot dev givar kot ot o suitable yio to TpdPfAna mov Exovpe va
OVTILETOTIGOVUE, TO OTOTEAECLLOTO TTOV EYOVV givar TAPO TOAD KoAd. Av e€apécovpe T0 middle
topology ota COOJA yevikd ta anotelécpatd Toug eivat oAl Kord, edka ota FIT data. O BLR,
évag alyopiBuog suitable yio to TpoPAnpa Exel moAD kodd anoteléouata. ‘Exet kbmolo mpdpfinua
0TO Precision o KAmoleg TEPTTOGEIS OTMG Kot ot dAlot 6o oto recall. Télog 660 agopd Tovg
TOPOVGS Kol To KOGTN TV aAyopiBuwmv, o mo akpPBdg Kot o mo akpPoc eivar o SOM evd o BLR

ko o Isolation Forest givat 600 ypryopot adydpibpot pe xapnid veorloylotikd kO6Tog.

9.4 MghlhovTiKn d0vAELl

Mo peAlovTikn 0ovAeld Tov Ba propovce vo emttevyBel eivar 1 dokyun ToALamAGY akyopiBuwv
Y10, TO GLYKEKPLUEVO TPOPAN Q. Oa E6TpEPQ TNV TPOCOYN LoV Gg alyopdovg supervised learning
€101k00¢ Yo TpoPArpoto binary classification 6nwc avaeepa kot Tponyovuévmg. Evvoegital mavta
VIdpyeL xdPog v Peltimon towv anotelecudtmv (accuracy score, precision, recall) onwog eniong
Kot Bedtioon 6To KOGTOS Kot Y pdvo Tov omortovv ot alyopldpot. Méoa ota mAaicto TG TTULKNG
pov epyaciag mpootddnoa vo TeTHy® 660 T0 dVVOTO KOADTEPO ATOTEAEGLLOTO, LTTOPOVGH KOl VOl
QEPW €1G TEPAG dVO ALYOpiOOVG TOL VO GLUTEPLPEPOVTOL OGO KAAVTEPO YIVETAL GTO TPOPAN QL

OV ELYOLE VO OVTLLETMTIGOVLLE.

Mua dAAN eméktact TG d0VAELLG Ba Tav 1) aviyvevon Kot 1 avayvaopilon Tov embécewmy. Anladn
av aviyvevbel emifeor, mowo eivar 10 €100g ¢ emiBeong mov aviyvevdnke. Emiong 6o ntav
EVOLLPEPOV 1] VAOTOINGOT Kol OVATTLEN TEXVIKOV OVTILETOMIONG TV EMOECEOV KOl TS Oa

UTOPOVGALLE VO OVTILETOTIGOVLE TNV aviXVELOT AVTOV TV eMBécewv o€ éva l0T diktvo.

Téhog Ba Béhape va Tpaypotomonbel aviyvevon oe éva mpaypotiko teptBdiiov 10T, kabmg avtd
etvar og Aettovpyio. Anradn va viomomBohv poviéda mov Aappdvovv TANpoeopia HEC® £VOG

Cwvtavon data stream kot va v avaldovy 6€ TPayUATIKO XPOVO.
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Napdptnua A

Y& avtd 1o mapdpmua Bo dodue tov kddwka yio tov Isolation Forest yio to FIT DATA. Agv
ypewaletar va mapobiéocw toug kadikeg Yo too COOJA DATA egpdoov givor o 1010¢ pe amid

dwapopetikd input files.

['o to Ad0yo 011 0 KdSIKAG givar 0 1010¢ Yia TI¢ emfénelg, to povo mov ariddlet eivon to file mov
daPalet ta dedopéva, Ba mopabéte poévo to BlackHole BN attack. Emiong o kddwkag yio tig
aviyvevoelg og local kot network detection givar oyeddv id1og pe v dapopd 6t 6to network
detection mpobétovtar ko ta dedopévo v GAlmv benign nodes. EEGAAov ot kddikes Oa

TapadoBodv omdTOV Pmopeite va Toug EAEYEETE.

Apa o kdto O dovpe Tov kddika aviyvevong BlackHole BN og tomoloyieg middle ko top oto
local detection yia to FIT DATA. Oeop®d omatdAn yxpovov Kot TOmTov va mapafécm Kot Tovg
KOOWKES Yo TIG dAAeG emBéaelg emedn elval 10101 omdTay Ba Tapel Tapa TOAAEG GEMOES Yo Va

Baiw 6Aovg TOVG KMOKES Amd OAM T GEVAPLAL.



Local Detection middle Topology

BlackHole_BN_evaluation.py

In [1]: #import the ligbries we need
import pandas as pd
import numpy as np
import matplotlib.pyplot as plt #for chorts
import seaborn as sns
from sklearn.ensemble import IsolaticnForest
import pickle
import shutil

In [2]: | #Take the 88% of benign and malicious txt and concatengie them. Then toke 28% of each agoin ond concatenote
from sklearn.medel_selection import train_test_split
benign = np.loadtxt("data/benign_middle.txt", dtype-'int')
malicious = np.loadixt("data/BlackHole/sF_BH BN_middle_malicious.txt", diype="int")
¥_benign = bemign[:, 1:]
¥_benign = benign[:, @]
¥ malicious = malicipus[:, 1:]
¥_malicious = malicious[:, @]

X
¥

np.vstack((¥_benign, ¥_malicious))
np.hstack( (¥_benign, ¥_malicious})

¥_traing, ¥_teste, ¥_traing, Y_testE - train_test_split{X_benign, Y_benign, test_size-2.2,randce_state-8)
¥_trainM, X_testM, Y_trainM, ¥_testM = train_test split{x malicicus, ¥_maliciocus, test_size=@.2,random_state-8)

¥_train = np.concatenate((X_traing,X_trainM),axiz=2)
¥_test = np.concatenate({X_testE,X_tesiM), axis=a)
Y_train = np.concatenate{(Y_traing,v_trainM), axis=e)
Y_test- np.concatenate((¥_testB,¥y_testM), axis-=2)

¥_train = np.delete(X_train,2,1)
¥ _test = np.delete(x_test,2,1)
¥_test = ¥_test.reshape(-1,1)

In [2]: |#correlation matrix showing the correlotion between jfeatures
df = pd.DataFrame({np.concatenate((benign,malicious),axis=8), columns = ['results’', 'packet forward',’packet send',
packet received', 'anmouncement received®,
'packet dropped'])
sns.heatmap{df.corr(},annot = True, fmi= ".8%")

out[3]: <matplotlib.axes._subplots.Axessubplot at exlb?sodfabzax
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In [£]:

In [5]:

In [&]:

out[&]:

In [7]:
out[7]:

df_malicious = pd.DataFrame(malicious, columns = ['results',’packet forward','packet send',

‘packet received',announcement received®,

‘packet dropped®])

df_benign = pd.DataFrame({benign, columns = ['results','packet forward®,'packet send’,

df_malicious

'packet received',announcement received'
1 L)

'packet dropped®])
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In [8]: | # scotter plot matrix showing if we have outliers and the data wvalues
df_malicious.plot(kind="box', subplots=True,layout={2,3), sharex = False, sharey = False, figsize=(12,12))

plt.show{)
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In [9]: |# plot for malicious node showing the volue of the feotures of the daoto points. This plots agre importont im order to understand
# the results we will toke ol the end
df_malicious.hist(figsize = (12,12))

plt.show(}
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In [18]:

In [11]:

# scatter plot matrix
df_benign.plot(kind="box"', subplots=True,layout=(2,3), sharex =

False, sharey = False, figsize=(12,12))

plt.show()
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df_benign.hist(figsize = (12,12))
plt.show()
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In

[13]:

In [14]:

In

In

[1€6]

[15]:

results  packet forward

packet send packet received announcement received packet dropped

0 0
1 o
2 0
3 0
4 0
3414 1
315 1
3418 1
3447 1
413 1

341% rows x 6 columns

# Check if we have any

3

]

W

(2]

[

(2]

€

empty values in our dateset

print{df.isnull{).sum()}

results

packet forward

packet send

packet received
anneuncement recelved
packet dropped

diype: intes

# Check for outliers

print{df.min{})

results

packet forward

packet send

packet received
announcement received
packet dropped

dtype: int32

print{df.max{}))

results

packet forward

packet send

packet received
announcement received
packet dropped

diype: int32

print{df.mean(})
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In [17]: |print{(df == @).sum())

results 3187
packet forward 1385
packet send 5
packet received 1419
announcement received 2382
packet dropped 1147

dtype: intes

In [18]: |df[df[ packet send'] == 8]

A
ut{e]: results packetforward packetsend packetreceived announcementreceived packet dropped
1678 D 0 v , ’ :
1702 D 0 v ¢ ’ :
1215 0 0 0 0 0 ’
w0 0 0 ¢ ’ ’
2964 0 0 0 0 o ’
2968 0 0 0 0 0 0

In [11]: X_train
out[11]: array([[ &, &8, @, @],
3, 69, 9, @,
e, &8, @, @],

§ e, 8, 1],
5, 68, 9, 12,
5, 68, 9, ell)

In [12]: |# Feature scaling
from sklearn.preprocessing import MinMaxscaler
scaler = MinMaxScaler()
¥_train = scaler.fit_transform{X_train)
%_test = scaler.transform(X_test)

In [12]: |X_train

OUt[13]: array([[@.66GAR657, B.98360656, @ , 8. 1,
[#.33333333, @.98360656, @, , B 1
[a. , B.38368858, @ , 8. 1,
ey
[#.83883389, @.98360656, @, , B.16666667],

[8.55555556, 8.95368656,
[8.55555556, 8.38368456,

m

, 8.23332323],
8. 1

[

In [14]: |# Feature Selection
from sklearn.ensemble import ExtraTreesClassifier
estimator = ExtraTreesClassifier(n_estimators=10@, max_features=S, random_state-a)
estimator.fit(x, y)
importances = estimator.feature_importances_
importances

0Ut[12]: array([e.82986054, A,.81467245, A, , 8.88284357, 9.9341113 ])



In [48]: |# Feature Importance 1
# Use ensemble method: The goal of ensemble methods is to combine the
# predictions of several base estimators built with a given Learming algorithm
# 1in order to improve generalizability / robustness over @ single estimotor
# http://scikit-Learn.org/stable/modules/ensemble. himl
# Build an estimofor (forest of trees) ond compute the fegture importonces
# n_estimators = number of trees in forest

¥ = df.iloc[:, 1:].values
y = df.iloc[:, 8].values

estimator = ExtraTreesClassifier(n_estimators=18@, max_features=5, random_state-2)

estimator.fit(X,y)

# Lets get the feature importances. Fegtures with high importance score higher.

importances = estimator.feature_importances_

std = np.std([tree.feature_importances_ for tree in estimator.estimators_],
axis=2)

indices = np.argsort{importances)[::-1]

# Print the feature ranking
print{"Feature ranking.")
for f in range(X.shape[1]):
print("%d. feature %s (%f)" X (f + 1, df.drop(columns=['results']).columns[indices[f]], importances[indices[f]]))

# Plot the feature importances of the forest

plt.figure()

plt.title("Feature importances")

plt.bar{range(x.shape[1]), importances[indices],
color="r", yerr=std[indices], align="center")

plt.xticks{range{X.shape[1]), indices)

plt.xlim([-1, X.shape[1]])

plt.shou()

Feature ranking:

. feature packet dropped (@.954211)

. feature packet forward (@.829051)

. feature packet send (0.814673)

. feature announcement received (@.@e285@)
. feature packet received (2.08082@)

[ e

Feature importances

08
06
04

02

0o *—n—
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In [33]: |#hyperparometer tuning
from sklearn.model_selection import Gridsearchcy, Randomizedsearchcv
from sklearn.metrics import make_scorer, fi_score

¥_train = np.where(y_train==1,-1,¥_train)
Y_train = np.where(y_train=-2,1,y_train)
Y_test = np.where{Y_test==1,-1,Y_test)
Y_test = np.where{Y_test==8,1,Y_test)

flsc = make_scorer(fl_score, average="micro')

param_grid = {'contamination': [@.es, .87, @.88, @.89, 8.1, @.11],
'max_samples': [18@8,152,2e8,258],
'n_estimators': [1e@,158,26a,258],
'max_features': [1,2,3]
1
iforest = IsclaticnForest{random_state-a)
clf = Gridsearchcv(estimator=iferest, param_grid-param_grid, scoring=flsc, cv=5,
return_train_score=False)

clf.fit(x_train, v_train)

out[22]: @ridsearchiV(cv=5, estimator=IsolationForest({randem_state=0),
param_grid={'contamination': [8.85, @.87, &.83, 8.89, @.1, @.11],
‘max_features': [1, 2, 3],
'max_samples': [1g8, 158, 2ee, 2:58],
‘n_estimaters': [188, 158, 282, 2%8]},
scoring=make_scorer(fl_score, average=micro))

In [34]: |df_param = pd.DataFrame(clf.cv_results_)
df_param.head(7)

mean_fit_time std_fit_time mean_score_time std_score_time param_contamination param_max_features param_max_samples param_n_estimators

0 0123628 0.001342 0.028026 1.168008e-07 0.08 1 100 100
1 0208207 00002811 0.041641 3.738288e-04 0.08 1 100 150
2 0.278527 0.003374 0.055460 4.330165e-04 0.06 1 100 200
3 0245024 0.002826 0.060047 2.661851e04 Q.08 1 100 250
4 0120528 0.002156 0.027825 4.004470e-04 0.08 1 150 100
§ 0213798 0.006323 0.042238 7.430782e-04 0.08 1 150 150
[ 0286290 0.008344 0.057553 2.238681e-03 0.08 1 150 200
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In [35]: df_param[["param_centamination', 'param max_features', 'param_max_samples', 'param_n_estimators®, 'mean_test score’]]

In [

In

[67]

param_contamination param_max_features param_max_samples param_n_estimators mean_test_score

(df_param[ 'param_n_estimators'] == 1%@) & (df_param['param_max_features'] == 1)]

0 0.08 1 100 100 0813185
1 0.06 1 100 150 0.815381
2 0.06 1 100 200 0.811720
3 0.06 1 100 250 0811730
4 0.06 1 150 100 0.815303
283 0.1 3 200 250 (0.252580
284 on 3 250 100 0.870787
285 0.1 3 250 150 0.250322
288 on 3 250 200 [.238221
287 0.1 3 250 250 (0.258858
288 rows x 5 columns
1: |# Best score
clf.best_score_
8,5483017457362865
# Best parameters
clf.best_params_
{'contamination’: @.8&,
‘max_features': 1,
'max_samples': 25@,
‘n_estimators': 1@}
df_param.loc[ (df_param['param_ccontzmination'] == @.87) & (df_param[‘param_max_samples'] == 258) &

mean_fit time std fit time mean_score_time std score_time param_contamination param_max_features param_max_samples param_n_estimators

{conta
&1 020878 0.00273 0.041638 0.000801 007 250 150 .
k

df_param.loc[(df_param['param_contamination'] == @.@8) & (df_param[‘param_max_samples'] == 258) &

(df_param[ ‘param_n_estimators'] == 1%@) & {df_param['param_max_features'] == 1)]
mean_fit_time std_fit_time mean_score_time std_score_time param_contamination param_max_features param_max_samples param_n_estimators

{'cont
109 0.214881 0.005383 0043113 0.001768 0.08 250 150 ]
3

df_param.loc[ (df_param['param_contamination'] == @.89) & (df_param['param_max_samples'] == 258) &

(df_param[ ‘param_n_estimators'] == 158) & {df_param['param_max_features'] == 1)]

A-10



In [15]: |# Train the model
forest = IsolationForest(contamination=g.88,n_sstimators=15@,random_state=8,max_features=1, max_samples=258)
forest.fit{x_train)

Out[15]: IsclationForest(contamination=8.88, max_features=1, max_samples=35g,
n_estimators=158, random_state=g)

In [56]: |#save the trained model to be used for top topology
filename = 'blackHoleBN_iforest.sav'
pickle.dump(forest, open(filename, 'wb'))

#move the file for top topology

original = "blackHoleBN_iforest.sav"

target = r"C:\users\steve\oneorivel\jupyter\Essay\Isolation Foresth\FIT_DATA\localDetection\top”
shutil.move(original,target)

DUE[SE]: 'Co\\Users\\steve\\OneDrivel\jupytery \Essay\ \Iselation Forest\\FIT_DATA\\localDetection\\top\\blacksoleBn_iforest, sav’

In [41]: | Y_test = np.where(Y_test==1,8,Y_test)
¥_test = np.where(Y_test==-1,1,v_test)
In [16]: |y_pred = forest.predict(X_test)

y_pred = np.where(y_pred==1,8,y_pred}
y_pred = np.where(y_pred==-1,1,y_pred)

In [17]: |# Toke the results
from sklearn.metrics import confusion _matrix,accuracy score,classification_report
om = confusion_matrix(y_test,y_pred)
ac = accuracy_score(Y_test,y_pred)
¢r = classification_report(y_test, y_pred)
print("classification reportin”, cr)
print("confusion matrix\n", cm)
print({"\naccuracy score\n", ac)

classification report
precision  recall fl-score support

] 8,98 8.59 8.98 622

1 8.91 8.81 g.86 63

accuracy @.98 685
MACrD ave 8,95 .58 8.92 GES
ueighted avg .97 8,98 8.97 685

confusion matrix
[[817 5]
[ 12 51]]

accuracy score
#.9751824817518249
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In [6&]: #create o datoframe for test daotas
df_test = pd.DataFrame{np.concatenate( (¥_test,vy_test),axis=1), columns = ['packet forward','packet received',
‘announcement received',
'packet drepped", 'results'])
df_test.describe()

outse]:

e packet forward packetreceived announcement received packet dropped results
count 685000000 685.000000 685000000 685.000000  685.000000
mean 0272018 0.881237 0.048715 0.028187  0.0919T1

std 027714 0.005838 17105 0118723 0.280106
min 0.000000 0.867213 0.000000 0.000000  0.000CD0
25% 0.000000 0.983807 0.000000 0.000000  C.ODOCOC
50% 0.333333 0.983807 0.000000 0.000000  0.000000
75% 0.333323 0.883807 0.000000 0.000000  0.0000D0
max 1.000000 1.000000 0.750000 1.000000  1.000000

In [&7]: df _test['health'] = forest.decision_function(X test)
df_test['anomaly'] = y_pred

df _test
out[&7]:

packet forward packet received announcement received packet dropped results health anomaly

0 0.000000 0.883807 0.0 0.000000 00 007ezze [}

1 1.000000 0.883807 0.0 0.000000 o0 0023680 ]

2 0.688887 0.983807 000 0.000000 0 0.080504 ]

3 0.660867 0.953807 000 0.000000 o0 0060504 ]

4 0.323223 0.883807 0.0 0.000000 0.0 0.083373 [}
680 0.323223 0.983807 028 0.000000 1.0 0065860 ]
681 0.555558 0.953807 000 0.168867 10 0011154 1
882 0.555558 0.883507 000 0.168867 10 0011154 1
683 0.555558 0.883807 o.oo 0.168867 10 0011154 1
B84 0.238380 0.883807 000 0.168867 1.0 -0.038380 1

685 rows x 7 columns

In [&8]: #Check the false negotives
false_positive = df test[(df test['ancmaly'] == @) & {df_test['results'] == 1}]
false_positive.describe()

Akl eal
e packet forward packetreceived announcementreceived packet dropped results health anomaly
count 12.000000 12.000000 12.000000 12.000000 120 12.000000 120

mean 0.453704 0.882240 0.020833 0.125000 10 0.0268601 (]

std n.e7227 0.004732 0072188 0.160885 0.0 0.027025 oo

min 0.333323 0.867213 0.000000 0.000000 1.0 0.011358 (]

25% 0.333323 0.983807 0.000000 0.000000 1.0 0011356 ]

50% 0.333333 0.983807 0.000000 0.000000 1.0 0.023358 L]

75% 0.583323 0.883807 0.000000 0.333223 1.0 0.080504 ]

max 0777778 0.883807 0.250000 0.333333 1.0 0.083373 0.0
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In [71]: |#Check the false positives
false_positive = df_test[(df_test['ancmaly'] == @) & (df_test['results'] == 1)]
false_positivel
out[71]:
packet forward packet received announcement received packet dropped results health anomaly
642 0.656667 0883607 0.00 0.000000 1.0 0060504 0
644 077778 0883807 000 0.000000 1.0 u0284a0 0
652 0.333323 0883607 0.00 0.000000 1.0 0083373 0
653 0333223 0883807 000 0233222 1.0 0.011358 0
655 0.656667 0883607 0.00 0.000000 1.0 0060504 0
657 (0.555558 0883807 000 0.000000 1.0 0058450 0
658 0444444 0887213 0.00 0.000000 1.0 0018258 0
670 0333223 0883807 000 0.158857 1.0 0018382 0
672 0.333323 0883607 0.00 0333323 1.0 0011356 0
678 0333223 0883807 000 0233222 1.0 0.011358 0
678 0.333323 0883607 0.00 0333323 1.0 0011356 0
241 0333233 0883807 028 0.000000 1.0 0085850 0
In [74]: |#Compare with benign (True megatives)
true_negatives = df_test[df_test['results'] == @8]
true_negatives
out[74
packet forward packet received announcement received packet dropped results health anomaly
0 0.000000 0883607 0.00 0.0 0 0076228 0
1 1.000000 0883807 000 oo 00 0.033890 ]
2 0.668687 0883607 0.00 0.0 00 0.060504 0
3 (0.656857 0883807 000 oo 00 0.050504 ]
4 0.333323 0883607 0.00 0.0 00 0.083373 0
817 0.222222 0883607 0.00 0.0 00 0.060430 0
618 (0.228320 0.887213 025 oo 00 -0.013522 1
613 0.000000 0883607 0.00 0.0 0 0076228 0
620 (0.228320 0.883607 0.00 oo 00 002702 o
621 0.333323 0883607 0.00 0.0 00 0.083373 0

622 rows = 7 columns
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In [B2]:

out[s2]:

In [E3]:

out[E3]:

In [E4]:

out[s4]:

#Check the true negatives

true_positive = df_test[{df_test["ancmaly'] == @) & (df_test['results’] == a}]

true_positive.describe()

packet forward packet recsived announcement recsived packetdropped results health  anomaly
count 617.000000 817.000000 817.000000 §17.0 617.0 617.000000 g§17.0
mean 0.258738 o4a3iiee 0.044978 0.0 00 0054911 0.0
std 0.278703 0.005818 0ANT2T 0.0 0 0.018535 00
min 0.000000 0.8a7213 0.000000 0.0 00 0.000000 0o
5% 0.000000 0.883807 0.000000 0.0 0 0.038431 00
E 0.333333 0.883307 0.000000 0.0 00 0.078226 0.0
Ti% 0.333333 0.983307 0.000000 0.0 0 0.078226 00
max 1.000000 0.983307 0.750000 0.0 00 0.083372 0o
#heck the true negative
true_positive = df_test[{df_test['results'] == @)]
true_positive.describe()
packet forward packetreceived announcement received packetdropped results health anomaly
count 622.000000 622.000000 622.000000 622.0 622.0 622000000 622.000000
mean 0258914 0.831103 0.048333 0.0 00 0.084224 0.008038
std 0278485 0.005902 0.118320 0.0 0 0.020008 0.088358
min 0.000000 0.8a7213 0.000000 0.0 00 -0.045753 0.000000
5% 0.000000 0.883807 0.000000 0.0 0 0.056131 0.000000
E 0.333333 0.883307 0.000000 0.0 00 0.078226 0.000000
Ti% 0.333333 0.983307 0.000000 0.0 0 0.078226 0.000000
max 1.000000 0.983307 0.750000 0.0 00 0.083372 1.000000

# Plot showing the outliers the model could Find
fig, axes = plt.subplots{figsize={22,7))
plt.plot({df_test['health'])

xmin, xmax = plt.xlim{)

ymin, ymax = plt.ylim()

plt.xlim{>min * &, xmax * 1)

plt.ylim{ymin * 1, ymax * 1.3}
plt.axhspan{-0.18, @.2, alpha=9.2, cclor ="red")

«<matplotlib. patches.Polygen at 8x1756del35a7ex
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Local Detection top Topology

BlackHole_BN_evaluation.py

In [1]: |#import the ligbries we need
import pandas as pd
import numpy as np
import matpletlib.pyplot as plt #for charts
from sklearn.ensemble import IsclationForest
import seaborn as sns
import pickle

In [2]: |#Take the 28% of benign and malicious txt and concatengte them. Then take 28% of each ggain and concatenate
from sklearn.model_selection import train_test_split
benign = np.loadtxt("data/benign_top.txt", dtype="int'}
malicicus = np.loadtxt(“"datas/BlackHole/SF_BH_BN_top_malicious.txt", dtype="int'}

X_benign = benign[:, 1:]
Y_benign = benign[:, @]
¥_malicious = malicious[:, 1:]
Y_malicious = malicious[:, @]

X = np.vstack((¥_benign, X _malicious)}
¥ = np.hstack((¥_benign, ¥ _malicious)}

¥_traing, ¥_teste, vy_traing, Y_testB = train_test_split(¥_benign, v_benign, test_size=8.2,randem_state=8)
X_trainm, x_testM, v_trainM, v_tesiMm = train_test_split(xX_malicious, ¥_malicious, test size=28.2,randcm_state=a)
X_train = np.concatenate((X_traing,Xx_trainm},axis-8)

X_test = np.concatenate{(X_testB,X_testM), axis=2)

Y_train = np.concatenate((v_traing,y_trainM), axis-a)

Y_test= np.concatenate({v_testB,¥_testMm), axis=8)

X_train = np.delete(x _train,2,1)

X_test = np.delete(X test,2,1}
Y_test = v_test.reshape{-1,1)

In [2]: |df = pd.DataFrame{np.concatenate({benign,malicious},axis=0), cclumns = ['results’,'packet forward','packet send',

‘packet received','announcement received®,

'packet dropped'])
sns.heatmap({df.corr(),annct = True, fmt= ".

out[3]: ematplotlib.axes._subplots.Axessubplot at ex2dfes2biabes
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In [4]: df _malicious = pd.DataFrame(malicious, columns = ['results','packet forward','packet send’,
'packet received','announcement received’,
"packet dropped'])

In [5]: df_benign = pd.DataFrame(benign, columns = ['results','packet forward', 'packet send',
'packet received','announcement received’,
"packet dropped'])

In [6]: df _malicious

out[6]:
el results packet forward packet send packetreceived announcement received packet dropped
0 1 5 59 ] 0 1
1 1 2 60 0 0 4
2 1 2 59 0 0 5}
3 1 [ 60 ] 0 ]
4 1 2 59 0 0 5}
305 1 1 60 ] 0 2
306 1 3 60 0 0 0
307 1 2 60 0 0 1
308 1 0 60 ] 0 3
309 1 1 60 0 0 2

310 rows = 6 columns

In [7]: df_benign

out[71:
e results packet forward packetsend packetreceived announcementreceived packet dropped
0 0 5 59 0 0 0

1 0 5 59 0 1 0

2 0 0 59 0 1 0

3 0 2 59 0 1 0

4 0 0 59 0 0 0

M0 0 3 60 0 0 0

3102 0 6 59 0 1 0

3103 0 2 60 0 ] 0

3104 0 2 59 0 0 0

3105 0 0 59 0 0 0

3106 rows = 6 columns
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In [8]: |# scatter plot matrix

In [2]:

df_malicious.plot(kind="box', subplots=True,layout={2,3), sharex

False, sharey = False, figsize=(12,12))

plt.show()
o [s]
2 &0 g
104
- 50
102
B 40
100 —_ 6 0
4
098 »
2 10
096
o 0 o
results packet forward pacl:e; send
10 4 o &
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1
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df_malicious.hist(figsize = (12,12))
plt.show()
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In [18]:

# scatter plot matrix
df_benign.plot(kind="box', subplots=True,layout=(2,3), sharex =

False, sharey = False, figsize=(12,12))

plt.show()
o 60 o
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6 40
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In [11]: df_benign.hist(figsize = (12,12))
plt.show()
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In [12]: |df

out[12]:

In

In

In

In [

[13]:

[15]:

[1€]:

results packetforward packetsend packetreceived announcementreceived packet dropped

0 0
1 1}
2 o
3 1]
4 0
N 1
12 1
413 1
M4 1
315 1

3416 rows = 6 columns

5
5

[

ta

ra

print{df.isnull(}.sum{))

results

packet forward

packet zend

packet received
announcement received
packet dropped

dtype: intes

print{df.min{})

results

packet forward

packet send

packet recelved
announcement received
packet dropped

dtype: int32

print{df.max()}

results

packet forward

packet zend

packet received
announcement received
packet dropped

diype: int32

print{df.mean(})

results

packet forward

packet send

packet received
announcement received
packet dropped

dtype: floates

58
L
5
58
£
&0
a0
&0
&0
&0
a
a
a
a
a
a
a
a
a
a
a
a
1
12
&1
@
E]
3
8.898743
2.526054
53.565984
8.220008
8.122265
8.182817

]

=]

=]

A-19

i)

1
1

(=T =1

i)

(=T =1

ra

[

ra



In [17]: print{(df == @).sum(})

results

packet forward

packet send

packet received
anncuncement received 3921
packet dropped

dtype: intes

3185
181t

2416

3135

In [18]: df[df['packet send'] == @]

results packet forward packetsend packetreceived announcement received packet dropped

out[1z]:

358 o

383 o
1844 ]
2237 0
2251 0
3328 1
3329 1

In [19]: |X_train

out[12]: array([[ 2,

[ e
[ 3
[ 2,
[ &
[EJ

53,
s3,
ca,

53,
58,
68,

0 ] ]
0 ] ]
0 ] (]
0 ] 0
0 ] ]
4 o ]
5 ] ]

el

el

el

2],

1],

211}

In [28]: from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxscaler()
¥_train = scaler.fit_transform{¥_train)
X_test = scaler.transform(x_test)

In [21]: X_train

out[21]: array([[e.3
[a.
[8.3
[8.2
[a.6
[8.3

In [2

=]

i)

i)

i)

i)

i)

3

2.96721311, @, , B, 1,
2.96721311, @, , B, 1,
2.98368556, @, , B, 1,
2.96721311, @, , 8.4 1,
2.98368656, @ , 8.2 1,
#.93360656, 8.5 , 8.4 m

loaded_model = pickle.lecad(open("blackHoleBN_iforest.sav®, 'rb"))

In [23]: y_pred = loaded model.predict{X test)
y_pred = np.where(y_pred-=1,8,y pred}
y_pred = np.where{y_pred==-1,1,y_pred)
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In [27]: |# Feature Importance 1
# Use ensemble method: The goal of ensemble methods is to combine the
# predictions of several base estimgtors built with a given learning algorithm
# in order to improve generalizaebility / robustness over a single estimator
# http://scikit-Llearn.org/stable/modules/ensemble., html
# Build an estimator (forest of trees) ond compute the feature importances
# n_estimators = number of trees in forest

X
¥

= df.iloc[:, 1:].values

= df.iloc[:, @].values

estimgtor - ExtraTreesClassifier({n_estimators-1ee, max_features-=5, random_state-g2)

estimgtor.fit{x,y)

# Lets get the feature importances. Feotures with high importance score higher.

importances - estimator.feature_importances_

std = np.std({[tree.feature_importances_ for tree in estimator.estimaters_],
axis=2)

indices = np.argsort(impertances)[::-1]

# Print the feature ranking
print{"Feature ranking:"}
for f in range(X.shape[1]):

print{"%d. feature ¥s (%f)" % (f + 1, df.drop{columns=['results’]).columns[indices[f]], Importances[indices[f]]})

# Plot the feature importances of the forest

plt.figure(}

plt.title{"Feature importances")

plt.bar{range(%.shape[1]}, importances[indices],
coler="r", yerr=std[indices], align="center™)

plt.xticks{range(X.shape[1]), indices}

plt.xlim{[-1, X.shape[1]]}

plt.shou()

Feature ranking:

. feature packet dropped (8.916433)

. feature packet forward (B.857472)

. feature packet send (@.824277)

. feature announcement received (@.e@1313)
. feature packet received (8.e@8@8a)

[ STy

Feature importances

10
k]
(1]
04

02

of

A-21



In [24]: from sklearn.metrics import confusion_matrix,accuracy_score,classification_report
cm = confusion_matrix(y_test,y_pred)
ac = accuracy_score(Y_test,y_pred)
cr = classification_report(y_test, y_pred)
print{"classificaticn reportyn", cr)
print{"confusion matrixin”, cm)
print{"\naccuracy score\n”, ac)

#LOAD TRAINED MODEL FROM MIDDLE AND WE HAVE BETTER RESULTS

classification report
precision recall fl-score support

2 8,98 .99 8,33 23]

1 a.83 .81 a,85 52

accuracy 8.97 524
MACrD avg 8,94 8.98 8.92 524
weighted avg 8.97 8.37 8.97 584

confusion matrix
[[816 4]
[ 12 58]]

afcuracy score
@.9726842185263158

In [17]: from sklearn.ensemble import ExtraTreesClassifier
estimator = ExtraTreesClassifier({n_estimators=108@, max_features=5, random_state=2)
estimator. fit(X, v}
importances = estimator.feature_importances_
importances

OUt[17] zrray([@.85747192, 8.82427852, 8. , B.80151885, 8,91643329])

In [28]: | #hyperporameter tuming
from sklearn.model_selection import GridsearchCv, Randomizedsearchiv

from sklearn.metrics import make_scorer, 1 score

¥_train = np.where(y_train==1,-1,v_train)
¥Y_train = np.where(¥_train==8,1,Y_train)
¥_test = np.where(y_test==1,-1,Y_test)
¥_test = np.where(¥_test==0,1,v test)

flsc = make_scorer(fl_score, average='micro’)

param_grid = {'contamination': [@.86, .87, .88, 8.89],

‘max_samples': [18e,158,28a,258],

'n_estimators': [1ea,158,2@a8,258],

'max_features': [1,2,3]

1
iforest = IsclaticnForest{random_state=g)
clf = gridsearchCv{estimator-iferest, param_grid-param_grid, scoring-flsc, cv=%,
return_train_score=False}

clf.fit(x_train, ¥_train}
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In [21]: df_param = pd.DataFrame({clf.cv_results_)

df_param.head(7)

out[21]:

mean_fit_time

std_fit_time mean_score_time std_score_time param_contamination param_max_features param_max_samples

param_n_estimators

0130407

0.205637

0.278500

0.345343

0130047

0.202623

0.277308

0.002218

(0.003580

0.005580

0.004478

0.003250

0.002244

0.004754

0.028450

0.0426580

0.053378

0.068052

0.027043

0.040097

0.054485

0.003285

(0.002225

0.003e097

0.000671

0.002678

0.002045

0001311

008

0.08

008

008

008

0.08

100

100

100

100

150

150

150

100

150

200

250

100

150

200

In [22]: df_param[['param_contamination', 'param_max_features', ‘param_max_samples', 'param_n_estimators®, 'mean_test_scaore']]

out[22]:

param_contamination

param_max_features param_max_samples param_n_estimators mean_test_score

187
188
189
180
191

Q.05
0.08
Q.05
0.08
Q.05

0.00
aog
Q.09
aog
Q.09

192 rows x 5 columns

In [23]: | clf.best score_

out[23]: B.87184519935257964

i
1
i

[ZE R R R

[

100
100
100
100
150

200
250
250
250
250
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100
150
200
250
100

250
100
150
200
250

0035183
0041281
0030558
0041280
0042480

0.057750
0071048
0.057022
0050248
0.070318



In [24]:
out[24]:

In [75]:

out[7s]:

In [77]:

out[77]:

In [25]:

out[as]:

In [27]:

c1f.best_params_

{'contamination": @.89,
'max_features': 3,
'max_samples': 2%@,
'n_estimators': 180}

df_param.loc[ (df_param[param_contaminaticn'] == @.29) & (df param['param_max_samples’] == 25@) &

(df_param["param_n_estimators'] == 18@) & (df_param['param max_features'] ==

mean_fit_fime std_fit_time mean_score_time std_score_time param_contamination param_max_featurss

1

param_max_samples param_n_estimators

DY _test

: | y_pred

{zor

138 0.178885 0.011944 0.036803 0.004035 0.09 250 LU
4

df_param.loc[ (df_param["param_contamination'] == @.88) & (df param['param_max_samples'] == 258} &
(df_param[ "param_n_estimators"] == 15@) & (df_param['param_max_features'] == 1)]
mean_fit_time std_fit_time mean_score_time std_score_time param_contamination param_max_features  param_max_samples param_n_esfimators

{cor

103 0.223885 0.00513 0.038818 0.008257 0.08 260 L1
4

forest = IsclationForest{contaminaticn=a.29,n estimators=158,random_state-2,max_features=1, max_samples=258)

forest.fit(¥_train)

IsplaticnForest(contamination=9.89, max_features=1, max_samples=25a,

n_estimators=15@, random_state-@)

np.where(y_test==1,8,v _test)
np.where(y_test==-1,1,y_test)

¥_test

= forest.predict(X_test)
y_pred = np.where{y_pred==1,8,y pred)
y_pred = np.where(y_pred==-1,1,y pred)

from sklearn.metrics import confusion_matrix,accuracy_score,classificaticn_report

m = confusion_matrix(y_test,y_pred)

aC = accuracy score(y_test,y pred)

cr = classification report(y_test, y_pred)
print("classification reportin®, cr)
print("confusicn matrixin", cm)
print("\naccuracy score\n", ac)

classification report
precision recall fl-score

2 2.939 2.589 a8.93

1 2.%3 2.89 .91

accuracy 8,98

MACrD avEg 2.%% 2,54 @.95

weighted avg 8.98 2.98 8,98

confusion matrix

[[s1E2 4]
[ 7 55]]

aCcuracy score
8.9539181286543787

support

622
62

c84
584
584
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In [28]: |#create a dataframe for test dotas
df_test = pd.DataFrame(np.concatenate((X_test,v_test),axis=1), columns = ['packet forward','packet send’,
'announcement received',

df_test.describe()

kraaTs
. packet forward  packet send announcement received packet dropped results
count 624.000000 624000000 624.000000 G24.000000 G24.000000
mean 0243713 0873454 0.058842 0.038342  0.090841
std 0.208328 0.038091 0.175524 0140830 0.2873N
min 0.000000 0.000000 0.000000 0.000000  0.000000
5% 0.000000 0.883807 0.000000 0.000000  0.000000
H% 0.300000 0883607 0.000000 0.000000  0.000000
5% 0.300000 0.883807 0.000000 0.000000  0.000000
max 1. 200000 0883607 1.500000 1200000  1.000000

In [29]: | df_test['health'] = forest.decision_function(x_test)

df_test['anomaly'] = y_pred

'packet dropped”, 'results'])

df_ftest
out[29]:
packet forward packetsend announcementreceived packet dropped results health anomaly

0 03 0847213 0.0 0o 0.0 0048208 0
1 05 0843807 0.0 0o 0.0 0053722 0
2 00 0843807 0.0 0o 0.0 0053287 ]
3 03 0823807 0.0 0o 0.0 0083788 0
4 03 0847213 0.0 0o 0.0 00048208 ]
£79 04 0823807 0.0 02 1.0 -0.042928

680 02 0843807 0.0 08 1.0 0041709

L1l 08 0843807 0.0 02 1.0 -0.042405

682 0o 0887213 0.0 06 1.0 -0.042020

683 o7 0.9&3607 0.0 02 1.0 0079197

G664 rows = 7 columns

In [3@]: |#check the folse positives
false_positive = df test[({df test['asnomaly'] == @) & (df_test['results'] == 1}]
false_positive.describe()

#45 we con see we can set o threshold on packets forword and packets dropped to identify better the predi

out[za]:
e packet forward packet send announcementreceived packetdropped results  health  anomaly
count 70 7.000000 7.000000 7.000000 7.0 7.000000 7.0
mean 04 04978581 0.142857 0114285 1.0 0023642 0.0
std 0.1 0.004763 0.243875 0.185180 0.0 0017221 0.0
min 03 0887213 0.000000 0.000000 1.0 0.000000 0.0
5% 03 0887213 0.000000 0.000000 10 DO1TE4 0.0
% 04 0.883807 0.000000 0.000000 1.0 0.029372 0.0
% 05 0.883807 0.250000 0. 200000 1.0 0.034598 0.0
max 05 0.883807 0.500000 0.400000 1.0 0.043355 0.0
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true_positive = Hf_test[{df_test['anﬂmaly'] == @) & (df_test['results'] == &}]
true_positive.describe()
#4s we can see we can set o threshold on pockets forword ond pockets dropped to identify better the predictions

" .
R packet forward packetsend announcement received packet dropped results health anomaly
count G12.000000  G12.000000 618.000000 6180 6180 G12.000000 G18.0

mear 0.224272 0.878805 0.058252 00 00 0.048801 0.0

std 0.192551 0.006885 0.170341 0o 00 0013994 0.0

min 0.000000 0.867213 0.000000 ] 00 0.000088 0.0

Fo) 0000000 0.883807 0.000000 0o 00 0043128 00

% 0.200000 0.983807 0.000000 0o 00 0.056287 0.0

T 0.300000 0.883807 0.000000 ] 00 0.058503 0.0

max 0.700000 0.883807 1. 500000 0o 00 00086788 0.0

In [32]: |#cCheck the true negatives
true_negatives = df _test[({df_test['asnomaly'] == 1) & (df_test['results'] == 1}]
true_negatives.describe()
#5 we can see we can set a threshold on packeis forward and pockets dropped to identify better the predictions

. .
B packet forward packet send announcement received packet dropped results health anomaly
count 55000000  55.000000 55000000 55000000 550 G55.000000 55.0

mear 0.435384 0.963040 0.027273 0.443338 1.0 0045818 10

std 0.265528 0.132402 0114592 0248524 00 0.03MaT 00

min 0.000000 0.000000 0.000000 0.000000 1.0 013073 10

% 0.300000 0.983807 0.000000 0.200000 1.0 -0.068726 10

% 0400000 0.883807 0.000000 0.400000 1.0 0041708 10

T 0600000 0.883807 0.000000 0600000 1.0 -0.020538 10

max 1.200000 0.983807 0.500000 1.200000 1.0 -0.007601 10

In [33]: | fig, axes = plt.subplots{figsize=(22,7))
plt.plot{df_test[ "health'])
wmin, xmax = plt.xlim()
ymin, ymax = plt.ylim()
plt.xlim{xmin #* &, xmax * 1)
plt.ylim{ymin * 1, ymax * 1.3)
plt.axhspan{-2.13, 8.8, alpha=8.2, cclor ="red")

out[33]: <matplotlib.patches.Polygon at ex2dferbs7ace:

SUb KLk Gl

(1]
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Napdptnua B

Xe avtd 10 mopapTnue Ba Sovpe Tov KMOKA Yia Tov GAlo adyopiBpo tov SOM. Oa mapabicw
axpPog to 1610 oevdplo pe to mapdapTnua A yio Tovg 18100 Adyove. Apa GE 0LTO TO TOPAPTNLLOL

Oa dovpe to blackHole BN yua local detection o€ middle ko top TomoAoyieg.

Local Detection middle Topology

BlackHole_BN_evaluation.py

In [1]: #import the Ligbries we need
from minisom import MiniSom
import pandas as pd
import numpy as np
import matplotlib.pyplot as plt #for charts
import seaborn as sns
import timel
import pickle
import shutil

In [2]: |#Take the 88% of benign and malicious txt and concatenate them. Then take 28% of each again and concatenate
from sklearn.model_selection import train_test_split
benign = np.loadtxt("data/benign_middle.txt", dtype="int")
malicicus = np.loadtxt("data/BlackHole/SF_BH_BN_middle_malicious.txt™, dtype="int')

X_benign = benign[:, 1:]

¥_benign = benign[:, @]

X_malicious = malicious[:, 1:]

¥_malicious = malicious[:, @]

X_trainB, X_testB, Y_trainB, Y_testB = train_test_split(X_benign, ¥_benign, test_size=0.2,random_state=8)
X_trainM, X_testM, Y_trainM, Y_testM = train_test_split(X_malicious, Y _malicious, test_size=8.2,random_state=8)
X_train = np.concatenate((X_trainB,X_trainM),axis=8)

X_test = np.concatenate((X_testB,X_testM), axis=0)

Y_train = np.concatenate((Y_trainB,Y_trainM), axis=@)

Y_test= np.concatenate((Y_testB,Y_testM), axis=@)

In [3]: |df =

o

d.DataFrame(np.concatenate((benign,malicious),axis=@), columns = ['results’, 'packet forward','packet send’,
‘packet received', 'announcement received',
‘packet dropped'])
sns.heatmap(df.corr(),annot = True, fmt= ".8%")

=
“t
w

<matplotlib.axes._subplots.AxesSubplot st @x13872d72=80>
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In [4]: from sklearn.preprocessing import MinMaxScaler
scaler = MinMaxScaler()
X_train = scaler.fit_transform(X_train)
X_test = scaler.transform(X_test)

In [5]: X_train

0ut[S]: array([[0.66666667, @.98360656, @, , 0. , 0. Is
[0.33333333, 0.98360656, @ , 0. , 0 Is
[a. , 0.93360656, @ , 0. , 0 I
[0.38838380, @.98360656, 0. , 0. , 0.16666667],
[0.55555556, @.98360656, @ , 0 , 8.33333333],
[0.55555556, @.98360656, @ , 0 , 0. m

1

In [6]: "
Here's naive classification function that classifies a sample in data using the label assigned to the associated winning neuron,
A label ¢ is associated to a neuron if the majority of samples mapped in that neuron have label c. The function will assign
the most common label in the dataset in case that a sample is mapped to a neuron for which no class is assigned.
def classify(som,datas):

"""Classifies each sample in data in one of the classes definited
using the method labels map.
Returns a list of the same length of data where the i-th element
is the class assigned to data[i].
winmap = som.labels map(X_train, Y train)
default_class = np.sum(list(winmap.values())).most_common()[@][e]
result = []
for d in datas:
win_position = som.winner(d)
if win_position in winmap:
result.append(winmap[win_position].most_common()[@][2])
else:
result.append(default_class)
return result

In [7]: |#set hyperparameters
som_grid rows = 2@
som_grid_columns = 20
iterations = 150000
sigma = 1
learning_rate = 8.5

In [8]: |#initiolization
som = MiniSom(x=som grid rows,
y=som_grid_columns,
input_len=X_train.shape[1],
sigma=sigma,
learning rate=learning rate)
sam. random_weights_init(X_train)
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In [9]: |#training
start_time = time.time()
som. train(X_train,iterations,random_order=True)
elapsed time = time.time() - start_time
print(elapsed time, " seconds")

12.141347855131836 seconds

[n [

)
un

1! |#save the troined model to be used for top topology
filename = 'blackHoleBN_SOM.sav'
pickle.dump(som, open(filename, ‘uwb'))

#move the file for top topology
original = "blackHoleBN SOM.sav
target = r"C:\Users\steve\OneDrive\jupyter\Essay\SOM\FIT_DATA\localDetection\top”
shutil.move(original,target)

wit[25]: "C:\\Users\\steve\\OneDrive\\jupyter\\Essay\\SOM\\FIT_DATA\\localDetection\\top\\blackHoleBN SOM.sav’

In [18]: |#benign with blackholes attacks
from pylab import plot,axis,show,pcolor,colorbar,bone
winning_list = []
bone()
peolor(som.distance_map().T) #distance mop as background
colorbar()

#use different colors and markers for each Label
markers = ['o',"'s",'D"]
colors = ['r','g",'b"]
for cnt,xx in enumerate(X_train):
w = som.winner(xx) #getting the winner
winning_list.append(w)
#palce a marker on the winning position for the sample xx
plot{w[@]+.5,u[1]+.5,markers[Y_train[cnt]],markerfacecolor="tone",
markeredgecolor=colors[Y_train[cnt]],markersize=12,markeredgewidth=2)

axis([@,som._weights.shape[@],@,som. weights.shape[1]])
show()
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from pylab import plot,axis,show,pcolor,colorbar,bone
winning_list = []

bone()

pcolor(som.distance_map().T) #distance map os background
colorbar()

#use different colors and markers for each Label
markers = ['0',"'s",'D"]
colors = ['r',"'g",'b"]
for cnt,xx in enumerate(X_test):
W = som.winner(xx) #getting the winner
winning_list.append(w)
#oalce a marker on the winning position for the sample xx
plot(w[@]+.5,w[1]+.5,markers[Y_test[cnt]],markerfacecolor="None",
markeredgecolor=colors[Y_test[cnt]],markersize=12,markeredgenidth=2)
axis([@,som._weights.shape[@],@,som._weights.shape[1]])
show()
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In [12]: from sklearn.metrics import classification_report,accuracy score, confusion_matrix
classification = classify(som,X_test)
print(classification_report(Y_test, classification))
print(accuracy_score(Y_test, classification))
print(confusion_matrix(Y_test, classification))

#predicted 49 malicious and 636 benign
#actugl 63 malicious and 622 benign

precision  recall fl-score  support

8 8.99 1.08 8.99 622

1 8.98 8.86 8.92 63

accuracy 8.99 685

Macro avg .98 8.93 8.95 685

weighted avg 8.99 8.99 8.98 685
8.9854814598540146

[[e21 1]
[ 9 54]]



In [13]:

In [14]:

#benign with blackholes attacks

from pylab import plot,axis,show,pcolor,colorbar,bone
winning_list = []

bone()

pcolor(som.distance_map().T) #distonce map as background
colorbar()

#use different colors and markers for each Label
markers = ['o0','s",'D"]
colors = ['r','g","b"]
for cnt,xx in enumerate(X_test):
w = som.winner(xx) #getting the winner
winning_list.append(w)
#palce a marker on the winning position for the sample xx
plot(w[@]+.5,u[1]+.5,markers[classification[cnt]],markerfacecolor="Nane",
markeredgecolor=colors[classification[cnt]],markersize=12,markeredgewidth=2)
axis([@,som._weights.shape[@],8,som._weights.shape[1]])

shaw()
€00 10
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W X, wy = zip(*[som.winner(d) for d in X_train])

Wi_X = np.array(w_x)

w_y = np.array(u_y)

label names = ['benign’,'BlackHole BN']
plt.figure(figsize=(10@, 9))
plt.pcolor(som.distance map().T, cmap='bone_r’, alpha=.2)
plt.colorbar()

for ¢ in np.unique(Y_train):
idx_target = Y _train==c
plt.scatter(w x[idx_target]+.5+(np.random.rand(np.sum(idx_target))-.5)*.8,
u_y[idx target]+.5+(np.random.rand(np.sum{idx target))-.5)%.8
5=58, c=colors[c-1], label=label names[c])
plt.legend(loc="upper right')
plt.grid()
plt. show()

2
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In [14]:=

In [15]:

wi_ %, w y = zip(*[som.winner({d) for d in X_train])
w_xX = np.array(w_x)
w_y = np.array(w_y)
label names = ['benign’, 'BlackHole BN']
plt.figure(figsize=(12, 2))
plt.pcolor(som.distance_map().T, cmap='bone_r', alpha=.2)
plt.colorbar()
for c in np.unique(Y_train):
idx_target = Y_train==c
plt.scatter(w_x[idx_target]+.5+{np.random.rand{np.sum(idx_target))-.5)*.8,
w_y[idx_target]+.5+({np.random.rand{np.sum(idx_target))-.5)*.8,
s=5@, c=colors[c-1], label=label names[c])
plt.legend(loc="upper right')
plt.grid()
plt.show()}
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w X, wy = zip(*[som.winner(d) for d in X_test])

w_X = np.array(w_x)

w_y = np.array(w_y)

label names = [ 'benign®, 'BlackHole BN']
plt.figure(figsize=(10, 2))

plt.pcolor(som.distance _map().T, cmap='bone_r*, alpha=.2)
plt.colorbar()

for c in np.unique(Y_test):
idx_target = ¥Y_test==c
plt.scatter(w x[idx target]+.5+(np.random.rand(np.sum(idx_target)
w_y[idx target]+.5+(np.random.rand(np.sum{idx_target)
s=5@, c=colors[c-1], label=label names[c])
plt.legend(loc="upper right")
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plt.grid()
plt.show()
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In [16]: |#create o datoframe for test datas
Y_test = v test.reshape(-1,1)
df_test = pd.DataFrame(np.concatenate( (X test,¥_test),axis=1), columns = ['packet forward','packet send®, 'packet received®,
‘announcement received',
'packet dropped®, 'results'l)
af_test.describe()

el packet forward  packet send packet received announcement received packet dropped results
count 685.000000  685.000000 685.0 B85.000000 B685.000000 6B5.000000

mean 0.272018 0.g81237 0.0 0.045715 0.029187  0.081871

std 0.277141 0.005836 0.0 0.117108 0119728 0289196

min 0.000000 0.867213 0.0 0.000000 0.000000  0.000000

2% 0.000000 0.983307 0.0 0.000000 0.000000  0.000000

0% 0.333333 0.983307 0.0 0.000000 0.000000  0.000000

5% 0.333333 0.983307 0.0 0.000000 0.000000  0.000000

max 1.000000 1.000000 0.0 0.750000 1.000000  1.000000

In [17]: | df_test['anomaly'] = classification

of_test
out[17]:

packet forward packet send packet received announcement received packetdropped results anomaly

0 0.000000 0.983807 0.0 0.00 0.000000 0.0 0

1 1.000000 0.983807 0.0 0.00 0.000000 0.0 0

2 D.858587T 0.883507 00 0.00 D.000000 00 Li]

3 0.836867 0.983807 0.0 0.00 0.000000 0.0 0

4 0.333332 0.983a07 0.0 0.00 0.000000 0.0 0
680 0.333332 0.983807 0.0 0.25 0.000000 1.0 0
681 0.555556 0.983307 0.0 0.00 0.13a867 1.0 1
682 0.555556 0.983807 0.0 0.00 0.138667 1.0 1
683 0.555556 0.983307 0.0 0.00 0.13a867 10 1
684 0.838880 0.983807 0.0 0.00 0.138667 1.0 1

685 rows = 7 columns

In [18]: | import pandas.plotting as pdplt
pdplt.andrews curves{df_test, 'anomaly')
plt.show()
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In [28]:

In [21]:

out[21]:

In [22]:

In [23]:

out[22]:

In [ ]:

import pandas.plotting as pdplt
pdplt.andrews_curves(df_test, "results')
plt.show()

25

05
-10

=15

#Check the folse positives

false_negative = df_test[(df_test['ancmaly']
false_negative

#As we can see we can set o threshold on packets forward ond packets dropped to identify

== 1} & (df_test['results'] == &)]

packet forward packet send packetreceived announcement received packet dropped results anomaly

B18 0.882880 0.957213 0. 0.25 oo oo 1

#Check the false negatives

false_positives = df_test[{df_test['anomaly'] == @) & {df_test['results'] == 1)]
false_positives

#As we con see we can set g threshold on packets forward and packets dropped to identify

packet forward packet send packetreceived announcement received packet dropped results anomaly

B33 0111111 0.983607 0.0 0.00 0500000 1.0 o
642 0.656657 0.882607 oo 0.00 0L0D0000 1.0 o
644 0.777778 0.983607 0.0 0.00 0L000000 1.0 o
662 0333332 0.882607 oo 0.00 0000000 1.0 o
655 0.658657 0.0826807 oo 0.00 QLOD000n 1.0 o
657 0.555556 0.883607 0.0 0.00 0L000000 1.0 o
661 0.444444 0.0826807 oo 0.00 0LS00000 1.0 o
671 0.222222 0.883607 0.0 0.50 0168667 1.0 o
1] 0.332332 0.0826807 oo 0258 QLOD000n 1.0 o

#Check the true negatives
true_negative = df_test[(df_test['results'] == 1}]
true_negative

better the predictions

better the predictions

#A5 we can see we can set @ threshold on packets forward ond packets dropped to identify better the predictions

packet forward packetsend packetreceived announcementreceived packet dropped results anomaly

822 0.555556 0857213 oo 0.00 0.658667 1.0 1
623 0323333 0.082507 oo 0.00 0.500000 1.0 1
624 0111 0.082507 0.0 0.00 0323233 1.0 1
B25 0444444 1.000000 0.0 0.00 0. 168667 1.0 1
626 0443444 0.883607 0.0 0.00 0166867 1.0 1
680 0333233 0.883607 oo 025 0.000000 1.0 o
681 0.555556 0.082507 oo 0.00 0. 168857 1.0 1
3] 0.555556 0.883507 0.0 0.00 0. 166557 1.0 1
33 0.555558 0.983607 0.0 0.00 0. 168667 1.0 1
684 0.2358358 0.883607 0.0 0.00 0166867 1.0 1

63 rows = 7 columns



Local Detection top Topology

BlackHole_BN_evaluation.py

In [1]: #import the liabries we need
from minisom import MiniSom
import pandas as pd
import numpy as np
import matplotlib.pyplot as plt #for charts)
import seaborn as sns
import time
import pickle

In [2]: | #Take the 88X of benign and malicious txt and concatenate them. Then take 20% of each again and concatenate
from sklearn.model_selection import train_test_split
benign = np.loadtxt("data/benign_top.txt", dtype='int")
malicious = np.loadtxt("data/BlackHole/SF_BH BN top malicious.txt™, dtype="int")

X_benign = benign[:, 1:]

¥_benign = benign[:, @]

X malicious = malicious[:, 1:]

¥_malicious = malicious[:, @]

¥X_trainB, X_testB, Y _trainB, ¥_testB = train_test split(X_benign, ¥_benign, test_size=0.2,random state=8)
¥_trainM, X_testM, Y _trainM, ¥_testM = train_test split(X malicious, ¥ _malicious, test size=8.2,random_state=@8)
X_train = np.concatenate((X_trainB,X_trainM),axis=0)

X_test = np.concatenate((X_testB,X_testM), axis=8)

¥_train = np.concatenate((Y_trainB,Y_trainM), axis=@8)

Y_test= np.concatenate((Y_testB,Y_testM), axis=@)

[

In [3]: df = pd.DataFrame(np.concatenate((benign,malicious),axis=2), columns = ['results’, 'packet forward','packet send’,

‘packet received',’announcement received',
'packet dropped'])
sns.heatmap(df.corr(),annot = True, fmt= ".0%")

Out[3]: <matplotlib.axes._subplots.AxesSubplot st @x242dsesfdfe:
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In [4]: from sklearn.preprocessing import MinMaxscaler
scaler = MinMaxScaler()
¥_train = scaler.fit_transform{X_train)
%_test = scaler.transform{X_test)

In [5]: |%_train

Out[5]: array([[8.3 , B.98721311, a. s A, , A, 1,
[e. , @.96721311, &, R R 1,
[@.3 , @.98360656, @. , 8. . @ 1.
vaag
[@.2 , @.96721311, a. R . 8.4 1,
[@.6 , @.98368656, @, R - 1,
[@.8 , @.98360656, @. , 8.3 . 8.3 1

In [&]: #load the middle traimed model
loaded_model = pickle.load({open("blackHoleBN_sOM.sav", 'rb'))

In [7]: """
Here's maive classificaticn function that classifies a sample in data using the label assigned to the associated winning meuron.
A label ¢ is associated to a neuron if the majority of samples mapped im that neuron have label c. The function will assipn
the most common label in the dataset in case that a sample is mapped to a neuron for which no class is assigned.
def classify(som,datas):
"""Classifies each sample in data in one of the classes definited
using the methed labels_map.
Returns a list of the same length of data where the i-th element
is the class assigned to data[i].
winmap = som.labels_map(X_train, v_train)
default_class = np.sum{list(winmap.values())).most_common{}[e][@]
result = []
for d in datas:
win_pesiticn = som.winner(d}
if win_position in winmap:
result.append(winmap[win_pcsiticn].most_coemon()[@][2])
else:
result.append(default_class)
return result

In [8]: from sklearn.metrics impert classification_report,accuracy_score,confusion_matrix
classification = classify(loaded_model,X test)
print{classification_report(y_test, classification))
print{accuracy_score(¥_test, classification}}
print{confusion_matrix{¥_test, classificaticn})

precizion recall fi-scere  support

2 8.38 1.8 §.38 B2

1 1.88 B.89 8,94 52

accuracy 8.99 554
macro avg 8.99 8.54 .37 6E4
weighted avg a.93 8.99 8.99 624

8.9897660818713451
[[522 @]
[ 7 5811
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In [9]: #set hyperparameters
som_grid_rows = 28
som_grid columns = 28
iterations = 158888
sigma = 1
learning_rate = 8.5

In [18]: |#imitiglizatiom
som = MiniSem(x=som_grid_rows,
y=som_grid_columns,
input_len=x_train.shape[1],
sigma=sigma,
learning_rate-learning_rate)
sam. random_weights_init{X_train)

In [11]: |#training
start_time - time.time()
som.train{Xx_train,iteraticns,random_crder=True)
elapsed_time = time.time() - start_time
print{elapsed time, " seconds")

12,16308848751582185  seconds

In [12]: #bemign with blockholes attocks
from pylab import plot,axis,shew,pcolor,colerbar,bone
winning_list = []
bone ()
pcolor(som.distance_map{}.T) #distance mop as background
colorbar()

#use different colors and morkers for each Label
markers = ["¢','s",'D"]
colors = ['r",'g",'b"]
for cnt,xx in enumerate(x_train):
W = som.winner(xx) #getting the winner
winning_list.append{w)
#palce o morker on the winming position for the sample xx
plot(w[@]+.5,w[1]+.5,markers[¥_train[cnt]],markerfacecolor="Hone",
markeredgecclor=celors[Y_train[cnt]],markersize=12,markeredgewidth=2)
axis([e,som._weights.shape[8],8,som._weights.shape[1]])

show ()
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In [13]: |#benign w 1 blackholes attocks
from pylab import plot,axis,show,pceler,colerbar,bone
winning list = []
bone ()
pcoler(som.distance_map{}.T) #distance map as background
colorbar()

markers for each Label

colors =
for cnt,xx in enumerate{X test
w = som.winner{xx) #gettin
winning_list.append{w)
#oalce a m ar on the winning position for the sample
plot{w[e]+.5,w[1]+.5,markers[¥_test[cnt]],markerfacecolor="None",
markeredgecclor=celors[y_test[cnt]],markersize=12,markeredgewidth=2)
axis{[e,som._weights.shape[@],8,som._weights.shape[1]])

¥
g the winner

show ()
0.0 10
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In [14]: from sklearn.metrics import classification_report,accuracy_scere,confusion_matrix

classificatien = classify(som,X_test)
print{classification_report(y_test, classification})
print{accuracy_scere(y_test, classification}}
print{confusion_matrix(y_test, classificatien))

#predicted 53 malicious and 31 benign
#octual malicious &5 ond €628 benign

precision recall fi-score support

2 8.99 1.88 1.28 522

1 1.8@ 2.9z a8.356 [

accuracy @.39 353
macra avg 1.82 2.96 8.98 654
ueighted avg B.93 8.93 8.33 534

£.9326908554735322
[[622 8]
[ 5 5711

In [15]: |#benign with blackholes attocks
from pylab import plot,axis,show,pcolor,colerbar,bone
winning_list = []
bone ()
pcolor{som.distance_map()}.T) #distance mop as background
colorbar()

#use different co
markers = ['0','s",

W = som.winner(xx) #getti
winning_list.append{w}
#palce a marker on the winning position for the sample xx
plot(w[@]+.5,w[1]+.5,markers[classification[cnt]],markerfacecolor="Hone',
markeredgecolor=cclors[classification[cnt]],markersize=12,markeredgenwidth=2)
axis{[e,som._weisghts.shape[@],8,som._weights.shape[1]])
show ()
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In [16]:

In [17]:

w_X, w_y = zip(*[som.winner(d) for d in X_train])
wW_X = np.array(w_x)
w_y = np.array(w_y)

label_names = ['benign', BH_BN']

plt.figure(figsize=(12, 9))
plt.pcolor{scm.distance_map().T, cmap='bone_r', alpha=.2)
plt.ceclorbar{)

for c in np.unique(Y_train):
idx_target = Y_train==c
plt.scatter(w_x[idx_target]+.5+{np.random.rand(np.sum(idx_target))-.5)*.8,
w_y[idx_target]+.s+(np.random.rand(np.sum(idx_target))-.5)®.8,
$=58, c=ceolors[c-1], label=1abel_names[c])
plt.legend(loc="upper right')
plt.grid()
plt.show()
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w_X, w_v = zip(*[som.winner(d) for d in X_test])

wW_X = np.array(w_x)

w_y = np.array(w_y)

label _names = ['benign','BH_BN']

plt.figure(figsize=(12, 9))

plt.pcolor{som.distance_map().T, cmap='bone_r', alpha=.2)
plt.colorbar()

for c in np.unique(Y_test):
idx_target = y_test==c
plt.scatter(w_x[idx_target]+.5+(np.random.rand(np.sum(idx_target))-.5)*.8,
w_y[idx_target]+.5+(np.random.rand(np.sum(idx_target))-.5)*.8,
s=58, c=colors[c-1], label=1abel_names[c])
plt.legend(loc="upper right')
plt.grid()
plt.shou()
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In [18]: |#create o datafrome for test dotas
¥_test = ¥_test.reshape{-1,1)
df_test = pd.DataFrame(np.concatenate((x_test,v_test),axis=1), columns = ['packet forward','packet send', "packet received',
‘announcement received',
'packet dropped', 'results'])
df_test.describe()

+ .
e packet forward packet send packet received announcement received packet dropped results
count 624.000000  ©24.000000 684.0 524.000000 624.000000 §24.000000

mean 0.243713 0872454 0.0 0.058242 0.036342  0.000842

std 0.208320 0.0:38091 0.0 0.175524 0140850  0.2873n

min 0.000000 0.000000 0.0 0.000000 0.000000  0.000000

25% 0.000000 0.883607 0.0 0.000000 0.000000  0.000000

50% 0.300000 0.883807 0.0 0.000000 0.000000  0.000000

75% 0.300000 0.883607 0.0 0.000000 0.000000  0.000000

max 1.200000 0.883807 0.0 1.500000 1.200000  1.000000

In [19]: df_test['anomaly'] = classification

df_test
out[1s]:

packet forward packetsend packetreceived announcementreceived packet dropped results  anomaly

0 0.3 0.887213 0.0 oo 0.0 0o 0

1 0.5 0.882607 0.0 0.0 oo 0o 0

2 0.0 0.883607 0.0 oo 0o 0o 0

3 0.3 0.882607 0.0 0.0 oo 0o 0

4 0.3 0.887213 0.0 oo 0o 0o 0
679 0.4 0.883607 0.0 0o 0.2 10 1
680 0.2 0.882807 0.0 0o 0.3 10 1
681 0.8 0.883607 0.0 0o 0.2 10 1
682 0.0 0.887213 0.0 0o 08 10 1
683 0.7 0.883807 0.0 0.0 02 1.0 1

684 rows = T columns

In [22]: import pandas.plotting as pdplt
pdplt.andrews_curves(df test, ‘anmomaly’)
plt. show()
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In [21]: import pandas.plotting as pdplt
pdplt.andrews_curves(df_test, 'results')
plt.show()

-3 -2 -1 L] 1 2 3

In [21]: |#check the false positives
false_negative = df_test[(df_test['ancmaly'] == 1} & (df_test['results'] == 8)]
false_negative
#As we can see we can set o threshold on packets forward and packets dropped to identify better the predictions

out[21]:
packet forward packet send packet received announcement received packetdropped results anomaly

B18 0.883850 0.867213 o 0.25 0.0 0.0 1

In [22]: |#Check the false negatives
false_positives = df_test[(df_test['anomaly'] == @)} & {df_test['results'] == 1)]
false_positives
#AS we can see we can set o threshold on packets forward and packets dropped to identify better the predictions

+F297

. packet forward packet send packet received announcement received packet dropped results anomaly
633 0111111 0.853607 (il 0.00 0.500000 10 o
642 0.668067 0.853607 0o 0.00 0.000000 1.0 ]
644 077778 0.883607 (L1 0.00 0.000000 1.0 o
652 0.333333 0.883607 0o 000 0.000000 1.0 o
655 0.666667 0.883607 (L1 0.00 0.000000 1.0 o
B5T 0.555558 0.883607 0o 000 0.000000 1.0 o
BE1 0.444444 0.083607 0.0 0.00 0.500000 1.0 1]
ET1 0.222222 0.983607 0.0 0.50 0.168867 1.0 o
::01) 0.323323 0.083607 0.0 0.25 0.000000 1.0 1]

In [23]: #Check the true negatives
true_negative = df_test[(df_test['results'] == 1)]
true_negative
#As we can see we can set a threshold on packets forward and packets dropped to identify better the predictions

Out[23]:
packet forward packet send packetr ived tr ived packetdropped results
522 0.555556 0.967213 0o 0.00 0.666667 1.0 1
623 0.333333 0.953607 0.0 0.00 0.500000 1.0 1
624 011111 0.953607 0o 0.00 0.333333 1.0 1
625 0.444444 1.000000 0.0 0.00 0.166667 1.0 1
626 0.444444 0.953607 0o 0.00 0.166667 1.0 1
680 0.333333 0.953607 0o 0.25 0.000000 1.0 o
681 0.555556 0.953607 0.0 0.00 0.166667 1.0 1
682 0.555556 0.953607 0o 0.00 0.166667 1.0 1
683 0.555556 0.953607 0.0 0.00 0.166667 1.0 1
684 0.555559 0.953607 0o 0.00 0.166667 1.0 1

63 rows = 7 columns
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