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Evyaprotieg

Me Vv oAoKANP®OON TG TAPOVGOS OIMAMUATIKNG epyaciag, dev Oa pumopodoo va pnv

EVYOPIOTNOM OGA ATOWO GUVERAANY GTNV EMITEVEN TOL GTOYOV LOV.

Apycd, Ba Beha va evyopiotiow Beppd tov emPAénovta kabnynty pov K. Anunitpn
Zetvaimovp tov Tunupatog ITAnpogopikng tov IMovemomuiov Kompov, vy v
Kkabodnynon kot v dapkn otNPEn MoV LoV TPOcEPEPE KaB’ OAN TNV OldpKEL TOV
nwepacévov ypovov. H exkmaidevon pog vrd tig tpotopaveic cuvinkes mov (noope Aoy
NG TAVOMLOG TOV TTOAD SLAPOPETIKY amd OTL cuvnBicape Kot giye Tig Suokoiieg ™g. Opmg
péca mOAAEG SladkTLOKEG ovvavinoelg mov eiyo pali tov, ot otdyol mov Bécoape
emrevyOnKav. Axoun, Ba NBeda va Tov E0YaPIoTNO® V1o OAES TIG GLUPOVAEG Ko VITOOEIEELS
TOV, KOMOG emiomng Kot Yo TS YVAOCELS Kot deE10tnTeg mov anéktnoa cuintavrag pali tov

6T TAOIG1OL VTG TNG TTLYLOKNG EPYACTOG.

Emiong, Ba nBeka vo evyaptoTcm TV OKOYEVELD OV, 1) OTTola e GTNPLEE OIKOVOLUKE Kol
YUYOAOYIKE 6TV OAN TpooTdOela pov kaf’ OAN TV d1dpKela TV 6ToVd®V pov. [dwitepa,
Ba NBeha va evyaploTicm Tov TaTéEPA oL ANUNTPN Kot TV untépa pov Mapia, ot omoiot
NTAV TAVTO GTO TAELPO LOV KOt EWOIKOTEPO TOV TEAELTOLO YPOVO OOV O1 AVTOYEG OA®V LOG

SOKIHLAGTNKAY LEGO ATO TNV TOVON Lo TOL KOPOVOTOV.
Téhog Ba Bela va evYOPICTAC® TNV TPOTTLYLNKTY POLTHTPLE TowpovAa Kodpov kot tov

dwaxtopikd @ortnty I[Idvo Apakdrto yio tnv copfolir] tovg oty Epgvva mov deEdyOnke

oT0 TAaiolo TG TOPOVCAG SIMAMUATIKNG EPYOCIOG.



IHepiinyn

Ta televtaio ypovio, 1 OvVOSVOUEVT KOl TOAAG VTOGYOUEVN TEYVOAOYiOL aAVGIdNG
ovototydv (Blockchain) éyetl kevipicel to evolapéPov TG EMGTNHOVIKAG KOWOTNTAG TTOV
acyoieiton pe T Bdoegig Agdopévmv. Ev 1o0tng, ot vpiotdpeveg AVGES TOv apopohv TV
amobnkevon, emeEepyacio Kot SIUUOPAGHO OEOOUEVMV, TAGYOLV 00 d1dpopa TPOPAN AT
Ko yopaktnpilovtar omd peYGAo KOGTY CUVINPNONG EVAD TPOCPEPOVY CYETIKA YOUNAES
emdooels. [I€pav tovTov, 0 KEVIPIKOTOMUEVOSG YOPOKTPOS JtaXeEIptong OedoUEVOV e
oLUPOTIKEG TEXVOAOYIEG, PEPEL EVIOVEG VNGVYIEG OGOV APOPA TNV OGPAAELD KO SLOPAVELL
TV cvotnudtov ovtov. To yeyovog avtd, eyeipel peydrio mpoPAnuatiopd yoo 10 mTmg

UITOPOVLE VO, BEATIOCOVE TNV d10(EIPLOT OESOUEVOV AVTIKEIEVOVY dtadtktoov (10T).

Xe ot TV OWAOUOTIKY €PYOCio OTOPOGIGAUE VO TOPEKAEIVOVIE OO TIG VILAPYOLGES
TPOcEYYIGES Kot Vo avalntioovpe AVGELS Yo To TpoavapepOEévta mpofAnpota Héca ard
™mv wpodtacn ¢ apyitektovikng TriaBase. H TriaBase amotelel pia 1d1mtiky oAvcido
ovotoy v pe dikouwpato ( Private Permissioned Blockchain), mov agopd Bropmyovikd
10T dedouéva, m omoia otnpileton oto epyoreio Hyperledger Fabric. Eiwdwotepa,
npoteivoupe éva cvotnua Blockchain to omoio otnpileton o€ teyvikég punyavikng nabnong
ota dxpo (Edge), pe omdtepo 6Komd va avENRGOVUE TV amdd0GT TOL GLGTHATOS. AVTO
EMTVYYAVETOL LELDVOVTAG TNV GOKOTY HETAPOPE OAWV T®V 0EO0UEVOV TOV TAPAYOLV Ol
atebnmpec, o€ £va diktvo Blockchain. Avt' avtov, ta dedopéva ovtd xpneIULOTOIoVVTaL Yo
TNV EKTOIOEVOT] VELPOVIKAOV LOVTEAWMV TO, OTOI0 GE HETAYEVESTEPO GTAOI0 dadidovTOL GE

6Lovg Tovg opoTIOVG KOUPBOoVG TG TriaBase.

Yy apyrtektovikny TriaBase vrdpyovv tpia kuping eninedo. To eninedo axkpwv (Edge
Layer), 6mov yevviodvtor ta dedopéva, to eminedo epapuoyng (Application Layer) 6mov
emeEepyalovtol ta dedopéva kot To eminedo dkTHov aAvoidag cvotoyidv (Blockchain)
OOV amofNKeELOVTAL Kot SLOVELOVTOL TO, OESOUEVA. AVOALTIKOTEPQ, OTTOG TPOAVAPEPONKE
To. LOVTEAD ekmondevovion pe ogdopéva mov mopdyovy ot 10T cvokevés. Lto emimedo
EQOPLOYNG OlveTal 1 dLVATOTNTA GE KATOOV £E0VGLOO0TNUEVO YPNOTH, Vo TPpoPel otnv
dwdkacio mpoddnong twv dedopéveov 610 VIOAOITO OIKTLO Yo OmMOONKELON, EVAD
TAVTOYPOVO GE OVTO TO GTLEL0 UTOPEl Vo VTTOPALEL ETEPOTIOELS GTO TOTIKO AVTILYPOPO TOV

kabolkov (Ledger). To tpito kot televtaio emimedo aocyoAeitar pe v dlavoun Kot



amofnkevon TV Oedouévav o €va KOTAVEUNUEVO GCUGTNHO OAVGIOOS CLGTOLYLOV

(Blockchain) to omoio ytiotnke pe v ypron tov epyareiov Hyperledger Fabric.

"o v anotipnon ¢ TriaBase éywov nepdpoto 660V apopd Ty e100ymyr 0ed0UEVHV
o¢ emiong Vv vroPoAn emepotnoewv. Emiong, ota  mEpdpota  mov  Eywvov
TpaypatotomOnke oOykplon g ovpPotiking pedddov vToPoANG EMEPMTNCEMY GTO
ovotnua, 6mov ke docoAnyio (transaction) aviumrpocwnedet pia eyypagn, o€ oyéon ue
™V oK pog Tpoceyyion 6mov uia docoAnyio (transaction) oyetiletan pe évo povtélo

Hnyavikng padnong.

Ta amotedéopato g mPog TV LIOPOAN enepOTcE®V NTAV TOAD BeTiKd, agol pe v
YPNON LOVTEAWMV UNYOVIKTG HLABNONS UTOPOVUE VO EXOVUE CAPDS KAADTEPEG EMOOCELS.
Oocov apopd v eloaywyn dedopévev ta amoteléouata dev eival evBappuvTiKd, aALd 0 TO
Ntav avapevOUEVO, a@oD TO PEYAAO HEYEBOC €VOC HOVTEAOL UNYOVIKNG HAONnong eépet

GLUPOPNOT GTNV OLOVOUT KOl 0TodKELGTN TOL GTO KATAVEUNUEVO OIKTVO.
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Kepdiao 1

Ewsayoyn
1.1 THOPOIKIVIION ..o 1
1.2 THPOPAMILO ..ottt nnr e n e nnee s 2
1.3 ZUVEUGQOP ..ccvvveiiiie ittt ettt e nbb e e b e e st b e e na e e nnnre e 3
1.4 Ieplypoppo EPYOOTOG. .. .ccviiiiiiiiiiie i 6

1.1 Mopaxivnon

mv emoyn Vv omoia Covue, M TEYVOAOYIKN TTPO0OOG &xel Bécel véa mpdtuma oIV
kaOnuepvottd poc. Ovopootikd, 1 éAevon véov texvoloylidv Omtmg to 5G kot 1o
dwadiktvo avrikeévov (Internet of Things), dnpovpyovv véeg avaykeg yia eneéepyacia
Kol amofnkevon peydlov 0yKov dedopévayv, Tov mopdyovy ot EEuvmves cuokevég. To
yYEYOvOG vt £yeipet pia TANOmPa omd EPOTUATO KOl TPOKATCELS. ZAPDG, Ol EVKOPIES
v €épevva 6tov Topéa Tov 10T elvan ToALEG Ko cupmepthapPdvovy £va evpv PAGHA Ao
EQAPUOYEG, Om®MG TO unyovikn pabnon (machine learning) , m  emavénuévn
npaypatikotnta (augmented reality), n mopakorlovOnomn kat o Edeyyog EEumvev oTITIOV

(Smart Homes) k.

e k@0e oevapilo viomoinong pog 10T apyttektovikng, n xprion Paong dedopévey yio tnv
amofnkevon TANpopopl®dV gival amapaitnn. Ewdikdtepa, pa faon dedopévov Bpioketal
oto wmicw pépog (back-end) g vmodoung wor e&vmnpetel moOAAamAG pEAN TTOL
ovppetéyovy og éva cOumAeypa and 10T cvokevés. Xuvenmg, (o kowvdypnotn Paon
OEJOUEVMV YEPUPAOVEL TO YAGLO LETOED TOV EMITEOOV YEVESNC TV OESOUEVOV GTO AKPOL

(Edge) kot Tov eninedon avalvong Tmv 6e60UEVOV O TPOYUATIKO YPOVO.



[Tépav TovTov 1 ypYon Machine learning ce d16popovg Topeis ™ KabNuepVOTNTAS Lag,
elvat ovyvo pawvopevo. ITAéov, 6Lot ot enelepyaoTéc TOL KVKAOPOPOHV 6NV ayopd gite
aVTOl APOPOVV KIVNTEC OULOKEVEG, €1TE OPOPOVV TPOCMOMIKOVS VLTOAOYIOTEG €lTe
drakopotég (Servers), dtabétovv povada eneEepyaciog poviélmv Machine learning. Iwo
avoAvtikd, n xpron Machine learning pmopei va Aboel moAld mpoPAnpata, On®c TV
avayvoplon kot mpoPieym potifov oe dedopéva, Kot vo PEATIGTOTOMGEL TNV

enelepyacio Kot TV amodnkevon toug.

[Mopdiinio, n avadvopevn Kot TOAALL VTOGYOUEVT] TEXVOAOYIM GALGIONG CLGTOLYLOV
(Blockchain), dvvotot yio. Ty €poppoyn TG 6€ S1apopovs TOUEIG CLUTEPIAAUPBAVOUEVDV
TOL TPOTELIKOD TOpEN, ATOKEVTPOTOiNGoNG Tov dtadiktvov Kot tov Internet of Things. To
YEYOVOG aVTO LaG KIVNGE TO EVOOPEPOV Kol OC €K TOVTOV GTA TAAIGLO TNG TOPOVGAG
OMAMUOTIKNG €PYOCIOG OTOQOGICOUE VO EPEVVIICOVUE TO OEVAPLO YPNONG NG

teyvoroyiag Blockchain yw tnv dwoyeipion 10T Machine learning poviélov.

1.2 Mpépinpo

Mepkd ond ta mo kovd mpoPAnpate mov ToAaviCovy To, ATOKEVIPOUEVO GUGTILLATA,
aQOPOVY TNV OGPAAT LETAPOPE SEGOUEVAOV OO T AKPA GE OAO TO IKTVO MG EMioNC KO
™V KAUOKOGILOTNTO VOGS dIKTHOL, OTav 0 pLOUOG OEOOUEVOVY TTOV €1GAYETAL GE OVTO

avEAVETOL.

Apycd, ot TapadOGloKES VITOJSOUEG TOV YPNOLUOTOOVVTAL Yoo TNV amodnkevon Kot
enelepyacia 10T dedopéEvoV Exovv TETEPACUEVO YDPO OmOONKEVONG, EVED TOVTOHYPOVA Ol
TEPLOPIGUEVOL VITOAOYIGTIKOL TOPOL TTOL dtabEToVVY, KabioTOLV T0 £pyo enelepyaciog TV
dedopéEVOV apKeETE dVGKOAD. AKOUA, Lo LOVOALBKY| vTodoun eneéepyaciog dedopévav
amotedel POVOOIKO onNUEl0 amOTLYIOG TOL GUOTNAUOTOS EVEM TOLTOXPOVO, VITAPYEL
mhavotto Yoo KakOPovAn emifeon, n omoio Bétel o Kivouvo TNV 1WBOOTIKOTNTA KO
AKEPALOTNTA TOV OEOOUEVOV TTOV £Y0VV GLGCMPELTEL. [ Tapddetypa, Umropovue va
QOVTAGTOVUE VOV OLKOULOTY, O OO10G GLAAEYEL TAL SEGOUEVO TTOV TTAPAYOVV SLAPOPES
GLOKEVEG £T01 MOTE VO, EKTAOEVCEL Eva VEVPVIKO diktvo. TIépav tovTov, N CLAAOYN
eVoicONTOV TANPOPOPIDV GE L KEVTIPIKT] OOUN OEV €ivar Kot 1] KOADTEPT, 100 APoD deV
dtnpettal 1 W1OTIKOTNTO TV dEO0UEVOV TTOL TapdyOnkav ota dkpa tov diktdov. To

YEYOVOG avtd pog mbel oty avalntnon Hog eVOAAAKTIKNG dlodkaciog ekmaidevong



HOVTEA®V Yopic TNV ocvecmpevon Oedopévav o€ o KEVIPIKN oviotnta. Evog
UNYOVIGHOG TTOV Uopel va PEATIOGEL TO TPOPAN O AVTO, EIVOL 1 TEYVIKT] OLOGTOVIIOKNG
uabnong (Federated Learning). Me tnv ypnion g TeXVIKNAG AT 1 EKTaidevoT TV
HOVTEA®MV YIVETOL OTO. GKPO, YEYOVOC TOV OMNUOIVEL OTL LEAPYEL AyOTEPOG POPTOG
EMKOWVOVING [LE KATO10 KEVIPIKO SLOKOUIGTY], EVD TOVTOYPOVA T, dEGOUEVA d1aTnPOHVTAL

AGPaAT.

Axoun, éva Blockchain pmopei vo cuvelogépel oty amokevipmpévn amodnkevon
dedopévav. [Tapora avtd, n teyvoroyia Blockchain, n oroia petpd poiig 12 ypdvio Long,
UETA amd TNV TPMTN VAOTOINGCT TNG GTO SIKTLO OIKOVOMIKG®OV cvuvaAlaymdv Bitcoin,
Topovclalel TPOPANUATE OGOV APOPA TNV KALOUKOGIUOTNTE TNG. XULYKEKPIUEVA, Ol
volotdpeveg Blockechain apyttextovikéc mdoyovv omd kakég emdOcel; OGOV 0popd TO
Throughput kot to Latency. I'a napdaderypa, to avtiotoryo Throughput kot Latency yuo

1o Bitcoin givon 7 Tx/Sec kat 10 Aemrd.

Emmhéov, tibevionr epotpata 6cov apopd ™ dwkvBépynon (Governance). Aniadn,
umopel 10 oVOTNUO VO €ivonl €VEMKTO G€ UEAAOVTIKEG OAAOYEG OATNPAOVTAG TNV
a&lomotio Kol TNV S0PAVELL TOV MG TPOG OAN TOL LEAT TOV OIKTOLOV; AKOUT, GE TTOAAES
nepmT®oels BEAovpE va divovpe dikoudpata otovg ypnoteg evog Blockchain. Aniadn,
évog ypNnog, iowg €xet tTnv duvatdto vo dwufdcet omd Eva kabolko (Ledger) oAld va,
unv umopel va ypdyel oe avtd. OAeg o1 mpoavapepeiceg TPokANceELS, anoteAobV Eva

VITOGVVOAO T®V TPoPANUATOV 1oV ANEONKaY VoYM Katd TV dnuiovpyia tng TriaBase.

1.3 Xvvero@opd

H ocvvelspopd g epyaciog avtg agopd v mpoTOoT Kol OTOTIUNCT UG 1OUDTIKNG
aAvcidag cvotor v pe dikaumpoto , (Permissioned Blockchain) 10T Baong dedouévmv,
N omoia mMAaucidvetal oamd v teyvikn Federated Learning, ywo ekmaidevon poviéAov
UnyYovikng padnong, ota dkpo. To Ovopo TG TPOTEWVOUEVNG OPYLTEKTOVIKNG Elvat
TriaBase, 1o onoio mpoépyetar and tig AéEerg «Tpion mov mapaméumnet oto Web 3.0 (tpitn
veved Web n onoia Ba givanl amokevipopévn) kot v AEEN «Base» mov mapanéunetl 6Tig
Bdoeig dedopévmv. Xkomdg TG apYITEKTOVIKNG VTS, ivol 1 PeATiopéVN emidoon evog
Blockchain pe otoy0 to avénuévo Throughput, mg eriong v dnuiovpyia PérTicTOV

GTPATNYIKAOV VTOPOANG ETEPOTNGEWV TTOV apopovv 10T dedopéva.



H apyitextovikn TriaBase mov @aivetal oto oynua 1.1 £yet dnuovpyndei oty mpmdtn

NG €k000T], dEdOUEVNC TOTOAOYIO EVOG HIKTHOV TNAETIKOIVMVIOV.

e ~
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Centers Client
vy
Edge
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A
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Zynuo 1.1 Apyrtektovikn TriaBase

Apykd vo avagépovpe 0t 1 TriaBase yopileton o€ tpio kOpro puépn. To eninedo dxpwv
(Edge Layer), 1o eminedo epapuoyng (Application Layer) kot to diktvo AAvoidag
Yvotoymv (Blockchain Network). Xto mo néve oynuoa, n pon T@v dedopuévoy yivetat
and mhvm Tpog Ta KaTw, dnAadn ord to Edge Layer, 6mov mapdyovtal to dedopéval, TPOG

1o Blockchain Network, 6mov amofnkevovrau.

>to Edge Layer evtdocovton d1Gpopec dAleg otpdoels, Onwc Radio Network Layer, ot
Base Station, ta Mobile Switching Centers kot ot ML Clients 6mov eknaidgbovion ta
Machine learning povtéla. Emiong, to Application Layer yopiletor oe dbo uépm, to
Tuquo Xprotn (User Division) koaw to  Tuquo AAlvcidag Xvotoyumv (Blockchain
Division). Televtaio kouudtt g opyrtektovikng TriaBase, amotelei o Blockchain
Network, to omoio otV mepintwon pog vAomoteiton and to Blockchain framework

avolktov kodka, Hyperledger Fabric.

Apyilovtac omd to Edge Layer, £xovpe Tig Kepaieg TNAETIKOVOVIDV Ol OTOIES TOPAYOVY
ocuveymg dedopévo pe peydAn toyvmto. To dedopéva avtd pmopel va apopovv
GLYVOTNTEG EKTOUTNG TV KEPALDV, ToV aptud tov Hand Over wov &ywvav, Tov aptOuo
KAMoewv og po eployn kot oVt kabeEnc. Ta dedopéva avtd petafipdloviar oTovg
tomikovg Base Station, ot omoiot eAéyyovv Eva aplBud omd Kepaieg. XTn cLVEXELM, T

dedopéva kataAryovv ota Mobile Switching Centers, 6rov opyavdvovtot cg apyeio.



Y10 devtepPO eminedo to omoio ovopdaleton Application Layer, katoAnyovv to dedopuéva
a6 1o Edge Layer ywo pio ocvykekpuévn vewypapikn meployn. Ovcloctikd oTto
Application Layer aviikovuv 6Aot ot tomikoi kopupor g apyrtektovikng TriaBase. ‘Evag

kouPoc otnv TriaBase ywpileton og 600 pépn, to Blockchain kou to User Division.

Yto User Division pmopobpe vo ene&epyaoTOVUE KAl VO, OPYOVAOCOVUE TO, OEGOUEVO, LLE
TOV TPOTO OV Mo PoAedel. AvaAvTikOtEpa, € 0TO TO onueio Aapupaver pnépog M
dwdikooio ekraidevong tov Machine learning povtédov ue v teyxvikn Federated
Learning. Zvykekpuéva, &vag kopfog oty TriaBase dwdpopatilel tov poro «Server»
Kot avoAapPaver v degoywyn TOALOTAGV YOPWOV EKTOIOELONG EVOG VELPWVIKOD
dwktoov. Xe ovvéyewn o «Server»/User Division, avoloppdver vo kdvel dopncet éva,
kaBoAwkd Machine learning povtélo, Pdon tov poviélov mov mopdydnkav oto Edge
Layer. Me aAda Aoy o kaBe ML Client mov Bpioketar oto Edge Layer, dnpovpyei kot
eKToUdEVEL £va. TOTIKO HOVTELO TO omoio amootélAel oto User Division / «Server» tov
tomkob kopPov TriaBase. Téhog 10 cuykevipwtikd poviédo tpowbeitar oto Blockchain

Division yia amofnkevon .

To devtepo koppdtt tov Application Layer ovopdaleton Blockchain Division kot @aivetan
oto oynqua 1.1. Edd yiveton m mpooopoimon/ektéleon (Simulation/Execution) puog
docoAnyiag (transaction) Baon kanowwv éEvmvev copPolraiov (smart contract). "Eva
smart contract meptypdeet Tig diepyaciec mov apopovdv éva. avtikeipevo (object) oto
Blockchain. Xtnv mepintwon poc, 6mov ta objects eivar povtéha Machine learning,
Bélovpe va vmdpyel duvatodOTNTO EYYPOPNG KOl OVOKTNGCNG TOVS A0 TO KOUOOAKO
(Ledger).A@ob Lowdv exteleotel 0 avtioToryog KOG o€ £va Smart contract éva
transaction AopPdver v avdioyn éykpion (endorsement) kai givar £tolno va
evoopatndel oto enduevo pmrok (block) , to onoio o d1ad00ei oe 6Xo to Blockchain
Network. Exniong, to Blockchain Division tov ka0s kopfov oty TriaBase dwatnpei éva

Tomkd avtiypogo tov Ledger pe povtéda and 6A0 T0 SiKTVO.

[Tépav amd v amobnkevon vémv poviélwv oty TriaBase, vrdpyer n dvvatdmra
VTOPOANG EMEPMTNCEMY. ZVYKEKPIUEVA, 1 AETOVPYIDL OVAKTNONG TANPOPOPILDV,
ompiletar oo povtéda Machine learning ko tig TpoPAéyelg Tig omoieg kdvouvv. Otav
£vag YpNog xpealeTol va ovalnTmoel TANPOPOPIES Y10 L0 GUYKEKPIUEVT] YEWYPAPIKT
TEPLOYN, TPEMEL VO OVOKTIOEL TO GYETIKO LOVTEAO KOl GTNV CLUVEXELN VO VITOPAAEL Lo

enepotNon o€ avT0. Ommg €yovpe avagEPEL GTNV apyYn OLTNG TNG LIOEVOTNTOS, M



TriaBase eivat éva permissioned wepiBaiiov. '’ avtd tov Adyo kdbe ypHoTng Tov Exel

npocPaon oto Blockchain mpénet va eivar e€overodotuévoc.

"o v vwoPoAn emepmdTnoNG o1 YpNoTeg TPénel va. cuvdebovv oto User Division étot
MOTE Vo, ONUOVPYNcoVVY €va. qUEry GYeTIKd e TO LOVTEAD TTOL BEAOLV VO OVOKTHGOVV.
A@o0 yivel n avaktnomn tov povtéhov ard to tomkd Ledger tov Blockchain Division, o

YPNOTNG Umopel TAEOV Vo LITOPAAEL o€ VT o TANOMPO OO EXEPMTNGELS.

Téhog, oyetikd pe to kopudtt tov Blockchain Network 6mwg avtd @aivetal 6to oynua
1.1, va avagépovpe 01t avtd vioroteitan omd to Hyperledger Fabric. Asntopepéotepn
TEPLYPOPT] TOL gpyarelov ovTOV YiveTan 6TO KEPAANLO 3 TNG TOPOVGOS SUTAMUATIKNG

gpyaciog.

2uvoyilovtog auth TNV VToevOTNTA, TPEMEL VO OAVOPEPOLUE OTL 1 TPOTEWVOUEVN
OPYLITEKTOVIKT TOPOVGIALEL VITOGYOUEVES EMOOCELS OGOV apOopd TV PEATIGTN VIOPOAN
EMEPOTNOEMV KOl TNV acPoAn Stayeipion dedopévav. Ocov aeopd TV eloa0y®yn Kot
dtovop| HOVTEL®V LILAPYEL KATOW, GLUEOPNON, GALE OVTO EIVOL AVOUEVOUEVO QPO 1|
TriaBase PBpioketar okopo oe opykd otddioe ¢ ovantoéng . Ilépav mhaong
apeiBoiiag, m mPocLyyon ovty omoteAEl Hio KOvoTOUO 13€d, ool GTO YPOVIKA
EVETVELOTG TNG, OEV VTLAPYEL KATO10 TOPOLOLO TPOTOGT) TOV VO, GLVOVALEL TV HUNYOVIKN
uabnon kot ™mv @OAaEN poviélwv oe éva kotovepnuévo ovotnua Blockchain. To
ogvaplo ypnong g TriaBase apopd Tov Topéa TV THAETIKOWVOVIOVY, 0ALG SLUVITIKG Ot
ToElG 0TOVG OMOIOVG UTOPOVUE VO, ETEKTEIVOVLLE TNV AOYIKT 0VTH givorl moAhamiol kot

dev mepropilovrar.

1.4 Tlepiypappa Epyaciog

Avm n Smhopatikn epyacio arotedeiton amd eptd Keparaio. Avtd eivor  «Eicaywyn»,
N «Zxetikn Aovied», 10 «Teyvoroykd voPabpo», n «Apyitextovikny TriaBase», n

«ITepapatikny pebodoroyion, n «Ielpapatikn amoTipunon» Kot To «ZVUTEPAC LT,

270 TPEYOV KEPAAOLO £YOVUE OEL EIGAYMYIKA, TOV AOYO Y10 TOV OO0 ATOPACICAIE VO
EPEVVNGOVLE OVTO TO TENTO Kot UEPIKA ammd Ta oxeTIKA mpoPAnuoata. Emiong, idape ev
GLVTOUIN TNV CLVEIGPOPA TTOV EYEL EMTEVYOEL LECH OO TNV TPOTACT) TNG OPYLTEKTOVIKNG

TriaBase.



270 0e0TEPO KEPALOLO O OVAYVMOOTNG UTOopel va el S18PopeG SOVAEIEG TTOV £XOVV Yivel
Y. 10 medio pe to omoio acyoAeitor m Epevvd pag. Avtég meptlapfdavouv didpopeg
apyrtektovikég Blockchain kot dnpootiedoegic mov apopodv TV EKTAIGELOT) VEVPOVIKMOV
OtV Yoo amodnkevon 10T dedopévev. AkOUN 6€ AVTO TO KEQPAANLO YIVETOL OVOPOPAL
o€ TEYVOLOYIES ayUNG Ol OToieg xpnoomolovvTatl oty Bropnyavio yo dwoyeipton 10T

dedopévov.

210 TpiTO KEPAANLIO dIVOVTOL TANPOPOPIEG CYETIKEG LE TO TEXVOAOYIKO VITOPaOPO pe TO
omolo mpEmel vo €lval YVOPLUOG O OvVAyVAOOTNG NG OMA®UOTIKNG gpyaciag. To
TeYVOLOYIKO LVITOPaBpo mepthapfdavel v mEptypapn Opwv OT®G To diKTLO OUOTIU®OV
kouPwv (Peer-to-Peer), n kodikomoinon Baseb4 kot n uéBodog kpumtoypaenong pe mv
xpnon onuociov kot Wwwtikov kAewwov (Public Private Key). EmumAéov , vmdpyet
avoivtikn meptypoen tov Blockchain framework Hyperledger Fabric, pe avapopd oto
povtélo ektéleong transactions — execute/order/validate - kot T@v KOpLOV EVWOIDV TOV
TO TAOLGIOVOLV, OTT®E ToV opudTo KOpPo (Peer), tnv vinpeoia oepronoinong (Ordering

Service ), é&umva copPorata (Smart contracts or chaincode) kot to kaboAwco (Ledger).

Y10 tétapto KepAiao mapovolaletar N apyrtektovikn TriaBase. Xvykekpipévo o1o
KEPAAOO QVTO TTEPLYPAPOVTIOL Ol CTPAGELS TNG OPYLTEKTOVIKNG KOl Ol dlEPYAGIES TOV
yivovtan og k4B eninedo. Ocov apopd to User Division meprypdeovtar ot akydpibpot
€100 YWYNG KOl VITOPOANG ETEPMTNGE®V KOl YIVETOL OVOPOPE GTOV TPOTO AELTOVPYING TNG
teyvikng Federated Learning. Té\og, 6cov agpopd to Blockchain Division weptypdgovtal

To avtioToryo smart contracts mov £xovv viomomOet.

H nepapatikr) pebodoroyio oxioypageitor 6To TEUTTO KEPAAOLO, OOV O AVAYVOGTNG
umopel va dgtl ta. mEpapata Tov mpoteivovpe Yo TNy agloddynon g TriaBase, dcov
apopd o Throughput kot To Latency. Akoun, o€ avtd T0 KEPAANLO TEPLYPAPETAL 1) PVOT|
TOV OdOUEVOV OV YPMCILOTOMONKAY, ®G €miong To OikTLO TOL oTHONKE Yo TO

TEPALATO LLOG.

210 €KTO KEPAAOL0, OVOADOVTOL TO ATOTEAECUATO TOV TEPOUATOV TOL TEPLYPAWOLLLE.
AvTd apopovv TNV e16ay®YN O£d0UEVOVY Kot DTOPOAY| ETEPOTHGEMY. AKOUN GE VT TO
KeAlao avtimapofailovpe v mpoosyylon tng TriaBase pe v Topadoolokm
TPoGEYyIoN eyypoenc dedouévov o Eva Blockchain, omov kdbe eyypaen amoterei éva

drapopetikod transaction.



Téhog, TO KEPAAMIO EMTE OVAPEPETOL OTOL YEVIKA GUUTEPACUOTO TNG OUTAMUOTIKNG
gpyociag, KaOmG Kot TNV HEAAOVTIKT dOVAELL TOV UOPEl va Yivel Ge EpELVNTIKO EMiTESO

v T Tepetaipo avamtuén g TriaBase.
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e avTO TO KEQAAL0 B0l OOVLE EV GUVTOUIN SIAPOPES TEXVOAOYIES Kol akadn ok apOpa,
To. omoio peAetNONKay 6TO TAOLGLO TNG TAPOVCAS SMAMUATIKNG gpyacioc. H oyetum
perétn mov ywe opyilel amd mo yevikd Bépota Onwc v peAétn Sdpopwv £0MOV
aAvcidov cvotoydv ( Blockchain ) kot katakfyel og mo eWdwd Oépata dnwg v

amod0TIKY SLoYEipLoT SESOUEVOV UE TNV XPNOT| LOVTEA®V unyovikng puddnong (Machine



learning). Koppdtt g oyetikng Sdovieldg mov Oo meprypdyovpe mo KAT®, EXEL
ypnoonomOel og epébicpa yio v Eumvevon g opyrtektovikng TriaBase, ormg avtn

Ba meprypagei 610 KEPAAO 4.

2.1 Eion Alvcidomv Xvctorimv

Y11 pépeg pagc, dmdeka ypovia petd v mpmtn Blockchain epappoyn, to Bitcoin [1] [2]
[3], ot teyvoroykéc eEelifelg kot ol avaykeg tng Prounyoviag, Exovv odnynoel v
EMOTNLOVIKT KowoTNnTo 6TV dnpovpyia didpopwv eddv Blockchains. TTo avolvtikd
&yovpe téooepelg katnyopieg Blockchain ot omoieg e&uanpetodv kat d1apopeTikd 6KOTO.
Ytov mivako 2.1 PBAémovue mapadeiypata Blockchain epyoleiov, avaioya pe v

KaTnyopia otV omoio aviKovv.

Permissionless Permissioned
% Bitcoin Hyperledger Sawtooth
&
% LTO Network Hyperledger Fabric
a

ITivaxag 2.1 Katnyopiec Blockchain

2.1.1 Anpooieg

O1 Anpodoteg Alvoideg Xvatoymv (Public Blockchains) [4] [5] [6], amotelodv v @o
dwadedouévn karnyopio Blockchain, pe to Bitcoin va givat to mp®dTo Kot o SNUo@IALs.
Edwotepa, pe tov 6po Public evvoovue 6t to diktvo givor avolktd mpog OAOVG Kot
0m01060MOTE Uopel v GUUUETAGYEL 6€ avTd. 'Evoa amd ta khpia yopakTnploTikd auTig
g doung, etvan Ot mapEyel TANPN avovLpia, EVEO TAVTOYPOVE TO CUGTNHO glval Gg
peydro PBabud omokevIipoUEVo, YmPIig CLYKEKPIUEVN OvIOTNTA VO EAEYYXEL TO OIKTLO.

Evtovtotg, éva Public Blockchain avtiotaduiletl ta mpoavagepfévia tAcovektiuata o

10



TPooeEPEL Pe TOAAG petovektiuato. To pelovektnuato avtd oyetilovrol Kupimg pe Tnv
dVOKOAMO KAMPOKOGIOTNTOG Kot KOKNG EMidoons. Avtd opeihetal 610 Yeyovog OTL yia vo
dlcpaAiicovpe ™V 0o@AAn Aesttovpyic Tov ovothuotog [5] ypnolpomotovvTal
mBavotikoi akyopiOpol opoemviag (consensus) [7]. Ot adyopiBuot avtoi ypetdlovtar
EKTETAUEVOVS VITOAOYIGTIKOVS TOPOLS, e OMOTEALECHA TO SIKTVO VO Evat apyod, KoL Vo

yivetal peyain omotdin evépyetag [8].

2.1.2 Iwmtikég

Muo ISiwtikny Alvoida Zvotoyyumv (Private Blockchain) [4] [5] [6] amotedei éva kAe1oTO
neplPdAlov  peETaED  SAQOpmV  GUUUPETEXOVI®V. Edikdtepa, ot ovidtmreg mov
GUUUETEYOLV GE OVTO, EIVOL GLYKEKPIUEVEG KOt Yo VoL E1GEADEL pia Katvovpla oviotnTa
610 0ilKTLO, TTPémel va dobel ddela amd Tovg draePoTES TOL dikTvov. Emmpdobeta, to
kaboAko (Ledger) mov dwatnpei éva té€toto Blockchain givar diwtikd ko dev pmopei vo
éxel mpdoPacn oe owtd omolocdnmote. Emumhéov, éva Private Blockchain pmopei va
AELTOVPYNOEL UE VIETEPUIVIGTIKOVS CONSENSUS adlyopiBovg, ot omoiotl elvanl cap®g mo
@tvoil OGOV aPopd ToV VIOAOYICTIKO OpTo. Ta mpoavapepBEvia YopaKINPIOTIKA
EMTPETOVY UEYAAT KAPOK®GIUOTNTO KOl KOAVTEPES €MOOGEL; o€ oyéon pe to. Public

Blockchains.

2.1.3 Mg IMapoyn Adsrog

Alvoida Xvotoymv pe dwoidpata (Permissioned Blockchain) [4] [5] [6] elvon edwd
SWHOPOOUEVO. GUOTAUOTO, TO OTOoio. EAEYXOLV TO OWKOIOMOTO TOV KAOBE YpnoT.
YVyKeKPEVA, UTOpel GE €vav OPYOVIOUO, CLYKEKPIUEVOL YPNOTEG VO £YOLV TNV
duvatdtnta eyypagng oto Ledger, evd kdmotot GAAOL Vo Lopovv povo vo. dtaalovy and
avto. XT1G TAEioTteg mepittdoelg ta Private Blockchains eivon ko Permissioned, agob ot

dv0 €vvoteg gival QUECH GUVOEDEUEVEC.
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2.1.4 Xopig Xpnon Adsrog

Me tov 6po «Xwpic Xpron Adcwac» (Permissionless), evvoovue 611 dev vadpyovv
neplopiopoi mpdoPacng kar odinienidpaocng oe éva ovotnua Blockchain. ‘Eva tétolo
napdaderypa eivon to Bitcoin ko to Ethereum [9]. Ztic mAeioteg mepumtmoelg ta Public

Blockchains sivar xa Permissionless, a@o® ot 600 évvoieg givar oAANAEVIETEG.

2.2 Epsvowrikég Teyvohoyieg AMcio®v ZooToryldv

Yta mhoicto g Tpoomdfelo Hag Vo TPOCAVOTOAIGTOVUE oTov Y®po tov Blockchain,
peretnONKav S1aeopeg OOVAEIEG TOL £yvaV GE OKOOMUOTKO emimedo. XvyKeKpuEVaL
eidape Blockchain yua diayeipion 10T [10] dedopévav mg emiong Blockchain ota omoia

UIOpOvV Vo TPEYOVY TOAATAEG eappoYEG oynpatilovtog Topdiinia Ledgers.

2.2.1 AnyLog: A Grand Unification of the Internet of Things

2116 puépeg pag 1 xpnon tov 10T cvokevdv yiverar Ao Kot o dtadedopévn. Ot GLGKEVEG
aVTEG TOPAYOVV €va TEPAGTIO OYKO O£OOUEVMVY, 0 0Tolog mPEmel va amobnkevetal, va
dwvépetar kot va toyydver enefepyociog. H yprion SQL Pdoewv dedopévov oe
GLYKEKPLUEVEG TEPMTMOES Ogv  &ivar KatdAANAn. 'Etotr Aowmdv €vo pépog g
EMOTNUOVIKTG KOWATNTOG £YEL GTPEYEL TNV TPOGOYT TOL GE VEEG TEXVOAOYiES OTWG TO
Blockchain. "Eva epyaleio Blockchain 1o omoio €yet mpotabei yioo v dwayeipion 10T

dedopévav givar to AnyLog [11].

To AnyLog sivar évo Public/Permissionless Blockchain to omoio dnpiovpynonke e1dikad
v tnv dwayeipion 10T dedopévmv. Avyntikd, 1o AnNyLOg emTpénel 6€ S1APOPES GUOKEVEG
va evtayBobv g éva dikTvo OTOL ONUOGLOTOIOVY T OESOUEVA TO, OTTOil TOPAYOLV, UE
AnMTEPO OKOTH Vo Lopohv va £xovv TPoOcPacn o€ avtd dtdpopot ypnotes. Duoikd, ot
GLOKEVEG TTOV TTAPAYOLV OEOOUEVE, AaUBEVOVY KATO1! OvTAOPT Yia TIG VTNPEGIES TOVC.
Me avtd TOV TPOTO Ol YPNOTEG TOV OIKTLOV TOPAKIVOVVTIOL VO GLUUUETACYOLV Kol VOl
GLVELGPEPOVY G Eva TETOL0 OikTLO. EmumAéov, o amod Tig peyadhtepeg TPOKANGELS TOV
emAvel To AnyLog eivatl 0Tt TPooEEPEL 1oL EOIKEL OLLUOPPOUEVT] OETUPAVELD 1| OTTOT0L

emupémel 6TOVC YPpNoteg va vmoPdilovv oto Blockchain ewdwd Sopoppopéveg

12



EMEPMOTNOELS. XT0 oynua 2.1 paivetatl avalvtikdtepa o TpOTOG e TOV OTOT0 £VOG XPNOTNG

umopet vo, aAAniemdpacet pe to AnyLog.

. Weather loT SQL query Construction Results
Industrial loT
Registered Schemas F
Lo Bz

Vehicle loT

1. Humidity < =
2. Temperature :

3. Pressure
4. Wind Velocity

Weather loT

01

2ynua 2.1 Aiodikooio kataokevns query

Apycd o ypnotng pmopel va emAéEeL Tov Topéa, 0 0moiog Tov evolapépet. [a mapdderypo
N avalnnomn tov umopet va eotidlel og Propunyovikd dedopéva 10T. Xto endpevo Prpa o
xpNotg Bo umopel vo emAéler T doun mov Tov ekEPAlel. Xto TPito OTASI0 TNG
dadikaciag, To cvotnuo Bondd Tov ypnotn va oynuaticet po exepmton (SQL query)
Kot va 7o vtoPdAet oto Blockchain. Télog, ta amoteAéopaT ETGTEPOVTOL GTOV YPNOTH

YO0 KATOVOAWDGT).

H apyrrextovikn tov AnyLog, Baciletor oe didpopa €idn kOUPwV Kot SOUES dEdOUEVOV.

[T kdte BAETOLUE TIG TTO GNUAVTIKEG OVTOTNTEG TOV OIKTVOV Kot TIG WO1OTNTES TOVG,.

e Client: TTapdyovv SQL queries kot KoTovoaldVOLV T OTOTEAECUATA TOVG.

e Coordinator: Eivou koufot mov maparapupdvovv ta queries, ta feATiotonotodv
ko etopaovv éva TAdvo ektédeonc (execution plan), to oroio TpowHovv GTovg
Contractors yio eKTEAEOT)

e Contractor: Eivot koppot mov amodnkevovy ta 6£d0Uéva TOV TOVS GTEAVOLV Ol
Publishers ka1 ekteAovv query execution plans mov tovg amoctéAdovv ot
Coordinators

e Publisher: Ouv Publisher mapdyovv 10T dedopéva kot to TpomBoVvV GTOVG
Contractors yio amofniKevon

e Blockchain: Eivar o dopn dedopéveov mov Slotnpel  HETAOOUEVR TOV

d0COANYLIDV, MG emiong TIg puOUicelg Tov dikTvoV
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AVOALTIKOTEPO, 1 POT OEOOUEVOV HETOEL TOV MO TOVE® OVIOTHT®V TOPOLGLALETOL

Oy POUHOTIKG GTO oynpo 2.2

Blockchain
Store metadata A Store metadata
on BC on BC
Send SQL .
Query Send execution plan

| l | I Data

[ Client ] [Coordinator] [Contractor

Publisher ]

T

| 1 |

Return Results Return Results

2ynuo 2.2 AnyLog Execution Flow

Apykd ot Publishers anootéAlovv ta dedopéva mov Topdyovv ot 10T cuokevEg,
ot dKpo Tov dktHov, otovg Contractors ot omoior amobnkevovv Ta dedopéva
avTA.

O Client vrofdAdrel éva query og kamoto Coordinator.

O Coordinator, mopdyst t0 mAAVO €KTEAEONC Yoo TO (UEry, To omoio &yel
TopardPet.

To mAdvo ekteleiton oe GAOVE TOVG GYeTIKoVg Contractors yia vo vToAoyloTel 1
andvtnon. Ta aroteléopota mov mapdyovot exiotpépovtal otovg Coordinators.
Ou Coordinators opodomoovv Ta dgdOpéVe. OV  EYOVV  TOPUAGPEL KoL
amOGTEALOVY TO GYETIKO omotéleapia otovg Clients.

Téhog, ot Clients tAnp@vovv kdmolo 1ocd otovg Coordinators yio thv vanpecio
7oV Tovg TpocPepay. Ot Coordinators diadoyiid avaiappdvovy va aviaueiyovv

tovg Contractors kot o1 Contractors pe tnv ogpd tovg tovg Publishers.

Onwg éxer mpoavaepepbei, 1o AnyL0og, mapéyetl Evay unyovicpud avtapolng Tov HeAmv

OV GLUUETEYOVY 67O OlkTvo. [0 KAT® avaypaeovTal Ol GYETIKEC TANPOPOPIES

avTOOPNG Yol TV GLVEIGPOPA TOL KAOE PELOLG.

Data Publication: Otav évag Client j Contractor £xst tpocfoomn ota dedouévo

T omoia £yl mapa&et o Publisher,
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e Data Storage: O Contractor avtopeifetar amd tov Publisher yio vo amofnkevet
T0. OEOOUEV TOV.

e Data Processing / Contractor: O Contractor avrtapeifeton Bdon g
VTOAOYIOTIKNG SUVOUNG OV £XEL YPNOYLOTOMOEL Yo Vo enelepynotel KAmolo
query.

e Data Processing / Coordinator: O Coordinator ovtoueifetar yioo to query

optimization kot v ene&epyocio TV 0moio KAVEL.

2.1.2 CAPER: A Cross-Application Permissioned Blockchain

To CAPER [12], eivar évo gpyodeio 10 omoio €VIGOGGETAL GTNV KATNYOPiQ TOV
Permissioned Blockchain. Ot epevvntég mov avéntvéav to CAPER mpaypatedovtat to
oevaplo yprong toramimv Applications oe éva mepipdirov Blockchain eved towtdypova
e€etdlovv 014popovg CONSENSUS adydp1Bovs Kot Tmg avtol ennpealovy v enidOcT TOV

GUGTNLOTOG,.

Apywd, Oa avapepbodpe otnv évvola tov Application. ‘Eva. Application amotelei v

EMYEPNUATIKT LOYIKN TTOL akoAovBovV 6601 GupueTEoLY o€ éva diktvo Blockchain.

[Ma vo kotaAdBovpe Op®g KOADTEPO TOV OPIGUO aVTO, O PEPOVUE YO TOPASEY L EVOL
€PYO0TAGI0 TO OTOi0 ovUpETEXEL o€ o, aAvcido avepodiacpov (Supply Chain),
Blockchain mepifdArov. To epyootdolo pmopei vo TPEXEL TAVTOYPOVO SLAPOPES
€QUPUOYES (Y epapuoyr] omoBEUATOC, EQUPUOYY] TPOUNOELTAV, EPUPLOYN TEANTAOV
KAT), o1 omoieg ypetdletat va. aAinroemidpov pe o Blockchain cuveydc, étol dote va
Katoy®wpovv Tic docoAnyieg Tic omoieg kdvovv. Ot docoinyiec ovtég umopel va
happavovv ydpo oe tomikd eninedo (local level), dnradn apopovv tomikd dedopéva TG
id1ag G epapuoyng, N va eivar og kaborikd erninedo (global level) kot vo cvoyetiCovrat

HE OEOOUEVO AAA®Y EPAPLLOYDY TOL OIKTOLOV.

e avtd 10 onueio onpovpyovvtal BEPata Kot TOAAES TPOKANGELS. ZVYKEKPLUEVA, OTOV
€xovpe TOANOTAEG EQOPUOYEG, VTAPYEL OVAYKN VO O0TNPOVUE TO OEGOUEVE. TTOV
napdyovv Eexmplotd. Anladn, av yio Tapadstypa vaqpye Eva kaboiwkd Blockchain ya
OAEG TIG EQUPLOYES, 0VTO Ba NTaV KATAGTPOPIKO, apov oe Eva Permissioned mepipdirov

dgv mpémel OAa TaL SESOUEVO KOl SOGOANYiES va eivat opatég oe OAovg. EmmAéov, Exovpe
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d0C0ANVYieg o1 omoieg aPopohv dVO N MEPLGGOTEPES EPAPHOYES. AVTEG Ol S0COANYiES

AmOTELOVV EOIKEG TEPUTTMGELS KOl TPEMEL VAL £IVAL 0PATEG OO SLOPOPETIKEG EPAPUOYEC.

Ot onuwovpyoi tov CAPER éhaPav vmoyn tovg ta {ntiuota avtd €161 OGTE Vo
Eemepdoovy  To TpoavapePBEVTO  TPOPANUOTE.  XVYKEKPUEVE, EMUEANONKAY TO

okoAov0a.

e Blockchain: Xpnon Eegywpiotov Blockchain yuo kébe epapuoyn. ‘Etot dwotnpeitot
o Permissioned Xopoktipag 1oV GLGTHUATOC,.

e Transaction Batching: H dwdikacio opadomoinong twv cvvoliaydv o€ block
LEPIKES POPEG pmopel va lvar xpovoBopa Kot voL amontel TNV Xpron EKTETOUEVOV
VTOAOYIOTIKOV TOpwV. ['a Tov Adyo avtd 10 povtédo tov CAPER mpofAénet 6ti
oe kaOe block, Ba vapyetl pdévo o docoAnyia.

e Ledger Properties: Oleg ot docoinyiec mov kotoypdeovior oto Blockchain
npénel va glval og oepd, avdioyo pe v ypovooepayida tovc. EmmAdov,
d0GoANYieg oL aPopohv TOAAEG papuoyéc, oniadn sivar Cross-Application
Transactions [12], ocvvdéovianw pe Tig aviioTolyeg OocoAnyiec oe (Al
Blockchains ypnoyomoidvtag kpurtoypagikods cuvdéouovg Hash.

e DAG: I'ta v vAiomoinon napdAiniov Blockchains wov cuvdéovton peta&d tovg
G€ CLYKEKPUEVO onpeia, ypnotporomOnke (o woitepn doun dedopEvmV, TOL
ovopalerar katevBuvopevog un kukAkog ypaoog (Directed Acyclic Graph -DAG)
[13]. 10 oynua 2.3 AETOVUE TV AVOTOPACTOCT HLOG TETOL0G SOUNG.

14 24 t14 24

t23,12 23,12
123,12

23 123
133

t22 22
132

H ) )

21 21
31

(a) (b) (c)

2ynua 2.3 Hopdlinia Blockehain ue v yprion DAG
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To (a) oto mo mWiveod oyfuo pog Oeiyvel mmg cvvdéoviar To transaction tpiov
dwpopetikdv Blockchain. Tha moapdderypa n docoinyio 23,12 oyetiletoan pe T1g
docolnyiec t12 ko t23 ka1 cvvendc cvumepthappaveton oe 6la ta Blockchain émwc

eaivetar ota uépn (b) , (c) avtiotorya.

Emunpdobeta, oty Sovied tovg, ot ovyypapeic tov CAPER mpoteivouv tpeic
drapopetikove adydpiBuovg opopmviag (Consensus), ot omoiot Thavov va avRcovy Ty

amddoon Tov cvaTNUaToc. Ot adydpBpot avtoi eival ot akdAovot :

e Global Consensus Using Orderers: Onwg ¢aivetatr Kot 610 oyfua 2.4 avtdg o
alyop1Opog ympiletar 6€ TEGGEPELS KUPIWMG PAGELS.

1. Apywd o Client omooctéddel To request mov a@Opd HL0. GUYKEKPIUEVN
epappoyn oto Primary Peer. Tote evepyomoleitar tomikdg CONSENSUS
aAyoplOlog, Yoo vo. GUUP®VICOLV GE Lol Ko Tiun, OAa ta Peers ota
omoio TPEXEL N GLYKEKPIUEVT] EQAPLOTYT.

2. X ouvéyeln, apov Anedel tomkd po Kown andeacn éva véo request
npowbeitor otovg Orderers, ot omoiot avalopfdvovv TV SOVAELL TOV
Global Consensus Loufavovtag veoyn 6060ANYIES TOL TPOKVLATOVY ATO
GAAEG EQOPLOYEC.

3. X170 tpito 61010 TOV AAYOp1OpovL Ta block pe Tig docoinyisg davépovtat
o€ OAa Ta Peers tov diktHhov yio va EKTEAEGTOVV TOTIKA.

4. To Block mpootifetan oto Ledger kabe Peer.

Client Appi App2 App3
—— —
Y
() -
3
w
§ } Phase 1 : Request
Request g
@) ¢
Local 8 Phase 2 : Ordering
Consensus o
(O]
sa -
3
S A
® i \AT
(7]
- 2 L — Phase 3 : Commit
4—)-‘/ o \:\s
2 \\\‘i
IO
N T
J—

pi p2 p3 pl p2 p3 p1 p2 p3

2ynuo 2.4 Global Consensus using Orderers
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Client

Hierarchical Global Consensus: Onw¢ @aivetar kot oto oynue. 2.5 avtdg o

alyopifpog ympileton o€ Tpion 6TAdLA.

1.

Request

Apywd o Client amootélhel oto Primary Peer £va request mov agopd pio
ovykekpuévn epappoyn. To Primary Peer avolapfavet va dSnpuiovpynoet
Kow va mpowbncel evo Proposal ce xdbe Primary Peer 6Aov twov
EQOUPUOYDV TOV SIKTVOV, TO OTOI0 OPYOVMVEL TO TOTIKO CONSENSUS kdbe
epapuoyns. To Proposal avtd ektedeitan tomikd amd kAbe e@apuoyn
EexwP1oTd KOl OTOGTEAAETOL OTAVINGT OTIC VTOAOINES EPOPUOYES TOL
SkTVOV. APOoD Yivel LT 1 dadtKacio Kol VITAPEEL TAELOYNPIKT OTdPOoN
petalh OAV TO  EQUPUOYDV, TPOYOPOLUE GE YOPO OVIOAAAYNG
UNVOUAT®V aodoyns.

Otov kdmowo Peer Adfer pnqvopa amodoyng omd v mAsoyneio Tov
EQOUPUOYDV, €lvol £TOYLO VO TPOYMPNGCEL GTNV TOMIKN EKTEAECT] TOV
0GOAMN YLDV Kol 6TO TEMKO TOLE commit.

To block, pe tig docoinyieg Tov éytvav commit, mpootifetar oto Ledger

Tov Peer.
App1 App2 App3 Appd
f—Lﬁ 8 A Al r = Al r J\ﬁ
} Phase 1 : Request
E\
S~ } Phase 2 : Propose
([ crr | [ BFT | [ cFT | [ cCFT |
| | —
E>§g§<g } Phase 3 : Accept
é/ —
( cFrr J[ BFT | [ cFT | [ CFT |
} Phase 4 : Commit

pl p2  p3 p1 p2  p3 p1 P2 p3 pi P2 p3

2ynua 2.5 Hierarchical Global Consensus
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e One Level Global Consensus: Onwg @aivetoar kot 6to oyqua 2.6 ovtdc o
alyopiOpog ympileton o€ Tpio oTAdLA.

1. Apywa o Client amootéldet kdmoto request e dOAa T Peers tov diktvov,
ave&apTnTo amd TV EPAPLOYN TNV omoia TPEYEL 6€ avTd. Aoy to Peer
TOPOAGPEL TNV TPOTEWVOUEVT] OOGOAN YL OVOUETAOIOEL GTO OIKTLO EVal VEO
UAVOLLOL 0TTOd0YMG

2. Orav kdmoto Peer AaPet pipvopa omodoyng and v mhstoynoio tov Peers
0T0 J{KTLO, TPOYWPA CTNV TOTIKY EKTEAECT] TOV SOCOANYIDOV KOl GTO
TEMKO TOVG commit.

3. To block, pe tig docoinyieg mov éywvav commit, mpootifetar oto Ledger

tov Peer.

Client App1 App2 App3

Phase 1 : Request
Request

Phase 2 : Propose

Phase 3 : Accept

Phase 4 : Commit

e e

2ynuo 2.6 One level Global Consensus

Ta mepdpato Tov Eyvay e ot TNV SOVAELY, OElYVOLV OTL GE YEVIKEC YPOUUES 1) XPTION
tov aAdyopiBuov Global Consensus Using Orderers, givotn 7o 0mwodotikn apol enttpEnet
070 choTNUa Vo dtatnpel oyxetkd peydio Throughput kot pikpd Latency [4] ywo peydio
aplud ewoepyduevov  docoyidv o mopdiinia  Blockchain mov  @uio&evovv

OLOLPOPETIKES EQPAPLOYEG.
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2.3 Influxdb: Mw Baon Agdopévev yro Xpovooerpég

Ymv €épevva Tov £YvE KATA TNV OAPKED TNG TOPoVCsOS OUTAMUOTIKNG EPYOCING,

eVTAoGETAL Ko 1 HEAETN PAoemv dedopuévmv. ZVyKeEKPIUEVA, LEAETHONKE N TepimTon

oG oyetikd kovovplog Paong dedouévov g Influxdb [14]. H Influxdb eivar éva épyo

aVOIKTOU KAOOIKA KOl apopd dedopéva xpovooelpav. Tétoto dedopéva umopet va etvon

UETPNOELG QIO £VOIV LLETEMPOAOYIKO GTAOLO, Ol TIUEG TV LETOYMV GTO YPNUOTICTHPLO Kot

yevikoTepa 0TL dedopéva apdyovv ot 10T cvokevéc. Ze avti TV vogvotnTa, o dovpe

116 Baoikég Evvoteg g Influxdb éto1 dote va kotahdpovpe kKahdtepa TOV TPOTO LE TOV

omoio Aettovpyet.

2.3.1 Baowég 'Evvoieg

Measurement: Measurement 1} aAludg pétpnon sivor to dvopa mov divovpe yo
Vo TEPLYPAYOLLLE TOL dedOpEVO pag. Mmopovpe va pavtactodpe to Measurement
g avtiotoryo tov Ilivakag o o SQL PBdon dedopévav. T'a napddetypa cto
oynua 2.8 to Measurement avoypd@etol 6TV TPOTN YPOUUY KOl EYEL TNV TIUN

«Census».

Point: ‘Eva Point avTimpocomevel pia LELOVOUIEVT €YyYpapn dedouévmV 1) omoia,
amoteleitar amd Tplo kKupimg pépn. Ta puépn avtd sivan ta Tags, ta Fields kot o
ovyKekpuévn ypovooppayida. Kabe Point avayvopiletar og povadikd Paon g
ypovooepayidoac tov. [Mapdderypo evoc ohokAnpouévov Point PAémovue oto

oYNua. . ..

Tags & Fields: Ta Tags kot ta Fields avtitpoconedovy g otheg evog Iivoka
ue Records o¢ o avtictoyn SQL Baon dedopévov. H dapopd v onoia Exovv
ta Tags ko ta Fields eivor 6t too Tags ypnoyomolovvtat yio v dnuiovpyio
EVPETNPI®V OV APOPOVV TO cvykekpuévo Measurement, evo ta Fields oyt Ta
TapadeLypa, 6to oynua 2.8 6Ho mbovég otnieg mov Ba propovoay va Bewpnbovv

Tags eivau o «location» kot «scientist».
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name: census

time butterflies honeybees location scientist
2015-08-18T06:060:00<2 1 30 1 perpetua

2ynua 2.7 Hopdoeryuo. Point orny Influxdb

2.3.2 Ecotepwkoi Mnyaviepoi s Baong

Onwg kabe Pdon dedopévov, £tot ko 1 Influxdb, aroteleiton and didpopa KoppdTio To

onoia. oynuatifovv to storage engine. Ewdwotepa, 1o kvpimg pépog g Influxdb

anoteleitar amd Téocepo dopkd ototyeia ta onoia ivar To Write Ahead Log, n ki

uviun Cache, ta TSM apyeio kot to gvpetipia TSI,

Write Ahead Log: O kavovag «yphoo tpotanwrite ahead, yvwotog kot og write
ahead log [15] [14]eivan m o logging otpatnywn o6mov to log g Pdong
JEBOUEVOV EVIILEPMVETAL TPV YIVEL TO TEAMKO COMMIt 6T0 dioko. Zvykekpiuéva,
pwe véa gyypaen mpootifetoan mpodta oto WAL apyeio kot ommv cuvéxsw
ypnowonoteitar to system call fsync( ) ywo va eyypagodv 1o dedouévo otnv
devtepgvovso uvhAun. Tovtdypova, evnuepdvetor 1 pvAaun cache. Agov to
dedopéva  gyypagoldv otov dioko pe emrvyia, éva punvopo  emPefoinong
emotpépetat. To mpwtdkoiro WAL eivar ypricipo o mepintmon amotuyiog e
Baong dedopévav. Andadn av Yoo orolodnTote A0Yo 1 PAon dev KATAPEPEL VoL
amoONKeVLOEL TOL OEOOUEVO GTNV OELTEPEVOVGO. VI, UTOPEL VoL OOKIUAGEL VOl

emovalafel v eyypooen avatpéyovtos oto WAL apyeio.

Cache: H pvnun cache sivat évag pukpog volatile amoOnkevtikdc ydpoc [14], o
0TO10G YPNOILOTOLEITAL VIO TNV YPTYOPN Kol OTOdOTIKY eKTéEAEOT QUEries. v
uvnun cache umopei va Ppiokovtar dedouéva ota omoio eiyoue mpdoPaon
TPOCOUTO 1} dEGOUEVE TTOL HOALS ExovV eYypapel otnv Baon. Otav éva véo query
voPAnbei 610 cOomua, ta dedouéva otV pvAun cache cvvovalovtor pe
dedopéva amd tov dioko, £161 ®oTe va 000l pia amdvinon. Inuavtikd eival va
avaeépovpe OtL Otav ekteheiton éva query to dedopéva amd TOV Oi0KO
avtiypdgovtal oty cache étol dote ta amoteléopata vo, unv exnpedlovtat omd

VEEG EYYPAPES TTOL YIVOVTAL TOVTOYPOVA.
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Time Structured Merge Trees & Time Series Index: v Influxdb, ta dedopéva
amofnievovtal péoa o€ €W0KA dounuévo apyeia to omoioe ovopdlovtar TSM
(Time Structured Merge Tree) [14]. Onwg @oivetoar kot 6to oyfuo 2.9 to
dedopéva o €va, TéTolo apyeio opadomolovvtar oe blocks avdioya pe to Series
Key mov avikovv. Series Key givatr o cuvévacpog tov otoryeiov Measurement,
Tags kou Fields ota onoio avagepdnkoue tponyovuévms. EmmAéov, ta dedopéva
™G XPOVOCSEPAYIdNS  TOVG.

Adopenopnmera, onuaviikd pépoc evog TSM apyeiov, givar Kot to gupeTnplo

oe «kabe block eivor tagwvounuéva Pdon
TSI (Time Series Index). To gvupetiplo amoONKeLEL HETAGEIOUEVD, OYETIKA LE TO
block oto omoio Ppiokovtar cvykekpyéva Series Keys. Avavtikekta, to
evpetpa TSI BonBodv oy ypryopn mtpodcPoctn SeS0UEVOV Kol GUVETDS GTNV

KaAOTEPN e&LTINPETNON TOV ElGEPYOUEVOV qUEries.

Version

Header

Magic Number t:yfes

AN

Block 3
CRC32 checksum

Block 1
CRC32 checksum

Block 2
CRC32 checksum

bytes

Data Data Data

Blocks

Block

Key Len Offset

Key 1 Type Count | Min Time |Max Time Size

Index
Keylen | Key2 Type Count | Min Time |Max Time CBIDC' kt Size [ bytes

Index Offset } b;es

2ymua 2.8 Hapaooeryuo apyeciovo TSM

2.4 Awyeipion Agdopévev Atadiktoov Avtikeipévov pe 1o Evoldpueco Aoyiopiko

Node-RED

Xe avut| v vrogvotnto, Oo eetdoovpe TOV VEIGTAUEVO TPOTO HE TOV OTOi0

Swyepopaote 10T cuokevéc oe peydin KAipoka.
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H apyrtektovikny mov ypnopomoteitan yia Bropnyavikd 10T dedopéva cuykpoteitarl and
ToALEG otpmaoels. Onwg paivetatl kot oto oynua 2.10 vrdpyovv téccepa KHpla emineda.
Apyikd, €govpe 10 TPMOTO €MiMEdO, 6TO 0MOi0 Ppickovrol o1 aeOnTNPEg TOv TapdyoLvV
oedopéva. Ta dedopéva mov Aaupdvovpe amd TOvg oucOnpeg pmopel va eival
KUHOTOHOPPES, ATOAVTESG TIHEG, TYLES GE KATO10 SLUCTNUO 1) VO £X0VV SLOJIKY| TIUT. XTO
devtepo eninedo, ypnoponotovue kanowo PLC (Programmable Logic Controller) yio va
EVOPYNOTPMOOOLUE Kot vo, eAéyEovpe ta dedopéEva oL KataPOdvouy omd TO TPMTO
eninedo. Iopaderypo evoc tétotov VMGUKOL propei va givar €va Raspberry Pi 1 éva
Arduino [16]. To emdpevo KOUUATL TOV GLGTHOTOG EIVOL KATOLO EVOIAUESO AOYIGUIKO
(middleware), o onoio avolopPdver TV OLTOHOTOTOIMNGT SAPOPOV dlEPYACLDY, £TOL
(MOTE VO OPYAVAOCOVLE, VO amofnKevcovpE Kat Vo dtavEpovpe ta dgdopéva avtd. ‘Eva
tét010 gpyoreio eivon kar to Node-Red [17]. Téhog, éyovpe Tig LIWOSOUES OTOV
amoOnkevovtat ta dedopéva. Tétolo cvatpata propet vo eivar faoelg dedopévev Evag
mail-server, mov €Womold kdmwowo yprot N uia front-end spappoyn mov wapovolalet

GTATIGTIKA GTOVG XPTOTEG.

PLC Node Red
(Programmable Logic Controller) (acts like a middleware) IV“
[ |

A

Sensors

r
L
TTTT

A

(0

2ynuo 2.9 Industrial 10T Architecture Example

2.5 AmocivOeon Meydrlov Agdopévov
H extetapévn ypnon tov 10T cvokevmv oe 6Aa Ta edopota g (NG poc, eysipet

£€VIOVOUG TPOPANUOTIOUOVE OYETIKE e TNV amobfKELON KoL TPOCYMPNON TNG

av&avopevng pHaog 6ed0UEVOV TOV GUCCOPEVETOAL.
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To ovykekpyévo 0Oépo mpoyuatehovior Kot Ol CGLYYPAPEIG TNG EMCTNUOVIKNG

dnpocievong «Decaying Telco Big Data with Data Postdiction» [18].

Ewcoyoywd, oc o¢épovpe vy mopdoElypo TO GEVAPLO HIOG HEYOANG eToupeiog
TNAETIKOWVOVIOV, 1 omoila e&umnpetel ekatoppvpla avlpomovg. To dedopéva wov
TOPAYOVTOL GTOVG TNAETIKOVAOVIOKOVG KOUPBOLS (T) 10TOPIKO KANCEMVY), AVEPYOVTAL GE
5TB nuepnoiong [18] kot n awobfikevon tovg dev givar e0KOAO eyyeipnua. Zvykekpluéva,
N 6LALOYN TG TANpoPopiag o€ Tapadootakés vVTodouss ovvvepov (cloud), dev sivar
KOAN 1060 a@ov 1 OldKacior Yoo Vo TPOoY®PNoOoLUE oTo Ogdopéva avtd, o€
LETAYEVESTEPO GTAOL0, €IVl LTOAOYIOTIKA akpPn kot acOueopn. Ilépav tovToL, 1
xpnon dnuociwv cloud 6rmg to AWS, givor emikivovvn agov tifevton Oépata aceaieiag
Kot 10TIKOTNTOS. AVOvTIAEKT, 0md TNV GTIYUN OV LILAPYEL VOGS TOGOS HEYEAOG GyKOg
OedOUEVMV 1) TAPOYY| EVEPYADV OVTIYpaQ®V acporeiog eivar oyxedov advvatn. EmimAéov,
01 TNAETIKOWVOVIOKOL Tapoyotl palevovy teptocdTepa dedopéva am’ 0Tt ypetdlovtal, Le

AMOTEAEG LA, EVOL LEYAAO LEPOG TNG TANPOPOPING AVTNG VO UV Etvat xproLLo.

M mpocéyyion otnv omoia otnpileTon n Propunyavior €00 Ko apkeTd Kopod, €ivar n
ovumieon tv dedopévav. Me avtd Tov TpOmo ££01KOVOpEITOL ATOONKELTIKOG XDPOG EVAD
TanTdYpova dtatnpovpe Ta dedopéva axépata. [Tapdia avtd, yio v Tposy®mPnCOvLE GTO
dedopéva yperdleton kébe eopd va to amosvuUmELOVUE KOl VO ToL GCUUTIECOVLE, TPAYLLOL
oL 0&V eival TAVTA SOKIHLO. AVOALTIKOTEPQ, OO TO TEPAUOTO TOL £YOLV SEEAYEL OL
GLYYPOPELG TOL aKAOTLLOTKOD dpOBPOV, avaPEPETOL OTL 1] TEXVIKT] TNG GLUTIEON G KOTAPEPE

VO LELDGEL TOV 0YKO TmV dedopévav tepimov oto 60%.

"Evog dAAog tpdmog mov ANednke vwoyn ot TEpALTE TOV dlEvepyNOnKay, eivor n Ayn
toyoiov detypdtov pe opotdpopen katovour.. H pébodog avtn eivor apketd
QTOTEAEGLLATIKY] MG TTPOG TV GLPPIKVAOGT TOL GYKOL dESOUEVMV, apoD dtoTnpeital Lovo
10 50% tovc. [Tapoia avtd, pe ™V HEBOSO aVTN YAVETOL APKETH TANPOPOPIn. KOl GTHV
TPOSTADELN AVAYVOONG KATOL0G TIUNG Y10l Lol SEGOUEVT YPOVIKY| OTIYUT OTO TOPEAOSV

dgV £YOVLLE KO TOCO KOAG amoteléopata. AVTo gaivetal KOADTEPA Kot 6To oynua 2.11

e ouvéyela TG TPooTdOelng avTnG, £YIvE 1| EMAOYN SEIYHOTOC OO TV TapayOLEVN pon
0edoUEVOV Y10 KAOE OEVLTEPOLETTO TTOV TEPVOVCE. ZAPMG, LE AVTO TOV TPOTO dlaTNpEiTOL
TEPLOCOTEPT TANPOPOPia. Xe avTh) TNV PEBOSO 0 GUVOAKAG OYKOG OEdOUEVAOV OVEPYETOL

610 75% Tov apyIKov, eVved TapIAANAo cOue®Va pe Ta Tepduata oto oyfua 2.11 , 1o
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NRMSE vy v mpoPrieyn dedopévmv

OLOLOLOPPNG KATAVOUNC.

SPACE: Disk space for the whole real dataset
(f=50%, neurons=16x16, model=LSTM)
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COMPRESSION E===1 COMPRESSION E===1
SAMPLING E 3 SAMPLING ===

glval pukpOtEPO o€ oYéom HE ALTO NG

ACCURACY: NRMSE for the whole real dataset

(f=50%, neurons=16x16, model=LSTM)
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2ymua 2.10 Arotiunon TBD-DP oe ayéon e tov ywpo xar tyv oxpifeio mpopiéyewmv

Téhog, M KovotOpa 1060 OV TPoTEIVETOL GTO APOPO, APOPd TNV YPNOT HOVIEA®V
Machine learning yw v kaAvtepn TpodPreyn Tipmv oL £xovv TopayOei oto TapeAdoV,
amd TOVG TNAEMIKOW®MVINKOUS KOUPovg. Xvykekpyéva, n péBodog avtr ovopdleton
«Postdiction» ka1 agopd v ypnon LSTM povtéhov yio v ekmaidevon &vog
vevpovikod diktvov. O dpog «Postdiction» [18] meprypdeetor kodvtepa oto oynua 2.12
. Ot vevpwdveg LSTM [19] sivar avadpopikoi kot €xovv tnv d1OTNTa Vo, KpoTovV
TANpopopieg and 10 mopehBOV oV uvnun Tovg. Mmopode va eAéyEovpe T0 TOGOGTO
™¢ TAnpoopiag mov kpatovv, opilovtac Evav «decay factor», o omoiog ypnoonoteitol

katd v offline pdon exkmaidevong Tov vevpwVIKOD S1KTVOL.

B EEEEEET |

Data Prediction

Data Postdiction

ko000 0 0 0 0le—e e 0000

¥
K
t=now

e

Decay window
@ Deleted @Recorded @)Predictcd O Future

2ynua 2.11 Data Postdiction

Xe autd 10 onueio Ba dovue GE EVVOIOAOYIKO EMIMEDO, TOV OAYOPIOUO KATAGKELNG TOL

LOVTEAOV KOl TOV aAYOPIOLO avAKTNONG ded0UEVOV OTTMG QaiveTal oty iKova 2.12.
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o AlyopiBuog katookevng

1. Avt6 10 61d0d10 givor Tpomapackevaotikd. Edd kabopilovie Tov cuvteleoT|
«f» 0 omoiog vmodekviel 10 TOG0GTO TV dedopuévav mov Ba Eeyxva Tto
VELPOVIKO SIKTLO KOTA TNV EKTAIOELGT TOV.

2. To devtepo otddo ovoudleron «Spatial Partitioning». Edd yiveton
O ®PIGUOG Kol OROOOTOINCT TOV THAETIKOWOVIOKOV KOUPov Bdon g
YOPIKNG TOVS ToToBETNONG.

3. Ta miemwowvoviakd dedopéva tavopodvtor Baon g ypovosepayidog
TOVG,.

4. Zg avtd to onueio ta dESOUEVO TOV GYNUATICTNKOV GTO TPONYoOUEVO Pripa,
exmadevovy toug vevpwveg LSTM ko mapdyovv povtélo, to omoio
tonobetovvTon tepapykd oe évo DP-Tree [18] ywo gvkoAn kot ypryopm
npdePacn o€ avTd.

o AlyopiBuog ovoxtnong

1. T va avaktioovpe éva GLYKEKPIUEVO HovTédo avatpéyovpe oto DP-Tree
10 omoio dnuovpynnke oto 3° Py TOL KATAGKELAGTIKOD AAYOPIOLOL.

2. Télog, ol TAnpogopiec oV avalnTovUE OVOKOTACKELALOVTAL [LE TNV XPNON

tov LSTM povtéhov mov avaktmbnke oto 1° frua.

chy

| I
| CellID |Counter]... | Value |Timestamp | :
A cl vl tl
: B | & V3 il } LD GH ! 1 md,
| A 2 v2 12 | I ch
| B o4 v 12 I 1 | CellD [Counter|... [ Value |Timestamp
f ‘ 1 2 : S A | o V1 t1
I Cg—al]]'n Counts . Val Ti i ‘ AP P P PLEF : A 2 v2 2
e ounter]... alue |Timestamp A 3 > )
: 1 cl vl 1l } mdz] mds | ry ; S :4
| i a V3 1 ‘m | i
1 2 v2 12 [ )
: ] y pry 2 ; | RECREATE(B', t)
MAP(r, cli) |i=1,... k &ORDER(cli) LEARNING(cl) & LOOKUP(L,B) |
Step 3: Hierarchical Step 2: Recreate part of the Decayed
Step 1: Spatial Partitioning Step 2: Temporal Ordering P .Model Step 1: Index Lookup Dataset using LSTM model
L 1L J
Construction Algorithm Recovery Algorithm

2ynua 2.12 To evvoioloyika fruato yio. tov oLyopiOuo Katookevng Kol oVoKTHoNG

2.6 Teyvun Opocrovorakig Madnong
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To Federated Learning [20] [21] eivot puo KotaveUnuéVn TEXVIKN UNYXOVIKNAG Labnong 1
omoia €£eTA0TNKE OTO TAQICLYL TNG TAPOVGOS SUTAMUATIKNG €PYACIOG Kol UTOpel va

ypnoorombet 6e HEAAOVTIKY] OOVAELA.

Avalvtikotepa, To Federated Learning sivat pio mpdtoaon e EXGTNIOVIKNG OUASAG TG
Google, 6mov 1 ekmaidevom S1APOPOV LOVTELMVY YIVETOL GTO AKPO TOV SIKTVOV, TAV® OTIG
GLOKEVEG 01 0TtolEG TapdyouV Ta dedopéva. H khpla 10éa Tiow and avtn v Tpocéyyion,
glvol 0Tt To dedopéva OV UETAOIOOVTOL OO TNV GUOKELY GE KOO0 SErver yio vo
exmadevtel 10 povtého. Me avtd Tov TpOmo avTO SlaTnPEiTOL 1) WOIWTIKOTNTA KOl 1|
acpdreln Tov dedopévav wg mpog Tpitovg. ITo kdtw Oa dovpe oe cuvvtopio TV

apyrtektovikn Federated Learning.

Brua 1 Brua 2 Bfipa 3 Bhua 4

/| / / -
| A B e E =

client-A chient-B client-C client-C client-A client-8. client-C client-A client-8 client-C

2ynua 2.13 To povtélo tov Federated Learning

1. O server egmiéyer kdmowo otatiotikd M ML poviého mov 6Oéhovue va
EKTTOOEVCOVLE.

2. To povtého mov emhéynke oto mpmTo Prina davépetor otovg Clients, 6mov
TAPAyoVTaL TO. OEOOUEVAL.

3. Kabe Client exmoudedel To HOVTELO TOTIKA UE T SESOUEVA TTOV £XEL TOPAEEL.

4. Apov Teleidoel M ekmaidevon tov poviédwv otovg Clients ta povtéha
TpowBovvtol 6Tov Server, o omoiog avoAapuPdver v cOVOyN TOVG KOl TN
dNpovpyia evog KAVOLPLOV LOVTEAOL TO 0TT0i0 StovépeTol € OAovg Tovg Clients.

H dadikaocio emavarappdveror pe véa dedopuéva mov mapdyovrol otovg Clients.
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e auto 10 KeQAAto Ba dovpe Pacikég Evvoles ot omoieg oyetiloviat [LE TO TEYVOAOYIKO
vtoPabpo to omoio mpémer va glvan Kavelg owkelog Y vo avtiAneOel tov TpodTO
Aerrovpyiog g TriaBase, onmg avth Oa teptypdpet oto kKepdalato 4. Avarvtikdtepa, Oa
dovpe YEVIKOTEPOLG Oplopovg Omwe ta Peer-to-Peer diktva, evd oe petayevéstepo
o110 Oo eEetdoovpe evdereymg Tov TpomTo Aertovpyiog Tov Hyperledger Fabric, evog

Blockchain framework, to omoio ypnGIHOTOMGALE Y10, TV VAOTOINGT TOV GLGTHUOTOG

LLOG.
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3.1 Aiktve Opétipov Képpov

Me tov 6po diktvo oudtiuwv kouPov [22] [23] diktvo ovagepdpoote o€ pio
KOTOVEUNUEVT] OPYITEKTOVIKT] OIKTVOV M omoio, amoteleitar amd V0 1 TEPIGGOTEPES
ovokevéc. Ola ta péAn tov SikTOoV emKOWV®VOHV PeTalld mpog ywpic v vmapén
KAmo1ov KevIptkov dtakopot]. Etot, yuo va emttevyBel enkowvmvia oto diktvo, kdbe
ovokevn| €xel Tov poAo Tov server kot Client tavtdypova. Baocikn mpodmdOeon yio va
UTOPECEL U0 GUOKEVT VO CLUUPETACYEL o€ €va TETOlo OikTvo, €lvar n ypnon P2P

Aoyiopko mpog. 'vwotd mapadeiypoto P2P diktvov givar to BitTorrent [24].

3.2 Kpvrroypagia

270 AKOVO A TPOG AEENG KPLTLTOYPOPi TO LVOAD TTPOG EPYOVTAL EIKOVESG OOV (vOpmTOL
TPOoTafovV VO GIACOVY TOV KMOKA TIG® Omd £vo. KPLTTOYPOUENUEVO VLU0 1| TNV
ac@ain TpocPoomn oto e-mail Tpog 1 o€ pio 1otocerida [25]. Eivar Aowwdv opOolpopaveg
OTL M KpvITOYpaPio TEIVEL VO €IVOL GTEVA GLVOEOEUEVN LE TNV EVVOLL TTPOG GLYYPOVIG

AGPOANG ETKOIVOVIOG.

[Tapdia avtd, N emotun ot €yl TPog pileg mpog TPog apyaiovg mwoittiopovs. o
mopddetypa, otnv apyoic Poun  ypnowomowovcav avtd mOv TPOS UEPEG TPOG
ovopdalovue «Caesar Cipher» [26], évov amhd pnyovicpd mOL YPNOUYLOTOOVGOV Ol
dvBpomot v va petafipdlovv pe acediela pvipato ToAEpov kKAm. Xto oynua 3.1

BAémovpe o avaAvTKG Tapdadetypo xpnong tov «Caesar Ciphers.

[Alelc]ofefF]

[alefclo]e]F]

2ynua 3.1 Hopdoeryuo. Caesar Cipher
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Tetpupéva o o S106ed0pUEVOg TPOTOG KPLTITOYPOPING Eval [LE TNV YPNON CUUUETPIKOD
KA1V [25]. TTapdra avtd, n aviodloyn Tov KAEWIOD 6€ évo avolkTd mepPdilov

€YKVHOVEL KtvOHVOLG.

3.2.1 Kpvatoypagioa Anpdéciov Kierdro0

Yy ymoewkn emoyf tv omoio. {obue, M ypfon Tov mpotvmov «Public Key
Cryptography» [25] [27] eivor ovaykaio yioo v Omopén  EUmTIGTELTIKOTNTOC,

akepodTTog Kot avdeviikotrog [28] peta&d dtopdpov petdywv o€ éva diktvo.

Avaivtikotepa, oto mpdtumo «Public Key Cryptography» ypnowonotodue éva (evyapt
and KAEWI4, To omoin KaTtaoKeLALovue pe TV xpnon pabnuatikedv eélodcewv [29]. To
éva KAe1d1 givar OMUocto Tpog OAoLS, EVA To devTEPO KAEWT glvar 1O1mTIKS. AnAadt|, udvo

0 1010KTNTNG TOV €Yl TPOGPacT GE AVTO.

>to0 oynua 3.2 BAémovpe tov unyavicpd «Public Key Cryptography» e Agttovpyic.

Encrypt Decrypt

Sender Q Receiver
Receiver Receiver
Public Key Private Key

~0

2ynuo. 3.2 Hapaderyuo. ypnons Public Key Cryptography

3.2.2 ovaptioces Katokeppatiopot

M cvvéptnon katakeppotiopov [30], ypnowomoteiton yoo TV avTIGTOYION HI0G
avBaipetng axorlovbiog dedopéveV Ge ol LOVASTKY TN cvykekpluévov peyébovg. To
napayouevo amotédecpo ovoudletar Hash 7 Digest. Mo cuvaptnon KaTaKEPUATIOUOD

TPEMEL VOL IKOVOTIOLEL TOVG AKOALOVOOVG TPELG TEPLOPIGLLOVG:

30



e Preimage resistance [30] : Ae&douévng cvvaptnong KOTOKEPUOTIGHOD ¢ KOl
Digest @(y), mpénet va. gival adOVUTOV Vo TPOGOIOPIGOVLE THV OPYIKT aKolovbia
OEdOUEVDV .

e Second Preimage resistance [30]: Agdopévov UviHOTOg L KoL TOV OVTIGTOLYOV
Digest @() mpémet va givarl S06K0A0 va Bpodue Evo Voo A TETO10 OOTE QW) =
o).

e Collision resistance [30]: IIpénel va gival adbvon 1 e0PecT dVO SLOPOPETIKOV

LVNUATOV , 1Kot A T€To10 doTe v £xouvv To 1010 Digest.

3.2.3 ¥nowxég Yroypagég

‘Evo axoun epyokeio mov ypnNGUYLOTOOVUE GTNV KPLTTOYPOPia €ivorl Ol Yneuokég
voypagég [31]. Ot ynoakég vmoypapés AEITOLPYOLV OUOLD. WE TIC YEPOYPUPES
VILOYPAPES. ANAON TaPEYOLV EVaV UNYOVIGUO 0 0Tt010G £YYVLEITOL OTL TO UNVLLLO TTOL £XEL
oToAel amd o ovioTNTa o€ po GAAN gival owBevtikd kot ogv Eyel mapamombel amd

Kémowo GAAT KakOBovAn ovtoTNTa.
H ypnion tov ymelokdv vroypaedv yivetor e to akdAovba dvo Pripato:

1. Yrmoypoopn: Apyud to pvopoa tov BEAove va vtoypdyovpe divovion mg E16000¢
0€ W10 GLVAPTNON KOTAKEPUATIGHOV. APoD mdpovpe to mapayouevo Digest to
Kkpumtoypoovue pe to Private Key poc. To anotéleopo avtig e dadikaciog
glval por ymeakn vroypoer] Kot wpootifetal 610 TEA0G TOL UNVOUOTOS TOL

Bélovpe va oteilovpe.

Signature

101010101 Q

Append this to the
initial message

Digest

— Hash Function 101010101

Encrypt with Private Key

2ynuo. 3.3 Arodikaoio Digital Signing
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2. EmainBevon vroypapng: O TapoANTTNG TOV UNVOLOTOG Y10 VO EMOANOEVGEL TO TNV
YVnNolotTo. TOL, TPEMEL Vo aKoAovOfcel TV dadikacio  emoinbsvong.
Edwotepa, 0 TapalnmTng E10AYEL GTNV OVTIOTOYT GLVAPTNON KATOKEPUATIGHLOD
T0 uvopa kot Tapdyet évo Digest. Iapdrinia, ypnoponotei to Public Key tov
OmOCTOAED YOO VO OMOKPUTTOYPOPNOCEL TNV LROYPAPH. AV 10
amokpurtoypaenuévo Digest eivar to id10 pe avtod mov Exet mapdéel n cvvaptnon
KOTOKEPLOATIOCHOV, TOTE TO WVLUO €lval Yviiolo kot 0ev €xel mapepuPel kdmowa

KOaKOBOVAN ovToéTTA GE QLTO.

Digest
. Message Hash Function
Signed
Message
< Digest

101010101

Signature Decrypt with Public Key

2ymua 3.4 Moowkooia Digital Signature Verification

3.3 Kmwowonoinen Base64

Base64 eivar évag Tpdmog Tov YPNGLOTOLOVLE Y10 VO KOOIKOTOUGOVUE SVASTIKOVG UT|
extundoovg yapoktnpec oe ASCIl popoern. Zkomdg tov Basebd eivar petoatpomn
ovadikmv apyeiov, dmmwg eivar or potoypapieg, o€ o cLUPOLOCEPE £TCL MOTE VL

UTOPOVLLE VO SLOVELOVUE TOL OedoUEVa AVTE LEGM GE £val OIKTVLO, LE HLEYOADTEPT] EVKOATL.

3.4 Hyperledger Fabric

To Hyperledger Fabric [32] [33] eivat éva epyaieio ovoiktol K®SIKa TO 0TOI0 EMLTPETEL
mv avartuén koatavepnuévov kabolkov (Distributed Ledgers). ITwo avolvtikd sival
OYEOGLLEVO YO EMOYYEAUATIKY ¥pion HeTAED OpyavICUAOV KOl Yo ovTd TOV AOYO
EVIOOOETOL OTNV KOTNYOPio TOV 1OIOTIKOV OALGIO®MV GLGTOL(IMV 10 OTKOULMLLOTOL

(Private Permissioned Blockchains). ITépav tobtov 1 apyitektovikny tov Hyperledger
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Fabric eivar dwaitepa evolapépovoa Kol SIOPOPETIKN) GE OYECT UE TIG VITOAOUTES

ovppatikég texvoroyiec alvcidmv cuatoymv (Blockchain).

To Hyperledger Fabric, mopéyst v duvatdOTNTO GTOVG TPOYPOUUOTIOTES VO
TPOTOTO|GOVV TO GUGTNUA, OAAALOVTOG SLPOPETIKES TOPAUETPOVS, OVAAOYO LE TIG
avayKeg NG €QOPUOYNG TOL VAOTOOVV. Xvykekpiuéva 1 eSoupetikd apbpo
apyITEKTOVIKT TOL Fabric emitpénet v ypnomn tov og £va vph PACUO OO TEPITTMOELG
ocvumeptAapoavouévev tov Tpamelikol Topuéa, Tov TouEd VYEING, TOV TOUEN aVATTLENG

Ko dtayeipiong avOpmdmvov dvvapkod kot o€ dtdpopa supply chains.

Emmiéov, o and tig onuavtikdtepeg Aettovpysieg mov mapéyet to Fabric sivar n yprion
éEvmvov cvuPolraiov (smart contracts [34] 1 arAidg chaincode). To chaincode pmopet
VoL YpoQTeEL 6€ d1APOPES YADOGES TPOYpoppaTicpod ommg 1 Go, Java koar NodelS. Avtd
TO OVTOYOVIGTIKO TAEOVEKTN O EMLTPENEL GTIG ETULPELES VAL YPNCLLOTOUGOVY EVKOAN TNV
teyvoloyia Tov Fabric, yopic to mpocwmikd va ypeldletal ekmaidevon oe KAvoOpLeEg
YADGOES TPOYPOUUATIOHOD OTtm¢ Yo wapddstypo 1 Solidity [35]. (Solidity eivor o
YADOOO TPOYPOULOTIGLOD TTOV SMovpynRdnke e181Kd yio TV cvyypagn smart contracts

otV mhatedppa tov Ethereum).

Eniong, éva amd ta onpovtikotepa yopoktnprotikd tov Hyperledger Fabric givat ot
avikel oty kotnyopia Private Permissioned Blockchains. e éva Public Blockchain
omwc o Bitcoin, ot cuppetéyovteg eivor avavopot kat dev yvopilovv o évag Tov GALo, pE
AMOTEAECUO. VO, UMV LIAPYEL eUmoTOoVV. Avtifeta, oe évo WwTikd OikTvo ot
ocoppetéyovieg yvopilovtor petad touvg kot vrapyer €va meEPPAAAOV  avENUEVNS
EUMIOTOGVUVNG, TO OTOI0 TANCLOVETOL OO HOVTEAD Oikoung dtakvBEpynong kot
npokafopiopévoug kavoves. Axoun, to Fabric mapéyet Ty dvvatdmmra yio SIKodULoTo.
Av106 onpaivel Tog o€ Eva SIKTLO VTLAPYOVY YPNGTES TOL UTOPOVV VAL KAVOLV OPIGUEVES
evépyeleg, Ommg owPfooua kol ypayyo oto Ledger, evd didot pmopodv povo va
owpdoovv omd avtd. H Aewtovpyla ovtn, ovvielvel otV AGPOAESTEPN,

OTOTEAECLATIKOTEPT] OLAXEIPIOT Kol O] AElTOvPYio TOV SIKTVOV.

‘Eva omd 1o Mo oNUOVTIKE YOPOKTNPIOTIKE TNG TAATEOPUHOS €lval 1 VRTOGTAPIEN

OLOLPOPETIKMY CONSENSUS aAyopiBumy, avaloya LE TO EXITEOO EUTIGTOCVVIG TOV VILAPYEL

33



petald Tov ovppetexoviov. Edwotepa, vrdpyovy 600 poviéia alyopifpomy opopmviog

(consensus) mov uropovV va xpnoiorotnfovy.

e Crash Fault Tolerant: Xpnowonoteitoaw cg mEPMTOGELS OTOL 0L KOUPOL TOL
dwtvov eivon mo mBoavov va kotappedcovv. Ilapdderypo evoc TtéToov
aAyopiBpov givar to RAFT [36].

e Byzantine Fault Tolerant: Xpnowonoleitol 6€ TEPTTOOES OTOV VIAPYEL
avénuévn  mlavotnTa VmapENG  KOKEVTIPEYOVS GULUUETEXOVTA OTO  OIKTVO.

[Mapdderypa gvog tétotov arydpiBpov givar to PBFT [7].

ZopmAnpopatikd, ot aAyoépBuot ovtod Tov THIOV OgV AmoTOLY TNV VIapEn KAmolov
KpUTTOVOUIoHOTOC. Me TOV TPOTO anTo ££00PUMIOVILE TNV OCOAAELD TOV JIKTLOV EVHD
TanTtoypova ta £0da avéyepong Tov givar pukpd. Xe avtifeon, daila Blockchains ommg
10 Bitcoin ypnoyomotovv kostofopovg consensus aiyopiduovg ( Proof of Work [7]) ot

omoiot yperalovtor e£eCNTNUEVOVS VTTOAOYIGTIKOVG TOPOVG.

O ovvdvaoudc TV Tpoavapepbévimy yapaktnplotikov kabiotd to Hyperledger Fabric
g éva. a6 to kaAvTtepa Blockechain epyaleio 6oov apopd v eneéepyosio SoGoAYIHY
(transaction processing) kot kabvotépnon emkdpmong SocoAnyidv (transaction

confirmation Latency).

3.3.1 docoinyicg
Aocolnyia, cvvaldayn M transaction ovopdlovpe po otopkn akolovBia oo
AVOYVAOOELS KOl €yypagéc oe o, Paon dedouévov [15]. Tnv avtictoyn évvolo

ovvovtovue kot otov koopo tov Blockchain 6mov didpopa transactions kataypdgovtal

o éva Kataveunuévo Ledger.

3.3.2 To povtéro Tov Hyperledger Fabric

To Hyperledger Fabric eiodyet puo kavobpyto apyLteKtoviky 0oov apopd TV dtoyeipion

transactions. H pebodoroyio avtny ovoudletar execute-order-validate [32] o
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eEacearilel v eveMéia, KMpokoodtto Kot arddoon. Ta akdrovba tpion frpata

TEPLYPAPOVV TNV JAOIKAGTIO QLT LE LEYOADTEPT] AETTOUEPELCL.

Execute: To transaction mpowbsiton wg npodtacn and to Client o éva Peer. To
Peer extelei To transaction kot eAéyyet yio v opbotnTa Tov. AV givan 0pb9, 1o
transaction yiveton endorse omd to cuykekpyévo Peer.

Order: Ta transactions pmaivovv og o oepd omd tovg Orderers ot omoiot
YPNOLOTOLOVV KATO10 CONSENSUS TPWTOKOALO.

Validate: ta transactions yivovton validate Baon tov endorsement kot GAA@v

Kavovov. Akolobbmg yiveton to tehkd commit oto Ledger.

¥10 1010 KAT® oyAue PAETOVUE O avalvTiKG TOV KOKAO {mn¢ Kdmolov transaction and

TNV OTIYUT TOV YEVVIETOL UEYPL TO TEAMKO commit oto kabe Peer tov diktHov.

Client Organization1 Organization2
Application Endorsing Peer Endorsing Peer

© ® S

Orderers Commiting Peers

Y

: O,
®

Ordering Service

®—>
©

ol

¥¥_I_I_/

2yniua 3.5 Hyperledger Fabric Transaction Flow

2taoio 1 1 Apya o Client dnuiovpyet éva kavovpyto transaction Proposal to
omoio mpowbei ota. Endorsing Peers. Tx Proposal = < ClientlD, ChaincodelD,
txPayload, Timestamp, ClientSignature >.

2tdoo 2 : Aeobd ta Endorsing Peers mapaAidfovv to Transaction Proposal
emaAnBgvovv 0Tl €lvorl 6TV GOGTY LOPPT), EAEYYOLV OTL 1] GLYKEKPIUEVT TTPOTOCT
dev €xel vmoPAnbei Eava oto mapeAbov ko 6T To Signature tov Client givon
éykvpo. Téhog, yivetow €leyxoc twv endorsing policies ovtog dote vo

BeParwbovue 6TL 0 ypfotng mov vréPare To transaction avtd £xet To dikaimpa
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vo eméuPel 6To0 ouykekpévo kavail kot chaincode. Xtnv ocuvvéyeln, yivetou
ektéleon/mpocopoimon tov transaction évavtt tov vewotauevov World State
database [33] ka1 Topdyetar évo pnvopo Tov tepiéyet ta. read/write sets (Cevydpra
KAEW1OV/TIHGV TV avTikewévov (objects) mov B ovpue va dnpovpynoovue 1 vo
evnuepmoovpe) tov Transaction. To ppvopa awtd 6€ cuvovacuo pe Signature
tov Endorsing Peer emotpépovian g amdvinon otov Client. Response = <
Read/Write Set, Endorsing Peer Signature>

2taoio 3 : To application maporapfaver ta pmvopoto omd OAa ta Endorsing Peers
Kot Tpoywpel oty emaknbevon tov signatures. Emiong, yivetat Eleyyog av OAeg
ot amavtnoelg elvar 101eg. Aol kavomomBovv ot mo TV OTUTHGES TO
Transaction ivat £toipo yio avapetddoon otovg Orderers.

To Ordering Service moparauPdaver 6ha ta goegpydueva transactions omd
dwapopovg Clients kot ta evoopoatdvovv oe éva block avdioya pe v
YPOVOSPPAYida TOVG.

21do1o 4 : Apob to block givar étowo avopetadidetar oe OLo ta Peers oto kavait
LE am®TEPO 6KOTO VO, Yivouy commit tomikd o€ kKabe éva amnd ovtd. [Tpv o Tehkd
Bpo Tov commit 6Aa To transactions extkvpdVOVTOL Y10 VoL GLyovpeLTOvUE OTL
OgV £YEL TPOKVLYEL KATOL0L AAAAYT] GTO EVOLAUEGO. XMUAVTIKO EIVaLl VoL OVOPEPOVLLE
ottt aeod evnuepwbei to Ledger, o Client evnuepdvetar pe v ypnion tov

unyaviopov event emit.

3.3.3 Alvoida XvoToyi@dv

Xe ovt v vroevotnto Ba dovpe TEPIANTTIKA GE €VVOLOLOYIKO EMIMENO T®G TO
Hyperledger Fabric emitpénet o€ 5164p0opovg opyavicovg Vo, SIHopPOGoVY £Va, STKTLO

Blockchain.

[evikd pmopodpe va meprypayovpe to Blockchain og pio katavepunuévn doun dedopuévov
n omoia omaptileton and moAArd Block. Kdabe block mepiiopfaver éva cvvoro omd
transactions tig omoieg TPaAyLATOTOOVV OGOl GCUUUETEXOVV 6TO dikTvo. Akoun, Ta block
glval ovvoedepéva PETAED TOVG XPNOILOTOIDOVTAS KPVTTTOYpaia, apol Kdabe €vo amd
avtd mepthauPavel to Hash mov éxel éva mponyovuevo block. ‘Etot dwaceariletor n

akepatOTNTO Kot 1 a&lomiotio Twv dedopévmv mov Ppickoviot PEGo 6€ aVTd. ZTO TOl0
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KAt oynuo PAEmovpe v avamopdotaon g TéTolag doung dsdopévov. Av ta
dedopéva og éva amd avtd ta block oAlaéel arldlovv to Hash twv Blocks pe anotéheoua

VoL GTAEL 1] 0ALGIOO.

Genesis Block Block # 1 Block # 2

Previous Hash Previous Hash
Block Hash, Block Hash,
Timestamp Timestamp
Data Data

Block Hash,

Timestamp
Data

}

2ynua 3.6 Iopdoeryuo Blockchain ue 3 Block

To Blockchain tov Hyperledger Fabric pumopei vo. piio&evei didpopa €101 epapuoydv.
Xpnowonowwvtag Smart contracts pmopovpe va @Tidovpe SAQOPes £PAPUOYES Ol
omoigg dnpuovpyovV transactions to omoio 6 PETOYEVEGTEPO GTA10 SLovEHOVTOL GE KADE

OUOTILO KOUBO TOV SIKTHOV, OTTOL KOTOYpAPOVTOL AUETAPANTA 6TO avtictoyo Ledger.

3.3.4 Opétipor Képpor

‘Eva diktvo Blockchain amoteleiton omd éva ohvoro kopPov 1 adlidg Peers. Ot kopfot
avtol amoteAoVV ta BepéAio EVOC TETOI0V GLGTNUATOC, OPOV JATNPOVV AVTIYPOUP TOV

Ledger kot giro&evoiv to, sSmart contracts.

>¥to Hyperledger Fabric to Peers Bpiokovtor vnd v doktnoio Kot oryido tov
OPYOVIGUAV OV GLUUETEXOVV GTO CLYKEKPIUEVO diktvo. Kdébe opyavioudg pmopel va
&xel éva M meprocdtepa Peers avaloya e Tov 6Yedacd Kot TV Tomoloyio Tov SiktHov.
AVOALTIKOTEPO, Ol OPYOVIGHOT UTOPOVUV Vo ONULOVPYNOOVV,  EVEPYOTOGOLV,
QIEVEPYOTOGOVV, SLOUOPPDOGOLV Kol dlaypayoLvv PEErs avaloya Le TIC avAyKES TOVG.
EmimAéov o1 d1ayep1oTég Kot 01 YpoTES TOV SIKTVOV UITOPOVV VO, GAANAOETLOPOVV LE TO

Peers péom pog mAndopag and APIS ta omoio mopéyel o Hyperledger Fabric.

Kdabe Peer Swmpei éva oviiypago tov Ledger. Avtd yivetar odtmwg ®dote va
€EACPAAICOVLE TNV EUTIGTOGVV KO OLALPAVELD LETAED TOV GLVOALAY®DV TOV AdpBdvouy
puépog oto diktvo. Ewwotepa, oe oevdpila 6mov vtapyovv SevEEEIS LETAED TV LEADY

TOL JIKTHOL pmopovpe vo aviuapafdrovpe to Ledgers tov Peers étot dote va dovpe
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nov Ppioketon to TPOPAnua. EmmAiéov, oto Ledger umopodue va amobnkedboovpe 1o

10T0p1KO TV transactions yio évo cuykekpipévo object.

Extoc amd 1o Ledger, oe kabe Peer pmopovue va Bpovue gykateotnuéva ta didpopa
smart contracts tov diwktvov. Xta sSmart contracts ot mpPOyPOUUOTIOTEG UITOPOLV V.
VAOTOMGOLVY TNV EMYEPNUOTIKT AoYikn ¢ epapuoyne. Otav éva véo transaction
katapBdcer oto Peer to avtictoryo smart contract evepyomoieitar Kot yivovtal ot
amaLTOVUEVEG EYYPOPES T} avaryvdoelg arnd to Ledger. Iepiocdtepec mAnpo@opieg yio v

évvola Tov smart contract 6o dobpe og LETAYEVESTEPT] VTTOEVOTNTO.

210 oyfua 3.7 anewovileton £va dikTvo e TpelG opyavioovs ot omoiot dlatnpovv dvo
Peers avtiotorya. Eniong, umopovpue va dovue 611 o kb Peer vrdpyet Ledger, kot to
avtiototyo smart contract. Ta Peers enucotvovoiv petalh toug kdvovtog eyypoaen e £va

KOWO KOVAAL.

/ i Organization 1 Organization 2
?g ?g
u?g
BN
Organization 3

2xnuo 3.7 Hopdderyua Aikrdoo

Blockchain Network

Channel

Peer

Smart Contract

i@o ()|

Ledger

210 oynua 3.8. BAémovpe avaivtikdtepa TG KOpleg diepyaciec evoc Peer mov cuupetéyst
oto Blockchain. Onwc éxetr avapepbei oty vroegvotta «To povtého tov Hyperledger
Fabric» éva Peer gival icmg 10 o onpovtikd pépog oty ektéhecn evog transaction.

Onwg eaiveton kot oto oynua, éva Peer emkowvmvel pe 1o ypnotn SOUEGOL KATOL0G
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EPAPUOYNG EVD TOVTOYPOVO emkovmvel pe tov Orderer yuwo va mopardpel kot vo

TpowONGel uVOALAYEG amd Kol TPOg O Ta A Peers tov diktvov.

1. Connect to peer 2.1 Invoke chaincode with BN Blockchain
proposal Network
2. Invoke chaincode (proposal) 2.2 Check the led:
. iger s
A P and generate Appllcatlon
3. Proposal response proposal response
‘A—/ 4.2 Update ledger [E] Peer
kaocolding to the new block
H Y
: 5. Ledger update event H ] @
""""""""""""""""""""""""""""""" i 4.1 Transactions sent to peers Orderer
E in blocks
: (El Ledger
4. Request to order transaction 0 BN -
Smart Contract

2ynua 3.8 Alnieriopaon epapuoyng Peer

Téhog, a&ilel va onueidoovpe 6Tl o€ kdOe Peer tpéyetl wa Paon dedopévav n omoio
okomd €xel vo, amoONKeHEL TNV L0 TPOCPATT TN TOL Exet Eva Object. Me avtd Tov TpoOTo
otav vmoPdiAietor €va query, yiw 1o &v AOyo oavtikeipevo, dgv ypelaletanr va
npoomeldoovpe oAdKANpo to Blockchain yio va Bpovue tv tpéyovca KoTdoTooT TOV.
Avtibeta, n o tpoéceatn evnuépwon Ppicketan otnv Paon kot to Ledger dwatnpel povo
TO 10TOPIKO TOV GLVOALOYDV. Me avtd tov tpdmo av&dvetor n enidoomn kol o xpOVoG
AVTOATOKPIGNG TOV GUOTHUOTOC. € EMOUEVT VTTO-evOTNTA Bl eEETAOOVLE EVOEAEY DG TNV

Aertovpyio Tov Bacewv avtdv 1} World State énwg tic ovopdler to Hyperledger Fabric.

3.3.5 Ymnpeoia Zeipromoinong

AvT1| 1 VToEVOTNTA £XEL GKOTO VO, LLOG EIGAYEL GTNV £VVOL0L TNG VANPEGIONG GEPLOTOINGNG
(Orderer) ka1 vo. pog dgi&et pe moto tpomo ot cuvarlayéc praivovv oe blocks kot twg to

OIKTLO KATOANYEL OE TANPN GLUEMVIO LECH OO TNV SLadKOGTIoL CONSENSUS.

Ye dapopa Blockchain cuotiuata 6mwg to Bitcoin kon to Ethereum, to omoia dev eivon
permissioned 6nw¢ to Hyperledger Fabric, ot x6pupot tov diktvov avaykdlovral va
GUUUETAGYOLY GTNV dlodikacio cuvaiveong (consensus). Aniadn kdbe koppog AapPavet

Uépog oty opadonoinorn tev transaction kot oty dnuovpyio tov exduevov block. To
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YEYOVOG 0VTO, ovayKALEL TO GUCTHUATO AVTE VO YPNGILOTOLOVV TBAVOTIKOVG CONSENSUS

aAyopBpovg 6mmg to PwO ( Proof Of Work).

To Hyperledger Fabric Aertovpyei pe évav dapopetikd tpdmo. Zuykekpiuéva Srobétet
évav edkd koépuPo o omoiog ovoudletar Orderer. H xdpia vrevbovoémra avtod tov
KopPov eivar vo moaparapfaver cuvordayég amd ta Peers tov dwtdov Kot vo Tig
gomkleiel og block avdloya pe v ypovocepayida tovg. e PETAYEVESTEPO GTAOLO
avopetadidet ta block avtd og dha ta Peers tov dikthiov o0TwE MOTE Vo, YivOuV KOUATL
tov Blockchain.’Eva Ordering Service pmopei va amotedeitar amd mtorlhovg Orderers kot
ovvenmg OAoL owtoi ot Orderers mpémel va GupE®VOLY ueTa&d TOLS Yo TNV TIUN TOL
endpevov block. T owtd 10 AdYO YPNOIULOTOOVVTAL VIETEPUIVIGTIKOL CONSENSUS
aiyopBuol omwg eivar to RAFT. To RAFT akolovBei to povtélo «Leader and Follower»,
OOV évog KOUPOC eKAEYETOL MG apyYNYOS Kot Ol LTOAOUTOL TPEMEL VO AKOAOVOOVV TIg

AmOPAGELS TOV.

O ap1Bpdg v cuvarlhaydv Tov praivovv oe éva block e&aptdtor and tig pubuicels tov
SkTHoL. Xvykekpiuéva uropovue va eréyEovpe 1o péyebog tov block Baon ypovikod
OlOGTNHATOC 1] TOL OYKOL O£OOUEVMVY TTOL £XEL NON KOTAYPOUPEL 6€ T, LT0 aKOAOVHO

oynua PAénovpe 6o mhava block mov propodv va mapaybodv.

Block # 1 Block # 2
Transaction #1 Transaction #1
Transaction #1 Transaction #2
Transaction #3 Transaction #2
Transaction #4

Max Block Size : 1 MB Block Time Interval : 2 sec

2ynua 3.9 Hopdderyuo yeuarov kar picoysuarov Block
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Yy mo nhve tepintmon Exovpe pubpicet To dikTvd pog £tol dote va mopdyovtat block
pe péytoto péyebog 1 MB kan ta block ovtd vo amodecpevovial 1o apydtepo Kabe 2
devtepdrenta. Omola amd avtéc TIG cvvONKeG wKavomombel TPOTN onuaTodoTel TV
avouetddoon tov block oto diktvo. e mapdderypa, to block #1 éyer yepiosr pe
oLVOALOYEG KOt TO GLVOAKO Tov péyeboc €xel ptdoet To 1 MB, evd to block #2 maporo
7oV mépacay 2 devtepOLEnTA SV Exel yepioet akoua. Kot to dvo avtd block sivar opHd

KOTOUOKEVOGLEVO KOL UTOPOVV TPOYMPNGOVY GTO GTA0 TNG SLUVOUNC.

To axdAovbo didypappa oxloypapet T0 TeAevTaio Pripa 6o yiveTol 1 avoUETAS00T TOV

block ota Peers.

Blockchain
Network

Channel

Peer

Block

Ledger

/,

2yniua 3.10 Topdoeryua dravournc Block axo tov Orderer oo Peers

3.3.6 "E€vnva Zopfoérara

Ot opyaviopol 1] o1 EMYEPNCELS GE Evav EUTOPIKO KOKAO, TPETEL Vo opicovy €va KOO
GLVOAO O KOVOVES Kot GLUPOAL TPOTOV apyicovV Vo GuVaALAGGovToL. Ot GLUE®VIES
avTéG KaBopilovv 1o YeEVIKO EMYEPNUATIKO LOVTEAO TTOV O1EMEL OAES TIC AAANAETIOPACELS

UETOED TMV GUVOALUGGOUEVMV OPYAVICUMYV.

e YeVIKEG YPOUUEG, Eva sSmart contract viomolel € LopPT TPOYPAULOTOS TIG CLUPMOVIEG
peta&y dapopwv etaipov. To mpdypappa avtd exteleitor oto Blockchain diktvo kot
Swaxepiletan ta objects tov opyavicpmv. Mo Tapddetypa, éva Smart contract pmopei va
So@aiilel 6Tt 1 TaPAS0oT) EVOC TAKETOL £XEL YIVEL GE GUYKEKPIUEVO YPOVIKO OAGTNLLOL

N 0TL N €£6QANGN TOV TPOTOdVTOG £XEL NON Tpaypatomombei. Me tov Tpdmo avtd TOAAEG

41



yewpokivnteg  dadkacieg oOmov  ypewaldtav M emépPaocn  @epéyyvov  atdpov,

QVTOUOTOTOLOVVTOL, EVA TOLTOXPOVA SloTnPEiTtal 1 0EI0MIGTIO GTO GUGTI L.

1o povtélo tov Hyperledger Fabric ta smart contracts ovopdCovton kat chaincode. Ot

300 0VTEG OPOAOYIES YPNOLOTOLOVVTOL EVOALAKTIKG KOl £XOVV TO 1510 vOnua.

Ta smart contracts givol vevBuva yio Tv odinienidopoorn tov yprotn pe to Ledger.

AVOALTIKOTEPQ, UTOPOLV VO EKTEAEGOLV TIG AKOAOLOES AgtTovpyiec.

e GET: Xpnowponoteitau yia tnv e€aymyn dedopévov and to Ledger kot 1o
World State — vmopoAr queries.

e PUT: Xpnowomnoteitat yio tnv dnpovpyia 1 evnuépmon kamotov object
oto Ledger xou to World State — vrofoAr transaction.

e DELETE: Xpnowpomoteitat yo va apoipedei kdmoto object oo to Ledger.

3.3.7 Kofolko

Iotopikd pkodvtag ta kabolkd (Ledgers) kdvouv v eu@avicn Tovg 6g apyoiovg
TOMTICHOVG OTMC Ol LOLUEPLOL, Ol OTOT0L YPNGIUOTO0VGOV KOUOOAKAE Yo KaToypapn

OEJOUEVMV GYETIKA LE TIG EUTOPIKEG TOVG GUVAAAAYEG.

v ymoetoxn enoyn oty omoia (OOUE, LIAPYEL AVAYKT) Y10 KOTOYPOQPY| TANPOPOPIDV
oyeTIKG e d1apopo. object. ‘Etol Aowmdv dnuovpyndnkay ta ynolaxd Ledgers. Xe éva
ynolako Ledger omofnkedovpe to yeyovoTo Kot Ti TANPOPOPieg OXETIKA e Eva Object
€161 OOTE Vo LopoVLLE v Tpocsdlopicovpe v kotdotac tov. H mapodoa Katdotaon
€vo¢ object pmopei va aAAGEel 0ALA TO 16TOPIKO TOV TOPAUEVEL QUETAPANTO. AVTA 1

évvola o mePypayae umopet vo AdPel odpka kot ootd péca amo £va Blockchain.

Yy nepintmon tov Hyperledger Fabric, to Ledger amoteieiton amd dvo pépn, o World

State ka1 To Blockchain.

Apywad égovpe to World State 1o omoio eivan po féon dedopévaov mov dtatnpel TIC o
TPOGPATES TIUES O1dpopmv Objects. Me avtn tnv tpocsyyion UmopodLE va. EXOVLE GUECT
npocPacrn oto dedopévo kdmolov object ywpic va ypeldletar va TPOCTEAGGOVE

oAOKANpo TO transaction log yio vo vroloyicovpe v katdotacn tov. Ta aviikeipeva
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oto Hyperledger Fabric propobv va exppactovv wg Eva Cevydpt key-value ormg yivetan

KOl GTIG TOPASOGLOKES PAGELG OESOUEVMV.

To Hyperledger Fabric otv mo mpdoceatn tov £kdoon vmootpilel dvo Pdoeig

dedopévav, tnv CouchDB kot tnv LevelDB

To debtepo onuavtikd koppdtt tov Ledger givor to Blockchain. To Blockchain émac
TEPLEYPAPNKE GE TPONYOUUEV LIToEVOTNTA, UTopel vo BempnBel mg éva transaction log.
O1 cuvardayég opadomotovvol o€ block ta omoia tpobétovtat oto Blockchain. Me avto
oV TpOmo dacoriletal | eykvpdnTa Kot 1 a&lomotio TG KATAoTOoNG GTNY 0omoia
éyovv kataAn&el ta objects mov éyovv amobnkevtel oto Ledger. Xto mo kdto oy

okwypogeitol n évvola tov Ledger.

Ledger

Blockchain

< l World State /

r 3 Database
e A B determines
B e > ws WS
L ) L combines B
— and WS

2ynuo 3.11 Avaropdotaocn tov Ledger aro Hyperledger Fabric
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Kepdraro 4

Apyrrektovikn TriaBase

4.1 H avatopio TG TrHABASE........cco e 46
41T TLILO XPYIOTI e ctttiutieitreantee sttt aseesieeesteesieeesseessreasbeesneeesseeabeasseeanneesnreaneesnneas 47
4.1.1.1 Aepyoaciec TUNUOTOG XPNOTN cuvrereeririeieeiriesieesreesee e 47
4.1.1.2 Awdkacio OPoSTOVIIOKNG MABNGONG . ..vviveereriieiieiereeeeec e 49
4.1.2 TR0 ARVGIOOG ZUGTOULUDV .eveeriveenreerieierreessreesseessseesseessreesseessneesseessneessneas 50
4.1.2.1 "E€Eumvo ZopPOAOIO RAT ..o 51
4.1.2.3 "EEumvo ZOpPBOAGIO MAT ..o 54

Aoppdvovtag vroéyn v €pgvva mov £ywve oto meEdlo TOV OAVGId®V GLGTOLYLOV
(Blockchain) kot otnv amoBnkevon 10T dedopévav, katonapue oty dnuovpyio g
TriaBase. O opiopdg avtdg mpoépyetar amd v AEEn «tpion, mov mapanéurel oto Web
3.0, ko v AéEN «Base» mov mpopavdg avaeépetor ot Pdoeg dedopévov. H
EMEPYOLEVT] TEYVOAOYIKT] EEEMEN LOG PEPVEL TPO TMOV TLADV Y10. Lol VEQ ETOYTN 1) OO0
Ba £xel og Paon v pitn yeved Web. Kvpio yapaktmpiotiké tov Web3.0, givar 611 ot
YPNOTES O LITOPOVV VAL £XOVV TOV EAEYYO TOV YNOLUK®V TOLG GTOLXEIDV ApOPOVTOS TOV
KEVTPIKO EAEYYO OV 0loKOUV LEYALES eTaupeieg Omms tnv Amazon kot tnv Google [37].
o vo emtdyovpe to {nrovpevo otnpilopacte oty texvoroyio. Blockchain kot oe
Kataveunuéva ynoewoko Ledger. Avtd mpoomofnoape Vo LAOTOWGOLUE HE TNV
dnuovpyia g TriaBase, pog kotaveunuévng doung 0edoUEV@OV 1 ool YpNoUoTolel

v texvoroyia Blockchain yio v amobrkevon 10T dedopévav.

Agdopévng kdamotag Telco tomoAoyiag (tomoroyia mhpoymv TMAETIKOWV®VING), 1| EpYOcio
OLTH GTOYEVEL GTNV TOPOYN OTOTEAEGLOATIKAOV TPOT®V AITOONKELONG KOl AVATOPOY®YNG

dedopévav pe v xpnom G apyltektovikng TriaBase. Kovpio pépog avtng g
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npoomdfelag eivor 1 Kotavepunuévn dtayeipton povtéhov unyovikng pabnong (Machine
learning) éto1 dote va Peltindel n elcoy@yn dEG0UEVOY OALG KL 1) IKOVOTNTA VTOBOATG

EMEPWTNCEDV GE AVTA.

H tomoloyia tov povtédov TriaBase mopovsialetor oto oynua 4.1 kot anoteheiton amod
éva tomikd diktvo Telco. ‘Eva Telco diktvo ypnoylomoteitan evpémc Yo v Topoxn
TNAETIKOWVOVIOK®OV VINPECIOV EVD TALTOXPOVO, TOPEXEL TNV SVVATOTNTO GTOVG
OlOYEPIOTEG  TOV VO TTPAYUOTOTOOVY  OVOAVTIKEG — OlEPYNCIES, OYETIKEG e

TNAETIKOWV®VIOKE 0EO0UEVOL.

Apykd, o Tpdto eninedo £xovpe to Edge Layer. Avto nepihappavet to Radio Network
Layer, 6mov ot kepaieg eitvar Tomobetuéveg otov Em KOO0, avToAAdlovToc dedopéva
oe mpayuatikd ypovo. IMo avaAvtikd, oe éva odumhieyua and kepaieg 3G/AG/5G
YEVVIOOVTOL TANPOQOPIES OV APOPOVV TO 1GTOPIKO KANGEWV, UNVOUOTA, GUXVOTNTESG
exmounng Kot ovtew  Kafefnc. Ta dedopéva avtd  eivor  ypnoo.  yuoo  Toug
TNAETIKOW®OVIOKOVS  TAPOYOLS, 0POL TPOGPEPOLV  TOAVTULEG TANPOoPopieg Kot
otatotikd. H mAnpogopio avti n omoia dnuovpyeitol aoTOUATNTO KOU HE HEYAAN
ToyvTTa, petadidetar otovg Base Station, dnwc paivetat kot oto oynua 4.1 . X avtd 10
onpeio n eneepyacio TV dESOUEVMV OEV Elval EPIKTI POV HEYPL OTIYUNG Ta Oedopéva

glva éva Lopo KouTi yio gpic.

Y10 devtepo eminedo Eyovpe Ta. Mobile Switching Centers, oto omoia eivar cuvdedepévor
6ot o1 Base Station, ka1 mopéyovv Pacikéc Asttovpyieg Ommg ™V Spopordynon

TNAEQPOVIKOV KANGE®V KOl UNVOUATOV.

1 ovvéyel, déopeg dedopévmv omd to. Mobile Switch Centers katoAyovv otovg ML
Clients, oe opl6vtid TUMUOTIOUEVO OPYELD. Y10 GUYKEKPUEVES YPOVIKES TEPLOOOVG.
Ewdwotepa, kabe oplldévtio tunpo. Tov opyeiov ovomaplotd o gyypoen 1 omoio
yopaxtnpileton amd pia ypovosepayidn. e 0vTO TO GNUEI0 HTOPOVUE VO EKTOLOEVGOVLLE
duapopa povtéha Machine learning ympic va ypeldletot 1 LETAPOPE TOV TPOYUATIKMDV
EYYPOO®V o€ Mo Kevipikn vrmodoun. Emerta to poviéda avtd, paledovror ko
ovoowpevovtor (aggregation) oto tunuo ypnotn (User Division) tov emmédov
epapuoyng (Application Layer). e puetayevéstepo oTdd10 UTOPOVUE VO, ECOKAEIGOVE
To HovTéAD 0VTA 68 docoAnyieg (transactions) ot omoieg amofnkedovial 6To TURUA

aAvcidag cvototyidv (Blockchain Division).
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MSC BS MSC MSC BS MSC

BS BS

[ ML Client } [ ML Client ] [ ML Client ] [ ML Client ]

Blockchain Blockchain
Division Division

8poN esegeu|
opoN esegeu|

Hyperledger Fabric Network

’Edge Layer ‘ | Application Layer | ‘ Blockchain Network‘ ‘

BS: Base Station MSC : Mobile Switching Center

2ynuo.l Apyitexrovikny TriaBase

4.1 H avaropia g TriaBase

¥ apyrrextovikn TriaBase koi cvykexpuyéva oto Application Layer éyovpe d0o
onuovtikd pépn. Ta pépn avtd sivar to User Division kot to Blockchain Division. Ot
EMOUEVEG 6VO VTTOEVOTNTES TEPLYPAPOVY AVOAVTIKOTEPQ TIG EVVOLEG OVTEG. XTO oYU 4.2

BAémovpe dtarypappoTikd v doun evog koppov otnv TriaBase.
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TriaBase Node

—>

Blockchain

User Division .
Division

2ynuo. 4.2 Aoun koufov TriaBase

4.1.1 Tpiqpo Xpiotn

‘Evag Client mov tpéyet oto User Division, eivor vrevBuvoc yio v mopoiafn kot
eneepyoocia dedopévov amd to Edge. Anhadn, oe avtd 1o onueio umopodue va
LOPQOTOCOVUE TO OESOUEVA OVALOYOL LE TIG OVAYKES Lo, AKOUN, G€ 0VTO TO onuEio
yivetor 0 EAeyy0G TV YPNOTOV TOV GLGTNUATOGS. E1d1tkdTEpa, KOPLO YOPOKTNPIOTIKO TNG
TriaBase sivar n mapoyn dvvatdmrog yio ddeteg (Permissions) mov pmopei va éxovv
ddpopot ypnotec. Ov Clients mov tpéyovv oto User Division mpémer va gival
€E0VGL0O0TNEVOL, APOV OUESH TOVG Ol XPNOTES £ival vVTELBVVOL Vo EVEPYOTOUGOLV
po 6EPE amd O1epyacies 01 0moieg £X0VV MG TEMKO ATOTEALECLLO TV E1GAYWYT OEOOUEVOV
N v vmoPoln emepwmoewmv oto Blockchain Division. Ou dodikaocies avtég
eprypapovtal otV enOUEVT vIroevoTnTa. EmimAéoy, onpavtikd gival va avagépoovpue 0T,
to User Division tov Application Layer avaAappdvel tov poLo Tov «Server» otny e vikn
Federated Learning. ITio avaivtikd, eivon vrevbvvo va cuvrovicel tovg ML Clients oto
axpa (Edge Layer) kot va kdvel aggregate to fovtéAa mov eKTadenovV, 6€ v, KOBoAKO

povtéro, mov mpowbeitar oto Blockchain Division.

4.1.1.1 Awpyoocieg Tpfqportog Xpnotn

Yto Application Layer kot €dikotepo oto User Division, mpoaypoatomotodvior dvo
SlpopeTIKEG Aettovpyleg. Xvykekpyéva, ekel yivetar n dwayeipion dcov apopd v
gloaywyn dsdopévav oto Blockchain Division, mg eriong tnv vrofoAn enepmTHoemv Kot
™V avakmnon dedopévav. Ot Aertovpyieg oTéC Yivovtol TivTa Lo TV oyido KATolon
€€0VG1000TNUEVOL  YPNOTN, QoL Ommg mpoovapépdnke, m TriaBase sivar éva

Permissioned Blockchain. TTio kdto 6o dovpe pe peyoahdtepn AETTOUEPELN TOVG
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akyopBpovg ewoaymyng (Ingestion) kot erepotoewv (Query) ot omoiot vAoTolOVVTOL

oto User Division.

Ingestion

1.

Apywkd to User Division avoloufdvel va ecwkdeioet ta dedouévo mov BEAovue
va tpombficovue oto Blockchain Division, og éva Transaction Proposal.

To Transaction Proposal amootéivetoan oe éva opotio KoOuPo £€ykpiong
(Endorsing Peer), ywo va yiver n avéloyn tpocopoinon g docornyioc. Eqv dev
VIAPYEL OTO0dNTOTE TPOPANUA otV Tpocopoimon, to Proposal eykpiveton
(yiveTon endorse) kot emoTpéPeTal 1 Avarloyn andvinon.

Ev 1o peta&d, evepyomoteitar évag Event Listener, o omoiog emontedel Eva Kovat
EKTTOUTNG UNVOHATOV oo ta Peers, €161 aote va yvopilovpe mote £yve TEMKN
emkvpoon (Commit) kdmolog docoAnyiag.

Ye ovvégeln évo. Endorsed Transaction amootélAetar oty vanpecio
ogpromoinong (Ordering Service ), 6mov cvuneptrapfavetoar o€ Eva block pe
TOALEG docoANYieg Kat StavEpeTol og OAa Tow Peer tov diktvov.

Otav 1 docoAnyia TAcEL GTOV TPOOPIGHO TNG KOl Yivel COMMIt 6to TOmIKO
kaboAwko (Ledger), éva ufivopo eTLTVYi0G EKTEUTETOL GTO KOVAAL ETIKOVMVIOG.
Aappdvoope to pivopo avtd péoca amd tov Event Listener mov siyape

EVEPYOTOMGEL VOPITEPOQ.

2tov mivoka 4.1 BAémovpe GLVOTTIKA TO PriLoTa TOV aAYOPIBLOL E1G0YMYNG OEO0UEVAV.

AlyopBpog : Etocaymyn dedopévmv

[EY
e

Anpovpyio Tx Proposal pe ta dedopéva mov BEAoVE va E16AYOVUE GTO
Storage Layer

AmootoAn Tx Proposal og kamoto Endorsing Peer ywo Simulation/Execution
Avapovn péypt va. Anebsi Tx Endorsement a6 to Endorsing Peer
Apywomoinen Event Listener

Amootoln tov Endorsed Tx oto Ordering Service

Anpwovpyie Block a6 to Ordering Service

Awavopn} Block oe 6Aa ta Peer tov diktdov

Commit dedopévav oto local Ledger tov Peer

Avapetdadoon Commit Event 6to diktvo
Anqyn Commit Event kot teppatiopég Event Listener

ITivaxag 4.1 Eicoywyn dedouévav
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Apywkd to User Division cuvdéetar o€ éva tomikd Peer to omoio dwotnpei 10
Ledger oto omoio Bélovue va vtoalovpe eExepOTNON.

Etowdlovpe avordywg TNV  ENEPOTNON HOG, OIVOVIOG TIG OWOOTEG
TapopETpoug Kot popen. H emepdnon avt) mpénet va cvopPadiler pe v
pHopoen enepmtioemv Tov dExeTon 1 CouchDB 7 n LevelDB avoloywmc.

v ovvéyela gtoudletor éva aitnuo (request) to omoio mepthapuPavel to
query kot GAAEG TOPAUETPOVG.

To request vropdAietar oo Peer.

To Peer extelei to query tomikd £vavtt tov avtiotoryov Ledger.

To amoTéAEG LA EMGTPEPETAL GTOV XPNOTN.

Ytov mivaka 4.2 PAémovpe ovvomtikd To Prjpate Tov  aAyopiBuov vmoPoAng

EMEPWOTNCEDV.

AlyopBpog : YrnoBoln enepotoemv

1:

QR wWN

Y0véeon oc Tomiko Peer mov £yl avtiypagpo tov Ledger mov pog evotapépet
Etowacio CouchDB/LevelDB query

Anmovpyia request tpog to Peer. To request éyet wg argument to query
Ynopoin request oto Peer

Extéleon query évavtt tov Tomkov Ledger kot dnpovpyio omdvinong
Emotpo@1] andvrnoeng ctov yprotm

ITivaxog 4.2 Yrofoln exepawtnioewv

4.1.1.2 Awodwkacio Opoomovoroxking Madnong

210 TAQICIO OVTAG TNG OMAMUOTIKNG €PYOCiOG, TPOTEIVETOL 1| YPNON TNG TEYVIKNG

Federated Learning, 0nmg avt Teptypaeeton 6To KEPAAALO 2, Y10 VO EVIGYOCOVUE TNV

Blockchain dour pag.

Yy apytektovikn TriaBase, n exmaidevon tov poviédov Machine learning Aoppdvet

y®dpa otovg ML Clients, oto Edge, kot to User Division avaiapupdavel vo dnpiovpynoet

KOTOWL GUYKEVTIPOTIKA HOVTEAX. To OLYKEVIPOTIKA HOVIEAN amofnkedoviol GTo
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Blockchain Division, to omoio pe v ogpd tov dtavépeEL avTd T0. LOVTEAX G€ OAO TO
diktvo Blockchain. Xtov mivako 4.3 @aivovtol avaAvtikétepa To PApota to omoia

akoAovBovvTal yo TV dnuovpyio kdmolov povtéhov oty TriaBase .

AlyopBuog : Federated Learning Process

Ynobétovue 611 o1 ypioteg U= Us, Uz, Us... Un datnpovv koéupovg Federated
Learning — ML Clients

for each epoch e do

for each iteration round r of user Ui do
Ui ektelel TOMIKOVE VITOAOYIGLOVG V1o TNV ONovpyio EVOG LOVTEAOD pE
10 TOTIKG dedopéva di

Ui evnuepavet to Server state LovtéAo Ko Tig TOTIKEG ToPAUETPOVS
Ui amoctélAel To vEo poviédo oto Kovtivo «Server» (User Division)
end for
end for

ITivaxac 4.3 Aiodikaoio. Federated Learning

Metd to fpa 6, mov TeptypdpeTan 6TOV O TAVE 0AYOp1OL0, akoAovBeitatl o alyop1Opog
ELO0YOYNG OdOUEVOV OTmG ovTdC TEpLypapetan oty vroedvinto «User Division

Operations»

4.1.2 Tpqpo Alvoidag Xvotoridv

To Blockchain Division omotelel 006100TIKA TOV TOUEN OTOONKEVONG TV SESOUEVOV.
Yty nepintoon| pog to Blockchain Division viomoteiton amd to framework Hyperledger
Fabric. To dixtvd pog amoteleiton kupimg amd Endorsing Peers, amd kovovikd Peers kot
to Ordering Service . To Ordering Service avaiapupdaver v dnuovpyia block mov
TEPLEYEL TIG O0COANYiES, oV £xovv otolel amd to User Division, kot onpotodotel tnv
évapén Tov CONSeNnsUs TPOTOKOAALOL 6TO dikTvo. AKOUN VTTOBETOVLE OTL GTO HIKTVO HOG
Aappavovv pépog morAoi opyavicpot, ot oroiot dtatnpodv o kabévag TovAdyloTov Eval
Endorsing Peer, ko1 moAanid Peers. Eniong, vrobétovue 6t o kabe Endorsing Peer
Tpéxel Kamolo €idog Evmvov cupPoraiov (smart contract), to omoio avolouBavel Ty
TPOGOUOIMON Kol TNV EKTEAECT] TNG CLVOALAYNG. XTI EMOUEVEG OVO LTTOEVOTNTES Ot

dove o Aemtopépelo ToV TPOTO Agttovpyiag Twv sSmart contracts yio S1opopeTIkeg
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mpooeyyicels amobnkevong odedopévav. Enuoviikd eivor va tovicovpe OTL otV
apyltektovikny TriaBase, n mpooéyyion n omoio mpoteiveton givar 1 MAT, n omoia

TpoypateveTaL TNV XpHon poviéhov Machine learning ywa v daygipion dedopévov.

Yvvoyilovtog, kKOpieg Aettovpyieg Tov Blockchain Division eivai i dtathpnomn tov Ledger,
t0 endorsement véwv transactions mov vropdAiovtot amd to User Division ko 1 pepikn

GUUUETOYN OTNV O10d1KaGior CONSENSUS 6TO SiKTLO.

4.1.2.1 "EEvztvo Xvpforaro RAT

H mpocéyyion RAT avaeépeton oty ayyAikn oporoyia Record At a Time, 6mov ke
Blockchain transaction avtitpooomedel o €yypoen THAETIKOWOVIAKOV dEG0UEVOV.
Avaoeepopoote oty mpocéyyion RAT Bélovtog va dei&ovpe mwg Ba Aettovpyovoe pio
ovpuPatikn Blockchain apyitextovikn, pe okomd vo vrapéel kdmolo chykpion pe v
TriaBase og endpevo kepdroto. [apaderypo piog eyypoene mov apopd Ty Tpocsyyion

RAT oaiveton mo kdro.

Transaction - RAT

Measurement

Info Counter Cell Name Value Timestamp

2ynuo 4.3 Iopaderyuo Transaction yia wyv apocéyyion RAT
Ta otoyeia mov eumepiEyovial otV o Thve gyypaen| sivar to Measurement Info, to

Counter , o Cell Name, to Value ka1 to Timestamp avtictouyo.

v endpevn ceAida PAETOLLE TOV AVTIOTOLXO KMOIKO TOV YPNGLLOTOMONKE Yoo TV

vAomoinon TV Pactkdv Asttovpyldv otny tpoctyyion RAT.

2Znueiwon : 0 KOOIKOG OV TEPLYPAPETAL TO KAT® givar ypappévog oe golang kot

amotelel KopUATL TOL KOO 0 omoiog Ppicketotl oto [Tapdptua «By.
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Telco struct

Tpopuéc 1 — 7 : Avtd 1o xoppdtt Bpioketal otnv kepaAido Tov Smart contract
Ko TEPLYPAPEL TNV LOPPT| LIaG £YYPaPnS Tov BEAovuE va elcdyovue oto Ledger.
H eyypaon avti nepiéyel yvopiocpoto (attributes), onwg avtd xovv meprypopset
710 TV Kot 01 TOTOL dedopEV@V Tovg givar String, string, string, float32 xaz int64

avticTolyd.

Yuvaptnon write

Tpapués 9 — 10 : e avtéc T1c ypoppés PAénovpe to function signature yuo tnv
ovvaptnon write. Aoupavel og €icodo to Stub yio va umopel va éxel mpdoPaon
oto Ledger, og emiong éva mivako tomov String, o omoiog mepiéyel O eg Tig
TOPAUETPOVG TOL £dMGE 0 ¥pNotng. H cuvdptnon write emiotpépet pa amdvimon
TOmoL «Peer.response» 1 onoio OLGLOCTIKA Eivar pia akoAovbio amd bytes.
Tpapuéc 12 — 34 : Edo yivetan emeepyacio TV THOV 16030V OV Ppickovtal
puéco oto string array. Xe mepintoon o@dAuatoc 1| 600éviov AavOoouévmv
TOPOUETPOV, | CLVAPTNOT TEPLATILETAL KO ETGTPEPETOL TO AVAAOYO UHVULLAL.
TI'papuéc 36 — 43 : Anpovpyio khewdov/ID kan eyypaeng, o€ struct, pe o6lo to
GYETIKA dESOUEVOL.

Tpopués 45 — 48 : Metatponn struct e JSON bytes.

Tpauués 50 - 55 : Eyypoon Cevyoapiod ID/JSON bytes oto Ledger kot emtotpoon
KOTAAANAOL UNVOLOTOC.

Yuvdptnon queryRecords

Ipapuéc 58 — 59 : e avtég g ypaupéc PAémovpue to function signature yio v
ovvaptnon queryRecords. Aoufavel og eicodo to Stub yio va pmopei va £xet
npocPaon oto Ledger, g eniong évo wivaka TOTOL String, o omoiog mepEyet OAEG
TIG TAPAPETPOVS OV £dmGe 0 ypioc. H ouvaptnon queryRecords emotpépet
po amdvtnon tomov «Peer.response» 1 omoio 0vGlOGTIKA givon o akolovBio
amd bytes.

Tpapués 61 — 65 : T'iveton Edeyyog yia Ta dedopéva ta, omoia 060nKav g £16000g
amd tov ¥pNotn. AQov emtkvupwOovv, eEAYOLE TNV TPMOTN TIUN 1| oToia eivon TO

ID g eyypagng Vv omoia OEhovpe va avalntioovpe oto Ledger.

52



W@ o W oin R R =

EEE B YRR EBREBEERYURERREREES 3

TREREBRLBESELESRE R

]

Tpapués 67 — 74 . Avalnton cvykekpyévov ID oto Ledger kot emtotpopn g
TIUNG ToL og bytes. Eniong, yivetat éAeyyog o€ mepintmon mov enoTpo@el Kamo1o
CQAANO M OE TEPITTOON TOV 1 €yyYpaPn Oev LEAPYEL. Xe KAOe mepintmon
eMOTPEQETAL 1) ovOAoy™ amdvtnon. Téhog, av Ola yivouy opBd, emcTpépeTol 6To

YPNOTN 1| CYETIKN eyypapt| o€ bytes.

type TelcoEntry struct {
MeasInfe string ‘json:"meas infe"’
Counter string ‘json:"counter"’
CellMame string ‘json:"cell name"’
Value float32 ‘json:"value"*
Timestamp int64 ‘json: "timestamp" ¢

}

fune (s *SmartCentract) write(stub shim.ChaincodeStubInterface, args []string) p
ear . Hesponse {

if len(args) l= 5 {
return shim.Error(“Invalid number of arguments.”)
}

meas_info := strings.ToLower(args[0])
counter := strings.ToLower(args[l])

cell name := strings.ToLower(args[2])
if (len{cell name) != 32){

return shim.Error(“Cell name must have 32 characters length™)
}

v, err := gtrconv.ParseFloat({args[3],32)
if err = nil {

return shim.Errer(”4th argument must be a numeric string")
}

value := float3z(v)

timestamp, err := strconv.Parselnt{args(4], 10, 64)
if err != nil {

return shim.Errer(”5th argument must be a numeric string")
}

record id := meas info + " " + counter + AM-"EM-"% AM-"EM-"] + timestamp
record := TalcoEntry{

MeasInfo: meas_info,

Counter: counter,

CellName: cell name,

Value : value,

Timestamp : timestamp,

1

recordhsBytes, err := json.Marshal(record)
if err I= nil {

return shim.Error(err.Error(})
}

err = stub.PutState(record id, recordAsBytes)
if err != nil {

return shim.Error(err.Error(})
}

return shim.Success(nil)

}

fune (s *SmartCentract) gueryRecords(stub shim.ChaincodeStubInterface, args []st
ring) peer.Response {

if len(args) < 1 {
return shim.Error(“Incerrect number of arguments. Expecting only
17)
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}
id := args[0]

result, err := stub.GetState(id)

if err l= nil {
return shim.Error(err.Error(})

} else if result == nil {
jsonResp = "{\"Error\":\"Entry does not exist: " + id + "\"}"
return shim.Error(jsonResp)

dHZzERIERTZTARE

return shim.Success|result)

4.1.2.3 "E&vumrvo Zopporaro MAT

H mpocéyyion MAT avagépetal oty ayyhkn oporoyio Model At a Time, 6mov kdbe
Blockchain transaction avtimpooonedel éva poviého Machine learning. Tlapdderypa

L0 TETOLUG EYYPUPNG PaiveTOL TO KATM.

Transaction - MAT

Model Weights

Model ID Base64 Base64

2ynuo 4.4 Ioapaderyuo Transaction yia tyv apocéyyion MT

Ta otoyeia mov eumepiéyovtal oto mo mdvm transaction eivan to 1D, Model _Base64 kot
Weights_Base64 avtictorya. H popen Base64 ypnowomoteitor yio tov Adyo OTL Ta
povtélo. Machine learning eivar og binary popen kot ypelidletar va petatpomodv ce

EKTLTMCILLOVE YOPOKTHPES £TOL MOTE Va amodnkevtovy oto Ledger.

2V endpevn ceAida PAETOLLE TOV OVTIOTOLXO KMOIKO TOV YPNGLLOTOMONKE Yoo TV

vAomoinomn tev Bacik®dv Agttovpyldv oty mpocéyyion MAT.

2Znueiwon © 0 KOJKOG TOV TEPLYPAPETAL O KAT® eivor ypouuévog o NodelS kot

amotelel KOpUATL TOL KOO 0 omoiog Ppicketorl oto [Tapdptnua «By.
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Yuvaptnon writeModel

Tpauun 7 : Ed6 BAémovpue to function signature yiwo tnv cuvaptnon writeModel.
Aopufavel og €icodo 10 CtX yia v pmopei vo £xel tpocPfaor oto Ledger, mg
emiong poe oepd omd mopapéTpoue mov £dmwoe o ypnotne. H ovvaptnon
writeModel emotpépel oe Bytes, andvinon oyetika pe v exttoyio eyypoaeng g
oto Ledger.

Ipauuéc 9 — 13 : Edm onuovpyesiton évo JavaScript object to omoio
QVTITPOCHOTEVEL TNV EYYPOUPY| EVOG LOVTEAOV.

Tpopuij 15 : Eyypoon Cevyoprov ID/JSON bytes oto Ledger kot emiotpoon|
KOTAAANAOL UNVOUOTOC.

Yuvaptnon queryModel

Tpopurp 19 : Edo Prémovpe to function signature ywo v ovvéptnon
queryModel. Aaupdaver og €icodo o CtX yio vo pmopel vo éxel Tpocfaocn oto
Ledger, og eniong 0,11 £dwoe o ypnotng. H cvvaptnon queryModel emotpépet
og Bytes, amdvinon oyetikd pe Ty enttuyio eyypaenc e oto Ledger.

Tpapuéc 21 — 24 : T'iveton EAeyyog yia To dd0pEVE TO 0Toia 50ONKaY MG £16000G
and tov ypnot Kot eEdyston omd to Ledger to poviého pe 1o avdroyo ID. Xg
TEPIMTOON GPAALOTOG EMGTPEPETOL TO AVAALOYO LIVULLAL.

Tpapuéc 26 — 61 : To povtédo mov avaktOnke petatpénetar oe JSON kot

axorovBwc ta JSON bytes eniotpépovial ®g amotéAeca.

class contract mlModel extends Contract ({
async Init (ctx) {

}

async writeModel (ctx, 1id, model_ json, model weights) {

9 const Telco Model = {

10 ID: id,

1 Model Json: model json,

12 Model Weights: model weights,

13 bi

14

15 return ctx.stub.putState(id, Buffer.from(JSON.stringify(Telco Model)));
16

17 }

18

19 async queryModel (ctx, id) {

20

21 const Telco Model = await ctx.stub.getState(id);

22 if (!Telco Model || Telco Model.length === 0) {

23 throw new Error (‘The Model ${id} does not exist‘);

24 }

25

26 var record = JSON.parse (Telco_Model)

27

28 var model buffer = new Buffer (record.Model Json, 'base64’);
29 var weights buffer = new Buffer (record.Model Weights, ’base64’);
30

31 return model buffer.toString();
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Kepalaro 5

Hewpapatikny MebBodoroyia

5.1 ATKTUO0 AOBUKGV.....cvviiiiiiiiiiiie ettt sttt et e et e e ssbe e s ssbe e nsbeesbneesbeeeanes 56
5.2 AEBOPEVEL ... 57
5.3 TIEPOPOTUKT] OUUOUKIGTO ...t 59

Xe avtOd TO KEQAANO TEPLYPAPETOL 1 CEPAE TEWPOUATOV KOl Ol TPOGOUOUDCELS TOV
OtevepynOnkav. Xto TAoic1o QTG TS OIMAMUATIKNG EPYAGING, GKOTOG TOV TELPUUATOV
givar va ghéyEovpe NV amdS0GN NG TPOTEWVOUEVNG GP)LTEKTOVIKNG TriaBase ocov
apopd to Tunua aivoidag cvotoydv (Blockchain Division). TTwo avolvtikd, Oa
avtimapafdaiovpe v mpocéyyion MAT, évavit RAT, 6mwg avtég meptypdpovial 6To
KeQAAa10 4. AkOuN, 6€ AVTO TO KEPAANLO Ba TEPTYPAYOVE TNV TEPAUATIKT OATOEN, OC

emiong T O£OOUEVH TTOV XPNGLLOTOONKOY.

5.1 Aiktvo Aopik@v

Xe auT TV vroevotTa B SovLE TO TEPAUATIKO OTKTVLO TO OTOI0 YPNCILOTOONKE Yo
va yivouv 1o mepdpota. Mo avaivtikd, oto Blockchain Network éyovue otmoet éva
Hyperledger Fabric Network to omoio amoteleiton amd dvo opyavicpovg, 6mov Kabe
opyaviopog dtatnpel 6o opoTIOVG KOpPBovg (Peers) — éva ex tov onoimv givat kOUPoG
éykprong (Endorsing Peer) — ka1 puo vinpeoia ogiproroinong (Ordering Service) pe évav
Orderer. To diktvo Tpéyel tomikd oe pa Weatn unyovr oto Data Center tov Data
Management System Laboratory oto ITaveriotquio Korpov. Eniong, onpavtiko givor vo

avoaeépovpe Ot ot képPot tov Hyperledger Fabric ecowxeiovion oe Docker Containers
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€161 OOTE va glval o €OKOAN 1) dlayeiploT] TOVG KaOMG ETIGNG KOl 1] EXKOVAOVIO, TOVG OE
éva OTikd 10e0td Peer-to-Peer diktvo. v mo kdto avaeopd tov Docker,

napovclalovtol GuVOTTIKA OA0t ot képBot Tov diktvov Hyperledger Fabric mov otOnke.

CONTAINER ID IMAGE PORTS NAMES

3dc7eb773566 hyperledger/fabric-orderer:latest ©0.0.0.0:7050->7058/tcp orderer.example.com
c2eef6429894 hyperledger/fabric-peer:latest 7051/tcp, ©.0.0.0:80851->8051/tcp peerl.orgl.example.com
2ca2c986608e hyperledger/fabric-peer:latest 7051/tcp, ©.0.0.0:18051->10851/tcp peerl.org2.example.com
6cc751dd6855 hyperledger/fabric-peer:latest 9.9.0.0:7051->7051/tcp peer@.orgl.example.com
f517c30e3e72 hyperledger/fabric-peer:latest 7051/tcp, 0.0.0.0:9051->9051/tcp peer@.org2.example.com

2ynuo 5.1 Docker Report after executing the command " docker ps "

o v vAiomoinon avtod tov diktvov £xovv ovyypasi shell scripts to omoia
emovvantovtar oto [lopdapmmua «B». Emmdéov, oto Ilapdptmua «A» Ppioketon
avoAVTIKOG 00MYog (tutorial), Tov onoio pmopel Kaveic vo. xpnGILOTOGEL Y10 VO, GTNOEL

10 d1k6 Tov Hyperledger Fabric Network.

Ov mepopatikés dokég €ywvav oto DMSL VCenter laaS Datacenter, to omoio
neptrapPaver 5 IBM System x3550 M3 ka1 HP Proliant DL 360 G7 servers, ot omoiot
&yovv dvvatdtreg yia single (8 cores), 1 double (16 cores) socket Intel(R) Xeon(R) CPU
E5620 @ 2.40GHz, avtictoyo. Ou server avtoi £xovv cuykevipotikd 300 GB kiplog
pvnung kou 16 TB RAID-5 devtepedovoag pvnune. Emmiéov, to datacenter diayeipileton
péow VMWare vCenter Server 5.1 mov ocvvoéetal Pe TOVG avTIGTOLYOVS KEVIPIKOVG

vroAoylotéc VMWare ESXi 5.0.0.

Ot voloyiotikol THpoL OV YPNGHOTOMONKAY GTNV TEWPAUATIKN poG dwdtaln elvan
120GB devtepevovoag uvnung, 8 GB RAM kot 8 eatoi eneéepyaotéc. Emiong, to
Aertovpyikd cHoTNUA TO O0TTO10 YPNGOTOMONKE Y10 Vo, PIAOEEVICEL TNV TEPOUOTIKN

dtdraén eivon To Ubuntu 18.04.

5.2 Agdopéva

Ta dedopéva mov ypnowomomOnkav vy v SEeSaymyr TEPAUATOV, OT®G
mpoavapépnke oto  TPONYOLUEVO KEQAAOMO, oxeTilovion HE TOV TOUEN TMV

TNAETIKOWVOVIDV.
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AVOALTIKOTEPO, TPOKELTOL Y10, OEGOUEVO TOV GLAAEXONKaV amd 1192 mhpyovg KivnTig
TNAEPVING IOV PPIicKOVTOL SIUCKOPTIGUEVOL GE L0 YEOYPAPIKT TEPLOYN TNG TAENG TV
5,896 Km? . To ovvoro dedopévov (dataset) sumepiéyer mepimov 100M ovdvopeg
TNAETIKOWVOVIOKEC £YYPaPES Y1, dtapopovug deikteg (Key Performance Indicators - KPIs)
N oAMuog petpntég (counters). Ewdwkotepo, kdbe eyypoen £xel téocepa  KvpLo

YOPOKTNPIGTIKA T OTTOi0L PAivVOVTOL GTOV TTO KATM Tivaka.

Telco Record Format
Description Type Size (in Bytes)
Timestamp int64 8
Measurement Information string 8
Counter string 8
Value float32 4
Total Record Size 28

ITivaxagc 5.1 Telco Record Format

Emnpdobeta otov mo ndve mivakae PAETovpe tov TOo KdOe cTotyeiov, To néyedog Tov

KOl TOV GUVOALKO OYKO d€dOUEVMV TTOL €xEL 1) KAOE YYpaOT.

Ta mo mive dedopéva Ba xpnoomonBovV Y1 TIG SOKIUEG TTOL APOPOVV TNV TPOGEYYIoN
RAT. Zyetika pe v mpocéyyion MAT, ta mo mave dedopéva ypnotporomdnkay yio
™mv ekmaidevon povtéAwv  Machine Learning, o6mog ovtd mepleypaenkay Kot
vAomomOnkav otnv oyeTikn dovAeld «Decaying Telco Big Data with Data Postdiction».
Ta poviéda oavtd eivor tomov LSTM kou omotedodvior amd dV0 KPLEOES GTPMCELS
vevpovav 16x16, eved To Decay Factor tovg givar 50%. I'a v eknaidevon evog tétotov
povtélov ypnotpomotovpe 1000 Telco eyypagéc kot to amotédespo gival va Tapaydei
éva LOVTELO Ommg paiveTal 6Tov Mo KATo Tivaka. O KdOKag Tov ¥pNGLOTOOnKE Yo

v viomoinon twv LSTM vevpovikdv diktdmv Bpioketat oto [apdaptnua «By.
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Machine learning Model Format
Description Type Size (in Bytes)
Model Structure JSON string 70000
Model Weights string 5000
Total Record Size 75000

Ilivaxag 5.2 Machine learning Model Format

Onw¢ mapatnpovPe GTOV MO TAVE TIVOKO TO YOPOKTNPIOTIKE TOV HOVTEAOL &£XOLV
petoTponel o cvuPforocelpd. Avtd Eyve yia Tov Adyo 0Tt 610 gpyadeio Blockchain mov
ypnowomomoaye, Hyperledger Fabric, n amoffkevon apyeiov oe dvadikn popen dev
elval QIKT. UVETMG YPEWCTNKE VO LETOTPEYOLVLE TO LOVTEAN GE EKTUTTMOGIUT LOPPN

YPNOCLOTOUDVTOG TNV UE TNV XPNOT Kwdukomoinong Base64.

5.3 Mepopatikn owwdkacio

Mo mv deaymyn tov mepapdtov vAomowmdnkav o smart contract yw g 000

npoceyyioelg mov Oa cuykpivovpe, RAT ko MAT.

O kddwog Tov smart contract ivon ypoppévog oe golang yio tyv mpocéyyion RAT, evd
v v tepintoon tov MAT oe NodeJS. H emloyn tng golang éywe Aapfavoviog vaoyn
OTL €lvol 1) EMKPATESTEPT] YADGSA TPOYPOULOTICHOD GTNV OTToia £YEL YPOPTEL Kol TPEYEL
o kopuog tov Hyperledger Fabric. ITépav tovtov, n golang eivar evpéwe dradedopuévn
peta&y Tng KowotnTog mpoypoupatictdv chaincode, yeyovog mov cuvvemdyetor oty
KOADTEPT KO AUEST VTOGTNPIEN GE SLAPOPO TPOYPULUATIOTIKG POPOVUL OTT™G TO «Stack
Overflow». T v mpocéyyion MAT, 1o é€vmvo cvuPoroto (smart contract) £yet
vAomomBei pe v yprion NodeldS agov o1 mheioteg Machine learning BipAiobnkec sivar
ypoppéveg oe Python v NodelS. 'Etct Aowmdv, dedopévng g duvatoTtnTog €YYPOPNS
koo oe NodelS, pe m ypnomn tov Hyperledger Fabric Node SDK, mpotyumocape va

axolovOncovpe avtd Tov opopo. Extdg and avtd, oe peAdoviikd otddio av Bedncovpe
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va emekteivovpe TV dadtkacio enegepyasioc Tov HoVTEA®Y o€ enimedo smart contract

Oa givar o gdKoAO.

Axoun, yio tnv amotiunon tov Blockchain Division ypeidotnke va dnpovpyicovue d1kd
pog epyaAeio 1o omoio mpooopoldvel Ty Aettovpyio. kamowov Client 6rmg ovtdg
neptyphoetar oto Kepdrawo 4. o avarvtikd, kabe Client umopei va evwbei, pe v
xpnon kamolwwv damotevtnpiov (credentials), oe éva tomkd Peer tov Hyperledger
Fabric kot vo vroPdiel autiuoto yioo €yypoen OedOUEVOV 1 Yo TNV EKTEAEOT

EMEPMTNOEMV EVOvTL TOV Tomikov Ledger.

Ewdwdtepa, oty mepintmon| pog 0mov £yovpe 600 opyavicpovg kot técoepa Peer, Oa
éyovpe téooepelg Clients ol omoiot Oa vropdAlovv oto chotua transactions. I'o tnv
apywomoinon kat éleyyo tov Client, avtodv el dnuovpynbei, pe ™mv ypnon g
yAwooag mpoypappotiopod NodelS, éva mpdypoppo pe to dvopo manager.js. Kopuo
Agrtovpyio TOL TPOYPAUUATOG aVTOV givan 1 yéveon ko emifheyn tov Clients - child
processes — Aappévovtag GTATIGTIKA KOl 0VOpOpES amd avTovs. XTo oynua 5.2 BAEmovpe
KOADTEPOL TOV TPOTO LE TOV OmMOio. TO Manager.js omuiovpyel Kot eAEYYEL TOVG
Clients(workers). Xto IMoapdaptnuo «B» mapovoidletal o KOdKOS Yo To manager.js g

emiong ya Tov gpydrn (worker).

1
’ '
| 1
1
! > child process - worker 1 <« : > Peer
H 1
: ............................................................................ ! —
| ' —
_'_l 1
1
B > child process - worker 2 < > Peer
1
) . , —
manager.js »  worker.js \
1
[
> child process - worker 3 « : > Peer
1
Y SS ' —
: ; CE—
. 1
> child process - worker 4 > Peer
'
[
' —
1

2ynuo 5.2 Benchmarking Tool

Ené€ape va petpioovpe v amddoon tov Blockchain Division 6cov agopd Tig

uetpikéc Throughput ko Latency. Me tov 6po Throughput evvoovue mdéoeg docoAnyieg
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(transactions) ava devtepdrento umopei va yewprotei to Blockchain Division. Avtictotya,
ue tov 6po Latency evvoodue tov ypdvo mov ypeldletar €va transaction amd v otiyun
nov Oa exdobel otov Client, uéypt va yivel | tehikn emikvpwon (commit) oto Ledger tov
kéOe Peer. To cvomua Oo doKipaotel ™G TPog TV 160YMYN Oed0UEVOV aALE Kot
VTOPOAN EMEPMTHGEWYV, Y10, O1AQOPOVS pLOUOVG amoctoAng transactions. Télog, Oa
GLYKPIVOLUE TIC dVO TPOGEYYIGELS MG TPOG TOV GLVOAKO GYKO EYYPAPDV, TTOL KOTAPEPAY
va glo@yovv 610 ovoTnua avaioya e v ypnon dweopetikov World State. ITo kdtom
BAémovpe avaALTIKOTEPO TOV TPOTO LE TOV 0moio petpovue To Throughput, Latency yia

TO GEVAPLOL EI0AYOYNG 0E0OUEVAOV Kol VTOBOANG EMEPOTICEMV.
Ingestion:

"Eva child process 6nwg eaivetatl oto oynua 5.2, dnuovpyei éva cwpd amd transactions
Baon g mopapétpov Send Rate (pvOudg oamootoing). T kéBe transaction mov
onuovpyeitar vhpyel Eva YPOvOUETPO TO OmOio LETPE TOV YPOVO TTOV YPELICTNKE TO
ovykekpyévo transaction va yiver commit oto Ledger. Apod petpioovpe GA0VG 0WTOHS
oV YpOVOLG vroAoyilovpe to Latency Bpickovtag tov péco 6po tovg. EmmAéov, 10
Throughput vroAoyileton pe To TAiko Tov pEYIGTOL Y¥POVO ekTéLEONC N transactions dia
1o Send Rate. ITwo kdtw PAETOVUIE KOADTEPQ TNV SLOBIKOGIO TOV LOAIG TEPLYPOYOLE LE
Lo potikd eopHOAMGUO.
i=1 /(D

Latency = "

omov n o aptBuds tov Send Rate kat f (i)to latency tov 1 — ootoV transaction

Transaction Send Rate

Throughput = - -
Total time to execute n transactions

omov n o aplBuodg transaction tov Send Rate

Query:

["a Tov vroAoyiopud tov Latency oty dadwacio tov Query petpodpe Tov xpovo Tov
ypewdleTar amd TV otyun mov vrofdiiovpe éva aitnua oto Blockchain Division péypt
™V otiyun mov Bo pa emotpoa@el po. cvykekpuévn Telco eyypaen. v mepintwon
RAT o ypévog avtog e€aptator omokAelotikd and to Hyperledger Fabric, evd otnv

nepintowon MAT, to Latency eivatr cuvovacpog tov pdvou avAaKTNoNG TOV LOVIEAOL 0o
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1o Blockchain og cuvdvacud pe tov xpoévo mov ypetdletal Evo LOVTELO Yo Vo KAVEL Uio
npofreyn. Ocov apopd to Throughput e npocéyyiong RAT, avtd vroloyiletar pe tov
id10 Tpomo 1oL TO VIoAoyilovue oto Ingestion. Xtny mepintwon g tpoosyylong MAT
to Throughput givolr 10 KOpTESIAVO YIVOUEVO TMV HOVIEA®V TOL UTOPOVUE VO
avokthoovpe amd to Hyperledger Fabric avd devteporento, emi tov aplOpd tov

TpoPrEyemV OV Umopel va kKAvel £va, LOVTELO, GE £va, OEVTEPOLETTO.

i=1 f (D)
Latencygyr = % ,0mov f (i) = model retrieval time
= f@ . . . o
Latencyy r = — ,0mov f (i) = model retrieval time + prediction time
Transaction Send Rate o
Throughputy r = * predictions per sec

Total time to execute n transactions

Transaction Send Rate

Throughput = - -
ghpUutrar Total time to execute n transactions
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6.2 TIPOGEYYION MAT .. ..o 66
6.2.1 E1G0YMYN QEOOEVIMV ...ttt ettt ettt ne e e nns 66
6.2.2 YTTOBOA EMEPMTNOEDV veevvvvreirieiiiieeeiirieesireessireesssreessssessssseesssesssseesssseessees 68

6.3 XOYKPLon RAT KoL MAT Lo 68

To mapodv KePAAUO aPOPE TNV ATOTIUNOT TOV TEPAUATOV OT®S VT OPICTNKAV GTO
TPONYOVLEVO KEPAAOO. ApyKd, B GYOMAGOVLE TO ATOTEAECUATO Y10l TIG TPOGEYYIGELS
RAT ko1 MAT Egyoprotd. Ewdikdtepa, vapyovv Tpelg oelpéc mTEPAUAT®VY, Uio TOV
aPOPA TNV E16AYMYT OESOUEVOV KOl VITOBOAT| ETEPOTNGEW®V, o TOL agopd Throughput

ko Latency ko téhog pa mov agopd v xpron CouchDB 1 LevelDB wg World State.

AxouN, 68 0VTO TO KEPAANLO, Bl SOVLE TNV 0TOO0GT TOV GUGTHUOTOS GE CUYKEVTPMTIKES
YPOPIKES TAPAUCTAGELS, Ol omoieg Ba pag Pondrcovv va eEdyovpe copmepdouaTo, To

omoia B avaAvGovpE 6TO TEAELTOIO HEPOG OVTOD TOV KEPAAAIOV.

Téhog, a&loonueimto gival To yeyovog 0Tl 1 apyrtektoviky TriaBase €yel moAd kaAég
EMODOELS OGOV aPopd TNV VIOPOAY| ETEPOTNCEWV, POV EEmePVA Katd YAddeg TV

KAoown tpocéyyion RAT.
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6.1 IIpocéyyion RAT

H mpocéyyion RAT, dnwg avtn mepleypdenke 6€ TPONYOOUEVO KEPAANLO, QPOPA TNV
amAn elcaywyn dedouévmv o £va ovothua alvoidag cvototyidv (Blockchain) 6mov kdbe
docolnyia (transaction) avtimpoownevet pa eyypoen Telco. Mo kdto PAEmovue TIg
YPOPIKEG TOPACTAGES YO TO TEWPAUOTO ECAYOYNG OedoUévev Kot VTOPOANG

EMEPMOTICEWMV.

6.1.1 Ewaymyn oedopévav

RAT : Ingestion

(MNetwork Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Batch Size : 200)

500 10000

leveldb_Tatency ——
couchdb_latency
leveldb_throughput —s«—
400 | L_couchdb_throughput —a—

4 8000

300 { 6000

Latency (ms)

200 4 4000

Throughput (Tx/sec)

100 | 4 2000

il

200 400 800 1200 1600 3200 4000
Tx Send Rate (Tx/sec)

2ynuo 6.1 Avorapaoraon Throughput ko Latency yio v siooywyn dedouévawv otnv
rpoaeyyion RAT

2V mo TAVe YPaQIKy mopdotacn PAEmovpe TV amdd0cT TOL TUUNTOS OALGIONG
ovototyldv (Blockchain Division) 6cov agopd to Throughput kot To kot to Latency, yio
drapopetikove puOuovg vrofoArng transactions. Tavtoypova, GTNY YPOEIKY TOPACTOOT
umopovue va. SovE TIG 1d1eg peTpnoels, Yia dtapopetikd World State. Onwg avagpépbnke
o€ mponyovpevo keparato, to Hyperledger Fabric vroompilet nv Aettovpyioa CouchDB

kot LevelDB.

Apykd, otov TpoTevoV GEova Y pmopovue vo dovue tov apldud tov transaction mov
umopel vo OOUOLDCEL TO GUOTNUO, OVO OEVTEPOAENTO, Yo O16POPOVS PLOUOLS

amooToANg transactions, 6mwc avtoi paivovtat otov dE€ova X. Ocov agopd v LevelDB,
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napatnpovue, 6t to Throughput avédveton otadiaxd amd 100 Tx/Sec oe mepimov 450
Tx/Sec, 6mov vrapyel pio otabepomoinon kol oty cuvéyelo to Throughput teivel va
peiovveton ehagpac. IHapodpota, taon PAETOVUE KO OTIS HETPNOELS TOV QPOPOVV TNV
CouchDB pe 170 Tx/Sec éw¢ 380 Tx/Sec avtiotoyyo. Amd avtd 10 onueio kot petd
TapATNPOVUE Mo oTadloky VEeoT. Akoun, givar opBaipoeoavég 6Tt 1 CouchDB éyet

xepoTEPES eMdOoeLg and Tnv LevelDB.

X10ov doevtevov afova Y pmopovue va dovpe v kabvotépnon Latency ywo tic dvo
TEPUTTAOCEIS. ApyIKa, Topoatnpovue 6Tt yo peyardtepa Send Rate to Latency aw&avetan
exbeTikd kat yio ta 6vo World State. Zvykekpiuéva yio tnv LevelDB, vrdpyet pio dvodog,
and mepinovl000 ms og oyxedov 6000 ms yio Send Rate 200 Tx/Sec kou 4000 Tx/Sec
avtiotoyo. ITapopoing yio v CouchDB, 1o Latency avédvetat and mepimov 1000 ms
oe mepinov 7000 ms yio Send Rate 200 Tx/Sec kou 4000 Tx/Sec. Téhocg, peret@vrog to
Latency, eivar macipavég 6t n LevelDB vreptepei g CouchDB.

6.1.2 YmoPoi emepmticcov

RAT : Query

(Network Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Batch Size - 200)

2000 . . ‘ 90000
leveldb_Talency ——
couchdb_latency
leveldb_throughput —«—
couchdb”_throughput —=—

4 80000

1500 | { 70000

1 60000
1 50000

1000 1
4 40000

Throughput (Tx/sec)
Latency (ms)

4 30000

500 ¢ 1 20000

4 10000

Aﬁrﬁf{ﬁ

2000 4000 8000 16000 32000 64000 100000
Tx Send Rate (Tx/sec)

2ynua 6.2 Avaropdoroon Throughput ke: Latency yia tyv vwofoln exepwtioewv otnv
rpoaeyyion RAT

2V o TAVe YPAPIKY TapAcTaoT) PAETOVE TO OVTIGTOLO TEPALOTO TOV £YIVAY Y10,
™V VoPoln enepmThoE®V. AvaAvTtikotepa, dcov apopd to Throughput, pe mv xprion

LevelDB, avtd avéavetar amd 900 Tx/Sec oe 1500 Tx/Sec, ywa Send Rate 200 Tx/Sec
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ko 100000 Tx/Sec avtictorya. Ocov apopd v CouchDB, avt mopovctdlet xelpdtepe
eMSOGELS, e avtioTolyeg petpnoelg amo 400 Tx/Sec uéypt 1100 Tx/Sec. Xt ocvvéyela,
to Latency av&daveton exBetikd ko yio o, 600 World State Databases. Xvykekpipéva, yio
v nepintwon g LevelDB, ot tiuég avdvovron exbetikd omd 2000 ms og 67000 ms
eva ywo TNV mepintoon tng CouchDB omd 5400 ms oe 84000 ms avtictoya. To yeyovog
avto opeiletan oto 6Tt Tar World States Svokorevovtar va eEvanpetnoovy peydio aplud

enepotiocwv. Télog, o€ kdOe nepintwon N LevelDB vreptepei Evavti tg CouchDB.

6.2 Mpocéyyion MAT

H npocéyyion MAT, dnwg avt) mepleyplonke e TPoNyoOLUEVO KEPAAALO, OPOPE TNV
anAn ewoayoyn oedopévav oce évo ocvotmua Blockchain 6mov kdbe docoinyia
avtrpoomnevel vo povtédo Machine learning to omoio exmoudevtnke pe 1000 Telco
eyypaoéc. ITo katm PAETOLLLE TIC YPOPIKEG TAPACTACELS Y10l TO TEPAUATH ELGOYWYNG

dedopévmV Kol VTOPOANG EMEPOTNCEDV GE AVTO.

6.2.1 Ewsaymyn ocdopévmv

MAT : Ingestion

(Network Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Batch Size : 200)

90000

140 leveldb_latency ——
r couchdb_latency e==== 1 80000
leveldb_throughput —s— 1
120 | L_couchdb”throughput —e—

J 70000

100 | /4\\ { 60000
g0 | { 50000

{ 40000
60 | |

S . S S S— 1 30000

1 20000
’_l ’_‘ 1 10000
o 5 l_@ ’_@ 0
200 400 800 1200 1600 3200 4000
Tx Send Rate (Tx/sec)

Throughput (Tx/sec)
Latency (ms)

40 |

20

2yniua 6.3 Avaropdoraon Throughput kor Latency yia tyv eioaywyn dedouévav otnv
zpocéyyion MAT
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Apykd, otov Tpotevov GEova Y pmopovue vo, dovpe tov aptud tov transaction mov
umopel vo OQOUOUDGEL TO GUOTNUO, OVE OEVTEPOAENTO, Yio SLAPOPOVG PLOUOVG
amooToANG transactions, 6mwe avtoi paivovtal otov d€ova X. Ocov agpopd tv LevelDB,
napatnpovue, 6tL To Throughput avEdaveton pe pikpd pvobuod, amd 80 Tx/Sec o mepimov
100 Tx/Sec, 6mov vapyet po veeon. [apopota, Taon PAETOVE Kot OTIC LETPNOELS TTOV
agopovv v CouchDB pe 50 Tx/Sec émg 60 Tx/Sec avtictoyya, 6TOL GTNV GLVEYELD
vrapyet pa veeomn. To yeyovog avtd ogeiletol kKupimg otnv advvouio twv World State
VO 0POUOIDGOVY HE EPOAKIN EYYPOPES HeYOAOV peYEBoLG. AkoOun, eitvarl oQOaALOPAVESG
otL n LevelDB umopei vo yeprotel oyeddv to duthdota transaction ce oyéon pe v
LevelDB. Agdopévov Ott o ovTEAX TTOL SivovTol MG €16050G OTIC SOKIUES Eivarl TNG
TaENG peyébovug twv 80 KB, propovue va todue 6t i) LevelDB yepileton mio amodotikd

dedopéva peyadhtepov Gykov.

Ytov dgvtepevov a&ova Yy pmopovue va dovpe v kabvotépnon Latency ya tig 6vo
TEPTOOELS. ApyIKd, mapatnpovpe 6Tt Yo peyaivtepa Send Rate, to Latency avéavetot
exBeticd ko ya o dvo World State. Zvykekpipéva yio tnv LevelDB vrdpyet pa avodog,
and epimov1000 ms oe oyeddv 35000 ms yia Send Rate 200 Tx/Sec kot 4000 Tx/Sec
avtiotoyya. [Mapopoing yioa tnv CouchDB 1o Latency avéavetat and mepimov 1000 ms og
nepimov 80000 ms, ywo Send Rate 200 Tx/Sec ko 4000 Tx/Sec. Axdun, cuykpivovtog to
Latency peta&d CouchDB kot LevelDB pmopovpe va movue yevikd, o6tt n CouchDB
xpeGleTar Tov SmAGG1o ¥PpOVO Yo Vo, ETIKVPOGEL (Vo KAveL commit ) éva poviélo o€

oyéon e v LevelDB.
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6.2.2 YroPol emepmtiicemv

MAT : Query

(Metwork Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Baich Size : 200)

80000 - T T 80000
leveldb_Tatency ——
couchdb_latency e=w==
70000 |  leveldb_throughput —s— - 4 70000
couchdb_throughput —a—
60000 | 41 60000
g
ﬁ 50000 | T I 4 50000 &
=4 E
S 40000 1 40000 &
£ 5
2 30000 | ] 30000 ®
£
20000 | 1 20000
10000 H 4 10000
oL [8 H 1

2000 4000 8000 16000 32000 64000 100000
Tx Send Rate (Tx/sec)

2ynuo. 6.4 Avorapaotaon Throughput ko Latency yio v vmofoln emepwtioswy otnv
rpoaeyyion MAT

2V o Thve YPAQIKY TapAcTacT) PAETOVUE TA AVTIGTOL(O TEPALOTO TOV £YIVAV Y10,
NV VIOPOAN ENEPOTHGEWV. AVaAvTIKOTEPQ, OGOV aopd to Throughput, mapotnpodpe
ot o1 800 ypapuég mov agopovy ta World States, eivol otevd cuoeTIGUEVES KOl GYEOV
ovpPadifovv. Zvykekpipévo mopatnpodue o otabepn avénon tov Throughput amod
20000 Tx/Sec oe 50000 Tx/Sec. Xt cvvéyeta, to Latency avédveton ekbeticd kot yio to
dvo World State Databases, 6mov ot tyég av&davovtat omd 2000 ms og 67000 ms. Exiong,

mapatnpovpe 0t to Latency copfadifet yia tig 600 mePITTOCEL.

6.3 Xvykpron RAT kot MAT

Aoappdvovtag voéyn TIg HETPNOELS TOL £YVAV OTIG TO TAVE YPOUPIKES TOPACTAGELS
oMovpynOnKay o1 500 7O KATM® GLYKEVIPOTIKES YPUPIKES TAPUGTACELS O1 OTTOLEG £YOVV
oKomo va avadeiEovv Tig KOpleg dtopopés petald tov mpoceyyicewv RAT kot MAT.
YrevBouilovpe 61t  mpocéyyion RAT ypnoiponoteitor amd KOwEG apyLTEKTOVIKES
Blockchain, evéd to MAT egivar puo Tpocéyyion v omoia mpoteivovpe péca omd v

apyitektovikn TriaBase.
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Ingestion:

Apywcd Bo ovykpivoope v omddoon Ocov aeopd TV elcaymyn oedouéveov. H
npocéyyon RAT paiveton va €xel peyaldtepn emtuyio oy €160 ymYN 0E00UEVOV, LE
eMOO0ELG 0YedOV TEVTE POPEC KaADTEPEG amd TNV tpocsyyion MAT. To yeyovog avto,
opeiretan 6to péyebog tv transaction g kabe tpocéyyiong. Eivat yvootd ot o Telco
gyypaon, &xel uéyebog 75 byte evd 1o avtiotoryo poviélo €xel péyebog mepimov 75000
bytes. Zuvenmg, ot younAéc emddoelg otnv tpoctyyion MAT Ntov avapuevOouevee, apoh
ta World States dev eivar wavd vo xelplotovv pe peydin evkolio objects peydlov

peyébovg.

[Tépav tovtov, og KAbe TepinTmon pmopovpe va dovue 6tL 1 CouchDB éyet yepdtepn
emidoon o€ oyéomn pe v LevelDB. Axoun, eaivetal 6t 1 LevelDB pmopet va yeipiotel

pe peyavtepn gukolia tov owéavouevo puhud vtofoArg transactions.

Ingestion Throughput Comparisson

(Network Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Batch Size : 200)
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2ynua 6.5 Xoyrpion RAT kar PAT doov apopd o Throughput eicoywync dedousvarv

uery:

e auti TV Tpaypoeo Bo 00V UE TNV ETIO0CT] TOV GLGTHLATOG OGOV APOPA TNV VITOBOAN
enepotoewv. H mpocséyyion MAT ¢aivetot va €xel peyardtepn emtuyio oty vrofoin
emepmtoenV, pe Throughput mov Eemepva katd yAddeg transaction ava devtepoAenTo,

v mtpocéyyion RAT. To yeyovog awtd opeiketar oto 6Tt éva povtédo Machine learning
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umopel vo e&umnpetnoet YIMadeg enepooelg (queries), kavovtag mpoPAEYELS Yio TV

TN HOIG GUYKEKPIUEVTG EYYPOPNG OE EAAYIGTO YPOVO .

[Tépav tovtov, o€ kGOe Tepintwon umopodue vo dovdue 6TL N ypron dopopetikov World
State Database dgv diadpapatifel onuavtikd poAo 6TV andd06T TOL GLGTHOTOG, PO
N dwdwkacio voPoAng enepoToewv AapPdvel pépog oe peydro Pabud, oto poviéro
Machine learning. ITapoéia ovtd 7y okomoO¢ GOYKpPIoNG &ipoote vrdypeol vo
AVOQEPOVLE OTL OTIG TAEIOTEG TV TepmT®oemv 1 LevelDB givoan ehappdc kaldtepn and

v CouchDB.

Query Throughput Comparisson

(Metwork Parameters : Block Max Size : 5MB,
Block Interval 2 sec, Block Baich Size : 200)
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Kepaiaro 7

YoumepdopoTa
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7.2 MEAMOVTUKT] OOVAELN .....vvveeeiiieeiiiesiite st e s tee e st e e snbee s ssbe e s ssae e s ssbee s ssbeeebneeanseeennes 73

7.1 Xvpnepdopora

AVOKEPOAMDOVOVTOG, VT 1 OUTAOUATIKY Epy0cio €iye GKOTO TNV HEAETN JLAPOP®V
TEYVOAOYIOV  aAvcidoc ovotoyumv  (Blockchain) kot v mpdtoon oG véag
APYITEKTOVIKNG, N OTOi0 GTOYEVEL GTNV OTOOOTIKN Kol ac@ain owayeipion 10T dedopévaov.
Apywd, peketnOnkov  dGeopeg  teyvoloyies  Blockchain étor @ote  va
TPOGAVATOAMGTOVUE KOAVTEPO GTO edio avTo. ‘Emetta, £ytve exTeTapnévn HEAETN KO
ekudOnon evog 1diwtikov pe adeieg (Private Permissioned Blockchain) epyaleiov, tov
Hyperledger Fabric. Xt cvvéyeta, gidape didpopeg teyxvikég diayeipiong loT dedopévav
pe v ypnon NodeRed xou Influxdb. Axoun pekeinkoav teyvikés amobnikevong
dedopUEVOV e TNV ¥pnon HovTEA®V unyovikng puabnong (Machine learning) LSTM,
Kabmg emiong kot 1 TeXVIKN opoomovolokng uadnong (Federated Learning).

OMlot ot otdHyol mov Bécape apyikd emtedynkav pe emtuyio oEOV TO OTOTOKO TNG
TOPOVCOS OOVAEWAG, MTOV 1 SOTOIMOTN Kol LAOTOINOM NG TPMOTNG £KOOONG TNG
apyrtektovikng TriaBase. Eidikotepa, 10 TpmTOTLTO OV ETOUAGTNKE APOPE TO GEVAPLO
YPNONG TG 6TOV Topé TV ThAeTKovmvidy . H apyitektovikn TriaBase eival povadikn
Kol KOWVOTOUO, 0OV GUVOLALEL TNV OTOKEVIPOUEVT] EKTAIOEVLGT) LOVIEA®V UNYOVIKNG
péOnong ota dxpa Tov S1kTHOL, Kol TNV ATOBNKELGT| TOVS [LE TNV YPNOT TS TEXVOAOYING

Blockchain og éva xatavepnuévo diktvo.
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H Baown doun g TriaBase amaptiletat amod to eninedo dxpwv (Edge Layer), to eninedo
epapuoyng (Application Layer) kot 1o emimedo oalvcidag cvotoymv (Blockchain
Network). Xto Edge Layer pmopovpe va. fpovpe tig di1dpopec 10T cvokevég mov mapdyovv
ouvveymg dedopéva kat tovg ML Client, ot ooiot ekmadevovy Tomikd povtéha Paon g
TAnpoopiag mov Topdyetal ota akpa. Xto Application Layer éyovpe toug kKOpPBovg g
TriaBase ot omoiot anaptilovton amd 0o pépn, to tuniua xpnotn (User Division) kot to
Tuquoe. aAvoidag ovotoriov (Blockchain Division). Xto User Division pmopei va
ouvdebel KAmOl0¢ €£0VGLOGOTNUEVOC YPNOTNG KOl VO OPYIKOTOIGEL OlEPYACIES TTOV
a@OPOVY TNV ekTaidevon poviéAwv, v omobnkevon tovg oto Blockchain kot v
vofoAn enepmtioemv og avtd. Emiong, to User Division, avaAiaupdver tov poho tov
«Server» oty teyvikn Federated Learning kot dnuiovpyei £vo GLYKEVIPOTIKO LOVTELO
Aopfavovtog VoY TOL T, TOTKA LovTéAda o xovv mapdéet ot Clients. Télog to User
Division mpowbei to cuykevipotikd poviéla oto Blockchain Division ya amobfkevon.
To Blockchain Division pe v oegipd tov gvepyomotel tov odyopiduo opopmviog
(consensus) tov Blockchain Network, £tot dote va d10600ei T0 LOVTEAO GTOVG OHOTILOVG
KkouPovug g TriaBase kot va yivel ev TéAn 1 emtkdpwon (commit) oto kaboAwko (Ledger).
Inuovtiko givar va, avagépovue 6t oto Blockchain Division gilo&evoivtal ta é&vmva
ovpuPorore. (Smart contracts), mov a@opodv TNV amofnKeLON KOl OVAKINGT TOV
povtédwv. H voPoln enepmthoswmvy oty TriaBase cvppaivel péow tov User Division,to
onoio ovaktd éva tomkd povtélo amd to Blockchain Division kot otmv cuvéyewn
vrofdlel o€ owtd drdpopeg emepmtioeic. Télog, To Blockchain Network dopeiton amd to
Hyperledger Fabric.

I v vAiomoinon g TriaBase, ypnoipomomOnkay mToAéEG TeXVOLOYiES Kot YADOOES
TPOYPAUUOTIGHOD. APYIKA, Y10, VO, ouTopaToomoovue v dnuovpyia tov Blockchain
Network &xovv ypagtei Shell Scripts, evd tavtodypova ot koufot tov Hyperledger Fabric
é&yovv otmbei pe v ypnon Docker Compose apyeimv. Emmiéov, ypaetnkav smart
contracts yio tv vAomoinon tov Blockchain Division. Ot yA®cceg Tpoypapplatic ot Tov
ypnowonombnkav yo avtd tov okond eivar n NodelS wor n Go. Axdun, yo v
dnuovpyia tov User Division, éywve ypnon ¢ NodelS. Ocov agopd v ekmaidevon

tov poviélwv Machine learning ypnowonombnke n Python.

AZIOAOYOVTOG TO OMOTEAEGULOTO TOV TEPAUATOV TOL £YVOV YIOL TV OTOTIUNOT TNG

TriaBase, avtd eivon Ogtikd. Ovopaotikd, vrapyet évac otabepd Throughput 6cov agopd
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Vv eloayoyn Sedopévayv, v 1 VTOPOAT ETEPMTNCEMY TAPOLGLALEL ATICTELTO KAAY
armoteAéopata. To Throughput vrofoAng enepomoemv oty TriaBase avépyetotl e
nepinmov 60000 otnv KEAVTEPN TTEPiTTOON, YEYOVOC TTOL EEMEPVA TO aueAntéo Throughput
(1500 Tx/Sec), mov Ppickovue oty anAn mepintwon ypnong tov Blockchain yuo
amofnkevon g KAbe eyypapng ExOPLOTAL.

YHETIKA e TIG TPOKANGEIS MOV OVTIUETOTICAUE KOTA TNV OIIPKEWD EKTOVINONG TNG
TTUYWOKNG €PYOCIOG, OVTEG APOPOVV Kuplwg TNV €EOIKEI®ON HE TIG TEYVOAOYIEC
Blockchain. Avolvtikotepa, n exuddnon tov epyaieiov Hyperledger Fabric ntoav
apKETA YpovoPoOpa Kot 1 KApmOAN ndnong tov Ntav apketd peydin. Eva and to khpa
TpoPAnpaTo Tov Enpene va avtipetonicovpe NTov N petafipacn and v éxdoon 1.4 tov
Hyperledger Fabric otv ékdoon 2.0, 6mov Tpootédnkay véeg SuvaTOTNTES KOl O KOPHOG
Aertovpyiag tov Framework eiye oAlael pilikd. To yeyovog owtd pag kabvotépnoe
apketd agol émpene va dafdoovpe apétpnteg ceAideg amd Tov 0dMyd YPHoNG TOL
gpyoreiov Kot va Bpovpe Aacelg o d1dpopa Bugs mov mpokdntav pe v xpnon g véag
ékdoong. Télog, 0 cuVOLAGHOG TG uNxavikng pabnong pe to Blockchain omotélece
aKOpo €vo UTOO10 6TV LVAOTOINGT HOg ooV dev LINPYE cvpPatdTnTa PETAED TOV
Biprodnkdv unyovikng pabnong kor tov Hyperledger Fabric. Tlopoio avtd

AVTILETOTIGOLE TO TPOPANUa ovTod pe TV xpnon RPC npotokdiiwy.

7.2 Mghlrhovtiki dovirerd

2iyovpa, 1 dovAeld ov £xet yivel elvar apket yio va 0€cet ta Oepédao oToV YDPO £peuvag
tov Blockchain yw 10T dedopéva pe v xpnon Machine learning. Evtovtoig, ot

BeAtidoelg mov umopoHv va yivouv givor TOALEG KOl OTEPLOPICTEC.

210 HEAAOV UTOPOVUE VO, EMEKTEIVOVLE TNV TPOTEWVOUEVT] OPYLTEKTOVIKT], £TGL MOTE VO
epoppuoletar mo gvkola o dtapopovg Topeic. Mia mepintmon mov ypnet e€epevvnong
glvol To KAEIOTA GLOTAUATO  TOPAKOAOVONGNG.  AVOALTIKOTEPO, UTOPOVUE VO
EKTTOOEVOVLE HOVTELD £TOL MOTE VO OvOyvOPILovUV CLYKEKPUUEVES EIKOVEG Ol OmOolEg
Moebnkav and tig kapepes. Ta poviéda avtd o amodnkevovtar oto Blockchain étou

MOTE VO VITAPYEL OLULPAVELD KOl EUTIGTOCHVN G€ £val OTKTLO e TOALODS ETAIPOVC.
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Eniong, n xpnon tov Framework Hyperledger Fabric umopei va avtikataotodel pe éva
edka dapopeopévo Blockchain, wov va appolel koddtepo oy nepintwon tov 10T
ovokevdv. Emmpdobeta, oyetikd pe to Blockchain Network, umopobdue va gicdyovue
KGmoto ocvotnua vrdéAnyng (reputation), omov kabe kouPoc otmg TriaBase 6Oa
avtopeifetor avaloyo e TNV cLVEWSEOPE Tov oTo dikTvo. Me avtd TOV TPOTO Ot

dto@aiiletor n Tpootacio Tov diktHov amd mbavovg KakOBovAovg TPAKTOPES.

Tekewdvovtag, éva GAAo péEPOG NG apyrtektovikng TriaBase to omoio ypnlet ueiétng,
agopd v teyvoroyia Federated Learning. H gbpeon tov Pértiotmv poviéAmv oe Kabe
nepintwon elvarl o SVoKOAN gpyacia. H dnuovpyio amoteAecpatik@v HoviEA®V To
omoia &yovv pkpd péyebog evad tavtdypova ecwrieiovy peydro dyko minpogopiag, eivar
onuavtikd yoo kabe Blockchain, agod éva pikpd poviédo empépel oe Aydtepn
GLUPOPNOT TOV JIKTVOV KOl CUVETADS GTNV KOADTEPT amdO0GN aVTov, OGOV QPOoPd TO

Throughput kot To Latency.
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Hoapaptnpo «A»

Ye autd TO TOPAPTNUO VEAPYEL £vag UIKPOG 0dnydg ¥pNons Yo T0 GTHGLLO TOV

Hyperledger Fabric Bdon tov Shell Scripts mov vrdpyovv oto [Tapaptnua «By.

Ot axoAovBeg Aettovpyiec apopovv v ypnon tov Hyperledger Fabric oe Linux punyovn,
Ubuntu 18.04.4 LTS.

Ipoarerodueva Aertovpyioc Hyperledger Fabric

Eykatdotaon Git

$ sudo apt install git
Eyxotdotaon CURL

$ sudo apt install curl
Eykatdotaon wget

$ sudo apt install wget
Eyxatdotaon Docker

$ sudo apt install docker.io
$ sudo systemctl start docker
$ sudo systemctl enable docker

Eykoartdotoon Docker Compose

$ sudo curl -L
"https://github.com/docker/compose/releases/download/1.26.2/docker-
compose-$(uname -s)-$(uname -m)" -o /usr/local/bin/docker-compose

$ sudo chmod +x /usr/local/bin/docker-compose

Eykatdotaon Golang

$ wget https://dl.google.com/go/gol.13.8.1linux-amd64.tar.gz
$ sudo tar -xvf gol.13.8.linux-amd64.tar.gz
$ sudo mv go /usr/local.

01 1m0 KATW EVTOAEG MPEMEL va NMPOOoTEOOUV 0TO avT10TO1LXO apxeEio
profile tou xpnrotn.

export GOROOT=/usr/local/go
export GOPATH=$HOME/go
export PATH=$GOPATH/bin:$GOROOT/bin:$PATH

MeTA TPEXOUME TNV €VtoAn $source yila va svnuepwbei to terminal.
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Eykatdotaon NodelJS

$ curl -o- https://raw.githubusercontent.com/nvm-
sh/nvm/v@.35.3/install.sh | bash

MeTd TpE€XOUupe TNV €VTOAN $source yia va svnuepwbei to terminal.

$ nvm install 8.9.4
$ nvm install 12.19.0

Eyxatdotaon Hyperledger Fabric Docker Images

$ curl -sSL https://bit.ly/2ysbOFE | bash -s -- 2.0.1 1.4.6 0.4.18

Evepon Sictvov Hyperledger Fabric

Kartefalovpe to repository mov éyel otndei oto GitHub, to onoio mephappdvet

ta oxetikd Shell Scripts kou Configuration Files.
$ git clone https://github.com/Erodotos/Hyperledger-Fabric-Network.git

A@ob KotePAocovuE TO OYETIKO repository mponyodUacTe GTOV QAKELO TOV EXEL
onuovpynBei. Exel PAémovpe moAlovg vrropakélovs. o va Eekviioovpe v
dadikacia, mhpe otov eakelo ./network. tnv cuvéyeio E16GYOLLE TIG 0KOAOVOES
EVTOAEG KOl TEPIUEVOVILE VITOLOVETIKG TNV EKTEAECT] TOVS POV OVTEG UTOPEL vaL

OlPKEGOVY PEPIKE AETTA.
$ network.sh up -c mychannel -db couchdb

$ network.sh deployCC -c mychannel -ccn contract_mlModel -ccv 1 -ccp

../chaincode/src/mlModel/NodelS/contract -ccl node

Metd v ektéleon TV Mo Tavem evioddv £xel othbel éva diktvo Hyperledger
Fabric eve tavtdypova éxetl eykataotadel otov KOUPoLE TOV, TO GYETIKO SMart
contract yw v eyypaen kot avaktnon Machine learning Movtélwv o10
Blockchain. To diktvo pog amoteieiton amd 600 opyaviopovg pe dvo Peers o
kabévag, evdd g World State otv ocvykekpipuévn mepintoon éxet tebel M
CouchDB. T va ekAé€ovpe OtL 10 dikTvo Agttovpyel opBé umopodue va
tpéEovpe TNV akOA0VON evToAn 1 omoio dokUALEL v ElGAYEL VO LOVTEAD GTO

Blockchain.

A-2



$ network.sh testCC -c mychannel -ccn contract_mlModel
['a va teppaticovpe v Asttovpyic TOV SIKTVOV TPEYOVUE TNV 0KOAOVOT EVIOAN.
$ network.sh down

o v extdmwon tov 0dnyod ypnong oto terminal €icdyovpe TV TO KATO

EVIOMY.

$ network.sh -h

Baoixn mepintwon ypnonc tov Bench Tool, yia siocoywyn dedouévary

Apyilovtag and tov Pocikd @AaKeELO TOL repository mponyoduocte GTOV
vmopdkelo ./app/bench-tool. Apywd, 6o mpémer va  éyovue  Kamolo
npokabopiopéva credentials £tor dote va éyovpe tpocPacn oto Blockchain. T'a

VO TO KAVOULLLE VT TPEYOVUE TIG AKOAOVOES EVIOAEC.
$ nvm use 12.19.0
$ node credstore.js orgl Admin

$ node credstore.js org2 Admin

2TV GuvEXEL TPEYOLUE TOV Manager.js He TG KOTOAANAES TOPOUETPOVG.

[Mapdderypo evroing mov Ba d00el TapovsidleTon o KATO.

$ node manager.js MAT
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Hopaptnpo «B»

X 0UTO TO TOPAPTNLO OVOYPAPETOL O KMOIKOG O OMOl0g YPAPTNKE. XTO MO KAT®
OeVOPHYPOLLLO POIVOVTOL TO TTLO CTLLOVTIKG OpYELQL TOV GLYYPAPNKAY Y10 TOV GKOTO TNG
TapoHGOS OUTAMUATIKNG EPYOCTOGC.

— app
— bench-tool
— cred-store.js
|— manager.js
F— manager_query.js
— profiles
— dev-connect.yaml
I— orgl-Client.yaml
— org2-client.yaml
F— testMAT.js
|— testMAT_query.js
— testRAT.js
— testRAT_query.js
— chaincode
F— src
F— mlModel
|— contract
— 1ib
I— contract_mlModel. js
|— rawone
|— contract_RAT.go
F— network
F— config
|— configtx.yaml
|— core.yaml
L— crypto-config.yaml
I— docker
F— docker-compose-couch.yaml
|— docker-compose.yaml
F— network.sh
F— scripts
|— createChannel.sh
|— deployCC.sh
— enwar.sh
|— testChaincode_mlModel.sh
— testChaincode_rawOne.sh
F— scriptUtils.sh
I— Telco_mdm_keras.py
F— LSTM_predictor_keras.py
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VA S
* Demonstrates the setup of the credential store
*/

const fs = require(’'fs’);

const Client = require/( ’fabric—client’);

const path = require(’path’);

const { exit } = require(’process’);

© ® N O AN =

10 var myArgs = process.argv.slice(2);
const ORG_NAME = myArgs[0];

13 // Constants for profile, wallet & user
14 const CONNECTION_PROFILE_PATH = ’ /profiles/dev—connect.yaml’

6 // Client section configuration
17 var CLIENT CONNECTION_ PROFILE_PATH;

18 if (ORG_NAME === ‘orgl’) ({

19 CLIENT CONNECTION_PROFILE_PATH = ’ /profiles/orgl—client.yaml’ ;
20 } else if (ORG_NAME === ‘org2’)

21 CLIENT CONNECTION PROFILE_PATH = ' /profiles/org2—client.yaml’ ;
22 } else {

23 console.log( "Exiting : Ivalid Organization name" ) ;

24 exit(0);

%}

28 const CRYPTO_CONFIG = path.resolve(__dirname, ’././network/organizations’);

29 const CRYPTO:CONFIG_PEER_ORGANIZATIONS = path.join(CRYPTO_CONFIG,
’
)

31 const client = Client.loadFromConfig(CONNECTION_ PROFILE_PATH)
33 main()

3 // Main function
3 async function main() {

a7 // Input data sanity check

38 if (process.argv.length < 4) {

39 console.log( "Usage: node cred—storejs org user—name")
40 process.exit (1)

a4 }

42

43 // Set the org and name local variables

44 let org = process.argv[2]

45 let user = process.argv[3]

46

47 // Load the client section for the organization

48 // This has the location of the credential store
49

50 client.loadFromConfig(CLIENT CONNECTION_ PROFILE_PATH)
51

52

53 // Initialize the store

54 await initCredentialStore()

55

56 // Lets get the specified user from the store

57 let userContext = await client.loadUserFromStateStore(user)
58

59 // If user is null then the user does not exist

60 if (userContext == null) {

61

62 // Create the user context

’ peerOrganizations
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userContext = await createUserContext(org, user)

console.log(‘Created ${user} under the credentials store!!’)
} else {

console.log(‘User ${user} already exist!!‘’)
}

// Setup the context on the client
await client.setUserContext(userContext, false)

// At this point client can be used for sending requests to Peer | Orderer

}
async function initCredentialStore() {

// Call the function for initializing the credentials store on file system
await client.initCredentialStores()
.then( (done) =>
console. log( "initCredentialStore(): ", done)
3]

}

async function createUserContext(org, user) {
// Get the path to user private key
let privateKeyPath = getPrivateKeyPath(org, user)

// Get the path to the user certificate
let certPath = getCertPath(org, user)

// Setup the options for the user context
// Global Type: UserOpts
let opts = {
username: user,
mspid: createMSPId(org),
cryptoContent: {
privateKey: privateKeyPath,
signedCert: certPath
}
skipPersistence: false

}

// Setup the user
let userContext = await client.createUser (opts)

return userContext

}

function getCertPath(org, user) {

var certPath = CRYPTO_CONFIG_PEER ORGANIZATIONS + "/" + org + ".example.com/users
/" + user + "@" + org + ".example.com/msp/signcerts/" + user + "@" + org + ".example.com—
cert.pem”

return certPath
}

function getPrivateKeyPath (org, user) {
var pkFolder = CRYPTO_CONFIG_PEER_ORGANIZATIONS + "/" + org + ".example.com/users
/" + user + "@" + org + ".example.com/msp/keystore"
fs.readdirSync (pkFolder).forEach(file => {
pkfile = file
return

})
return (pkFolder + "/" + pkfile)
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123
124
125
126
127

}

function createMSPId(org) {
return org.charAt(0).toUpperCase() + org.slice(1l) + 'MSP’
}
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1 'use strict’ ;

2

3 const { Console } = require('console’);

4 const { exit } = require(’process’);

5 const execFile = require( ’child_process’).execFile;

6

7

8 var myArgs = process.argv.slice(2);

9 var approach = myArgs[0];

10

11 var hrstart = process.hrtime()

12

13 var organizations = [‘orgl’, ‘org2’'];

14 var users = [’'Admin’];

15 var peers = ['0’, '1'];

16 var channel = ’mychannel’;

17 var contract;

18 if (approach === 'RAT’) {

19 contract = ‘contract_rawOne’ ;

20 } else if (approach === 'PAT’) {

21 contract = ’contract_rawTwo’;

22 } else if (approach === 'MAT’) {

23 contract = ’contract_mlModel’ ;

24 } else {

25 console.log( ' The given approach is not recognized’ ) ;

26 exit(0);

27

28

29

30

31 let peerName;

32 let child;

33

34

35 console.log( "\n\n\tSend Rate =4000") ;

36 var transactionNumber = 1000; //1/4

37

s for (var org of organizations) {

39 for (var peer of peers) {

40 peerName = ’peer’ + peer + '.’ + org + ’.’ + ’example.com’;

41 child = execFile(’node’, [ ‘test’+approach+’js’, org, users[0], peerName, c
hannel, contract, transactionNumber], (error, stdout, stderr) => {

42 if (error) {

43 throw error;

44

45 console.log(stdout);

46 })i

47 }

48 }
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’use strict’ ;

const { exit } = require(’process’);
const execFile = require(’child_process’).execFile;

var myArgs = process.argv.slice(2);
var approach = myArgs[0];

var multipeer = myArgs[1l];

var totaltransactionNumber = myArgs([2];

if (!totaltransactionNumber){
console.log( ‘Number of transactions unspecified.’ ) ;
exit(0);

var peerNumber = 4;
var channel = ’‘mychannel’;
var organizations;
var users;
var peers;
var transactionNumber;
if (multipeer === ’'true’){
organizations = [’orgl’, ‘org2’];
users = [’'Admin’];
peers = ['0', '1"];
transactionNumber = totaltransactionNumber/peerNumber;
}else if(multipeer === ‘false’){
organizations = [‘orgl’];
users = [’'Admin’];
peers = [‘0'];
transactionNumber = totaltransactionNumber;
}else{
console.log( 'Multipeer parameter not specified.” ) ;
exit(0);

var contract;
if (approach === 'RAT’) {
contract = ‘contract_mnist_rat’;
} else if (approach === 'MAT’') {
contract = ’contract_mnist_mat’ ;
} else {
console.log( ’The given approach is not recognized.’ ) ;
exit(0);
}

let peerName;
let child;

console.log( "\n\tTotal Transaction Number:\t\t", totaltransactionNumber);

var sum_of peer execution_time = 0;
var iteration_count = 0;
for (var org of organizations) {
for (var peer of peers) {
peerName = ’peer’ + peer + '.’ + org + '.’ + ’example.com’;
child = execFile('node’, [’test’+approach+’_query.js’, org, users[0], peerNam
e, channel, contract, transactionNumber], (error, stdout, stderr) => {
if (error) {
throw error;
}
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let temp = stdout.toString().split(’ ");
sum_of peer execution_time += parseFloat((temp[2]+temp[3]).replace("
S "y

iteration_count++;

if (iteration_count===peerNumber ) {
let execution_time = sum_of_ peer_ execution_time/peerNumber;
let throughput = totaltransactionNumber/execution_time;
console.log( *\tTotal Execution Time (seconds):\t\t’, execution_time);
console. log( *\tThroughput (transactions/seconds):\t’ , throughput, '\n’);
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#

# The network connection profile provides client applications the information ab
out the target

# blockchain network that are necessary for the applications to interact with it

name: "Fabric"

#
# Describe what the target network is/does.
#

description: "A test enviornment setup"”
#
# Schema version of the content. Used by the SDK to apply the corresponding pars

ing rules.

version: "1.0"

#
# list of participating organizations in this network
#
organizations:
Orgl:
mspid: OrglMSP
peers:
-peer(0.orgl.example.com
—-peerl.orgl.example.com
0org2:
mspid: Org2MSP
peers:
—peer(0.org2.example.com
-peerl.org2.example.com
#

# [Optional]. But most apps would have this section so that channel objects can
be constructed

# based on the content below. If an app is creating channels, then it likely wil
1 not need this

# section.

channels:
# name of the channel
mychannel:
# List of orderers designated by the application to use for transactions on
this channel.
orderers:
- orderer.example.com
# - ordererl.example.com

# Required. list of peers from participating orgs
peers:
peer0.orgl.example.com:
endorsingPeer: true
peerl.orgl.example.com:
endorsingPeer: true
peer0.org2.example.com:
endorsingPeer: true
peerl.org2.example.com:
endorsingPeer: true
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# List of orderers to send transaction and channel create/update requests to. Fo
r the time

# being only one orderer is needed.

#

orderers:
orderer.example.com:
url: grpcs://localhost:7050

# these are standard properties defined by the gRPC library
# they will be passed in as—is to gRPC client constructor
grpcOptions:
ssl-target—-name-override: orderer.example.com
tlsCACerts:
path: ../../network/organizations/ordererOrganizations/example.com/orderer
s/orderer.example.com/msp/tlscacerts/tlsca.example.com—cert.pem

#

# List of peers to send various requests to, including endorsement, query
# and event listener registration.

#

peers:
peer0.orgl.example.com:
url: grpcs://localhost:7051
grpcOptions:
ssl-target—-name-override: peer0.orgl.example.com
tlsCACerts:
path: ../../network/organizations/peerOrganizations/orgl.example.com/peers
/peer0.orgl.example.com/msp/tlscacerts/tlsca.orgl.example.com-cert.pem
peerl.orgl.example.com:
url: grpcs://localhost:8051
grpcOptions:
ssl-target-name-override: peerl.orgl.example.com
tlsCACerts:
path: ../../network/organizations/peerOrganizations/orgl.example.com/peers
/peer0.orgl.example.com/msp/tlscacerts/tlsca.orgl.example.com-cert.pem

peer0.org2.example.com:
url: grpcs://localhost:9051
grpcOptions:
ssl-target—-name-override: peer(0.org2.example.com
t1lsCACerts:
path: ../../network/organizations/peerOrganizations/org2.example.com/peers
/peer0.org2.example.com/msp/tlscacerts/tlsca.org2.example.com-cert.pem
peerl.org2.example.com:
url: grpcs://localhost:10051
grpcOptions:
ssl-target—-name-override: peerl.org2.example.com
tlsCACerts:
path: ../../network/organizations/peerOrganizations/org2.example.com/peers
/peer0.org2.example.com/msp/tlscacerts/tlsca.org2.example.com—cert.pem
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# Sample YAML for client config
name: "Orgl Client"

version: "1.0"

description: "Client for Orgl"

# Client section describes the client
client:
# Org name
organization: Orgl
# User context storage
credentialStore:
# State
path: "./credstore/orgl/hfc-kvs"
# Public & Private key
cryptoStore:
path: "./credstore/orgl/hfc-cvs"

#GRPC options
connection:
options:
grpc.keepalive time ms: 120000
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# Sample YAML for client config
name: "Client Org2"

version: "1.0"

description: "Client for Org2"

# Client section describes the client
client:
# Org name
organization: Org2
# User context storage
credentialStore:
# State
path: "./credstore/org2/hfc-kvs"
# Public & Private key
cryptoStore:
path: "./credstore/org2/hfc-cvs"

#GRPC options
connection:
options:
grpc.keepalive time ms: 120000
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57
59

61

use strict’ ;

const fs = require(’fs’);

const Client = require(’fabric—client’);
const { exit } = require(’process’);

var myArgs = process.argv.slice(2);

// Arguments Parcing

const ORG_NAME = myArgs[0];

const USER_NAME = myArgs[1l];

const PEER _NAME = myArgs([2];

const CHANNEL NAME = myArgs([3];

const CHAINCODE_ID = myArgs[4];

const NUMBER OF TXS = parseInt(myArgs[5]);

// Constants for profile
const CONNECTION_PROFILE_PATH = ' ./profiles/dev—connect.yaml’ ;

var CLIENT CONNECTION_PROFILE_PATH;
// Client section configuration

if (ORG_NAME === ‘orgl’) {

CLIENT CONNECTION_PROFILE_PATH = ’ /profiles/orgl—client.yaml’ ;
} else if (ORG_NAME === ‘org2’)

CLIENT CONNECTION_ PROFILE_PATH = ' /profiles/org2—client.yaml’ ;
} else {

console. log( "Exiting : Ivalid Organization name" ) ;

exit(0);

//global counter
var commitedTxs = 0;

// Variable to hold the client
var client = {}
// Variable to hold the channel
var channel = {}

var initial_timer;
var hrstart = [];
var hrend = [];
var total_time = [];
main()
async function main() {
client = await setupClient();
channel = await setupChannel();
var TxArray = [];
var Tx = {};
for (var i = 0; i < NUMBER_OF_TXS; i++)
var meas_info = (Math.floor (10000000 + Math.random() * 90000000)).toStri
ng()

@]

var counter = (Math.floor (10000000 + Math.random() * 90000000)).toString

var id = meas_info + ’_’ + counter;

var model_ json_base64 = generateBase64String(4688);

var model _weights_base64 = generateBase64String(67760);
Tx.id = id;
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62 Tx.model_ json_base64 = model_json_ base64;

63 Tx.model weights_base64 = model_ weights_base64;

64

65 TxArray.push(Tx);

66 }

67

68 initial_timer = process.hrtime();

69 for (var i = 0; i < NUMBER OF TXS; i++) {

70 invokeChaincode(TxArray([i]);

7 }

72

B}

74

75 async function invokeChaincode (tx_data) {

76

77 let peerName = channel.getChannelPeer (PEER_NAME)

78

79 var tx_id = client.newTransactionID();

80 let tx_id_string = tx_id.getTransactionID();

81

82 var request = {

83 targets: peerName,

84 chaincodeId: CHAINCODE_ID,

85 fcn: ’writeModel ',

86 args: [tx data.id, tx_data.model_json base64, tx_data.model_weights_base
641,

87 chainId: CHANNEL NAME,

88 txId: tx_id

89 }i

90

91 hrstart.push(process.hrtime());

92

93 // console.log("#1 channel.sendTransactionProposal Done. ")

9 let results = await channel.sendTransactionProposal(request);

95

% // Array of proposal responses

97 var proposalResponses = results[0];

98

99 var proposal = results[1l];

100

101 var all_good = true;

102 for (var i in proposalResponses) {

103 let good = false

104 if (proposalResponses && proposalResponses[i].response &&

105 proposalResponses[i].response.status === 200) {

106 good = true;

107 // console.log(‘\tinvoke chaincode EP response #${i} was good’);

108 } else {

109 // console.log(‘\tinvoke chaincode EP response #${i} was bad!!!’);

}
11 all good = all_good & good

112 }

113 // console.log("#2 Looped through the EP results all_good=", all good)
114

115 await setupTxListener(tx_id_string)

116 // console.log(’#3 Registered the Tx Listener’)
117

118 var orderer_request = {

119 txId: tx_id,

120 proposalResponses: proposalResponses,

121 proposal: proposal

122 }i

123
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207
208

209
210
21

212
213
214

console.log( "User NOT found in credstore: ", USER_NAME)
process.exit (1)

}

client.setUserContext (userContext, true)

return client

async function setupChannel() {
try {
channel = await client.getChannel (CHANNEL_NAME, true)
} catch (e)
console.log( "Could NOT create channel: ", CHANNEL_NAME)
process.exit(1l)

}

return channel
}
function generateBase64String(length) {

var result = '’;

var characters = ' ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789

' var charactersLength = characters.length;
for (var i = 0; i < length; i++)
result += characters.charAt(Math.floor (Math.random() * charactersLength)

):

}

return result;
}
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172
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await channel.sendTransaction(orderer_request);
// console.log("#4 channel.sendTransaction - waiting for Tx Event")

function setupTxListener(tx_id_string) {
let event_hub = channel.getChannelEventHub (PEER_NAME) ;

event hub.registerTxEvent(tx_id_string, (tx, code, block_num) => {
// console.log("#5 Received Tx Event")
// console.log(’\tThe chaincode invoke chaincode transaction has been co
mmitted on peer %s’, event_ hub.getPeerAddr());
// console.log(’\tTransaction %s is in block %s’, tx, block num);

if (code !== 'VALID') {
// console.log(’\tThe invoke chaincode transaction was invalid, code
:8s’, code);
} else {
// console.log(’\tThe invoke chaincode transaction was VALID.’);

hrend.push(process.hrtime(hrstart[commitedTxs]));
commitedTxs++;
if (commitedTxs === NUMBER OF_ TXS) {
var final timer = process.hrtime(initial_timer);
console.log("\\t", final timer);
for (var timer of hrend)
total_time.push(timer[0] * 1000 + timer[1] / 1000000);
}

var sum = total_time.reduce((acc, c) => acc + ¢, 0);
var average = sum / NUMBER_OF_TXS;
console. log( "\t\tAverage Latency to commit a Tx = %d ms", average);

console.log( "\t\tSubmited Txs=", commitedTxs);
exit(0);

Y
// 3. Callback for errors
(err) => {
console.log(err);
Y

{ unregister: true, disconnect: false }
)i

event_hub.connect();

async function setupClient() {
const client = Client.loadFromConfig(CONNECTION_ PROFILE_PATH)
client.loadFromConfig(CLIENT CONNECTION_ PROFILE_PATH)

await client.initCredentialStores()
.then( (done) => {

// console.log("initCredentialStore(): ", done)
3}
let userContext = await client.loadUserFromStateStore(USER_NAME)
if (userContext == null) {
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’use strict’ ;

const fs = require('fs’);

const Client = require(’fabric—client’);
const { exit } = require(’process’);

var myArgs = process.argv.slice(2);//get arguments from command line

// Arguments Parcing

const ORG_NAME = myArgs([0];

10 const USER_NAME = myArgs([l];

11 const PEER_NAME = myArgs[2];

12 const CHANNEL_NAME = myArgs[3];

13 const CHAINCODE_ ID myArgs([4];

14 const NUMBER OF TXS = parselnt(myArgs[5]);

© O NG E N -

17 // Constants for profile
18 const CONNECTION_PROFILE_PATH = ' ./profiles/dev—connect.yaml’ ;

20 var CLIENT CONNECTION_ PROFILE_PATH;
21 // Client section configuration

22 if (ORG_NAME === ‘orgl’)

23 CLIENT_CONNECTION_PROFILE_PATH = ’ /profiles/orgl—client.yaml’ ;
24 } else if (ORG_NAME === ‘org2’)

25 CLIENT_CONNECTION_PROFILE_PATH = ’ /profiles/org2—client.yaml’ ;
26 } else {

27 console.log( "Exiting : Ivalid Organization name" ) ;

28 exit(0);

29 }

30

st //global counter
var numTxs = 0;

32
33
s // Variable to hold the client
s var client = {}

% // Variable to hold the channel
37 var channel = {}

38
3 var initial_ timer;
4 var hrstart = [];

41 var hrend = [];
4«2 var total_time = [];

4 main()

4 async function main()

47 client = await setupClient();

48

49 channel = await setupChannel();
50

51 let id = ’id_1";

52

53 initial_timer = process.hrtime();
54 for (var i = 0; i < NUMBER_OF_TXS; i++) {
55 queryImage(id); //async call
56 }

57

58

59}

60

2 async function querylmage(id) {
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let peerName = channel.getChannelPeer (PEER_NAME)

let request = {
targets: peerName,
chaincodeId: CHAINCODE_ID,
fcn: ’queryModel’,
args: [id]
}i

// send the query proposal to the peer
hrstart.push(process.hrtime());
let response = await channel.queryByChaincode(request);
hrend.push(process.hrtime(hrstart[numTxs])); //diff of start and end time
numTxs++;
if (numTxs === NUMBER_OF_TXS) {

var final_timer = process.hrtime(initial_timer);

console.log("\\t", final timer);

for (var timer of hrend) {

total_time.push(timer[0] * 1000 + timer[1l] / 1000000);

var sum = total_time.reduce((acc, c) => acc + c, 0);
var average = sum / NUMBER OF_TXS;

//console.log("\t\tAverage Retrieval Latency = $%d ms", average);
//console.log("\t\tQueried Txs = ", numTxs);
exit(0);
}
return

async function setupClient() {

}

const client = Client.loadFromConfig(CONNECTION_ PROFILE_PATH)
client.loadFromConfig(CLIENT CONNECTION_ PROFILE_PATH)

await client.initCredentialStores()
.then((done) => {
// console.log("initCredentialStore():
})

let userContext = await client.loadUserFromStateStore(USER_NAME)
if (userContext == null)
console.log( "User NOT found in credstore: ", USER_NAME )
process.exit(1)

"

, done)

}
client.setUserContext (userContext, true)

return client

async function setupChannel() {

try {
channel = await client.getChannel(CHANNEL_ NAME, true)
} catch (e) {
console.log( "Could NOT create channel: ", CHANNEL_NAME)
process.exit(1l)

return channel
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’use strict’ ;

const fs = require('fs’);

const Client = require( ’fabric—client’);
const { exit } = require(’process’);

var myArgs = process.argv.slice(2);

® NG s ® N =

// Arguments Parcing

9 const ORG_NAME = myArgs[0];

10 const USER_NAME = myArgs[l];

11 const PEER_NAME = myArgs[2];

12 const CHANNEL_NAME = myArgs[3];

13 const CHAINCODE ID = myArgs[4];

14 const NUMBER OF TXS = parseInt(myArgs[5]);

17 // Constants for profile
18 const CONNECTION_PROFILE_PATH = ’ /profiles/dev—connect.yaml’ ;

20 var CLIENT CONNECTION_PROFILE_PATH;
21 // Client section configuration

22 if (ORG_NAME === ‘orgl’)

23 CLIENT CONNECTION_PROFILE_PATH = ’ ./profiles/orgl—client.yaml’ ;
24 } else if (ORG_NAME === ‘org2’)

25 CLIENT CONNECTION_ PROFILE_PATH = ’ /profiles/org2—client.yaml’ ;
2% } else {

27 console.log( "Exiting : Ivalid Organization name" ) ;

28 exit(0);

29

31 //timestamp

2 var base_ timestamp = 201601251930
s //global counter

34 var commitedTxs = 0;

35

s // Variable to hold the client
37 var client = {}
a8 // Variable to hold the channel
39 var channel = {}

41 var initial_ timer;
42 var hrstart = [];

43 var hrend = [];

4 var total_time = [];
45

46 main()

4 async function main() {

49 client = await setupClient();

50

51 channel = await setupChannel();

52

53 initial_timer = process.hrtime();

54 for (var i = 0; i < NUMBER OF TXS; i++) {

55 invokeChaincode();

56

57 // var hrend = process.hrtime(hrstart)

58 // console.info(’Peer : $s : Execution time (hr): %ds %dms’, PEER NAME, hren

d[0j, hrend[l] / 1000000)
60 }

62 async function invokeChaincode() {
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63
64 let peerName = channel.getChannelPeer (PEER_NAME)

65

66 var tx_id = client.newTransactionID();

67 let tx id string = tx_id.getTransactionID();

68

69

70 var meas_info = (Math.floor (10000000 + Math.random() * 90000000)).toString()
7 var counter = (Math.floor (10000000 + Math.random() * 90000000)).toString()
72 var cell name = "8424bf520db261335d52a0b827a78538"

73 var value = (Math.floor (Math.random() * 100)).toString()

74

75 var timestamp = base_timestamp++

76 var timestamp_ string = timestamp.toString()

77

78 var request = {

79 targets: peerName,

80 chaincodeId: CHAINCODE_ID,

81 fcn: ‘write’,

82 args: [meas_info, counter, cell name, value, timestamp_string],

83 chainId: CHANNEL_NAME,

84 txId: tx_id

85 }i

86

87 hrstart.push(process.hrtime());

88 // console.log("#1 channel.sendTransactionProposal Done. ")

89 let results = await channel.sendTransactionProposal(request);

920

91 // Array of proposal responses

92 var proposalResponses = results[0];

93

94 var proposal = results[l];

95

9% var all_good = true;

97 for (var i in proposalResponses) {

98 let good = false

99 if (proposalResponses && proposalResponses[i].response &&

100 proposalResponses[i].response.status === 200) {

101 good = true;

102 // console.log(‘\tinvoke chaincode EP response #${i} was good’);
103 } else {

104 // console.log(‘\tinvoke chaincode EP response #S{i} was bad!!!’);
105 }

106 all good = all_good & good

107 }

108 // console.log("#2 Looped through the EP results all_good=", all good)
109

110 await setupTxListener(tx_id_string)

11 // console.log(’#3 Registered the Tx Listener’)
12

113 var orderer_request = {

114 txId: tx_id,

115 proposalResponses: proposalResponses,

116 proposal: proposal

117 }i

118

119 await channel.sendTransaction(orderer_request);

120 // console.log("#4 channel.sendTransaction - waiting for Tx Event")
121

122}

123
124
125 function setupTxListener(tx_id_string) {
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126
127
128
129
130

131
132
133
134

135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186

let event_hub = channel.getChannelEventHub (PEER_NAME) ;

event hub.registerTxEvent(tx_id_string, (tx, code, block_num) => {
// console.log("#5 Received Tx Event")
// console.log(’\tThe chaincode invoke chaincode transaction has been co
mmitted on peer $%s’, event_ hub.getPeerAddr());
// console.log(’\tTransaction %s is in block %s’, tx, block num);

if (code !== 'VALID’) {
// console.log(’\tThe invoke chaincode transaction was invalid, code
:8s’, code);
} else {
// console.log(’\tThe invoke chaincode transaction was VALID.’);

hrend.push(process.hrtime(hrstart[commitedTxs]));
commitedTxs++;
if (commitedTxs === NUMBER_OF_ TXS) {
var final timer = process.hrtime(initial_timer);
console.log("\\t", final_ timer);
for (var timer of hrend) {
total_time.push(timer[0] * 1000 + timer([1] / 1000000);

var sum = total_time.reduce((acc, c) => acc + c, 0);
var average = sum / NUMBER_OF_TXS;
console. log( "\t\tAverage Latency to commit a Tx = %d ms", average);

console.log( "\t\tSubmited Txs=", commitedTxs);
exit(0);

}
// 3. Callback for errors
(err) => {
console.log(err);

{
{ unregister: true, disconnect: false }

)i

event_hub.connect();

async function setupClient() {
const client = Client.loadFromConfig(CONNECTION_ PROFILE_PATH)
client.loadFromConfig(CLIENT_CONNECTION_PROFILE_PATH)
await client.initCredentialStores()

.then((done) => {
// console.log("initCredentialStore(): ", done)

})
let userContext = await client.loadUserFromStateStore(USER_NAME)
if (userContext == null)

console.log( "User NOT found in credstore: ", USER_NAME)
process.exit (1)

}
client.setUserContext (userContext, true)

return client
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187
188
189
190
191
192
193
194
195
196
197
198
199

}

async function setupChannel() {
try {
channel = await client.getChannel (CHANNEL NAME, true)
} catch (e) {
console.log( "Could NOT create channel: ", CHANNEL_NAME)
process.exit(1)

}

return channel
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’use strict’ ;

const fs = require('fs’);

const Client = require('fabric—client’);
const { exit } = require('process’);

var myArgs = process.argv.slice(2);//get arguments from command line

// Arguments Parcing

const ORG_NAME = myArgs([0];
const USER_NAME = myArgs[l];
const PEER_NAME = myArgs[2];
const CHANNEL NAME = myArgs[3
const CHAINCODE_ID = myArgs[4
const NUMBER_OF TXS = parseln

© O NN s BN =
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myArgs[5]);
17 // Constants for profile
18 const CONNECTION_ PROFILE PATH = ’ /profiles/dev—connect.yaml’ ;

20 var CLIENT CONNECTION_PROFILE_PATH;
21 // Client section configuration

22 if (ORG_NAME === ‘orgl’)

23 CLIENT CONNECTION PROFILE PATH = ’ /profiles/orgl—client.yaml’ ;
24 } else if (ORG_NAME === ’‘org2’)

25 CLIENT CONNECTION_PROFILE_PATH = ’ /profiles/org2—client.yaml’ ;
% } else {

27 console.log( "Exiting : Ivalid Organization name" ) ;

28 exit(0);

st //global counter
32 var numTxs = 0;

33
s // Variable to hold the client
35 var client = {}
s // Variable to hold the channel
37 var channel = {}

39 var initial_ timer;
4 var hrstart = [];

41 var hrend = [];

4«2 var total_time = [];

4 main()

45

46 async function main() {

47 client = await setupClient();

48

49 channel = await setupChannel();

50

51 let id = "{\"selector\":{\"_id\" : {\"$eq\" : \"50331648_50331662\"}}}";
52

53 initial_timer = process.hrtime();

54 for (var i = 0; 1 < NUMBER _OF TXS; i++) {
55 queryImage(id); //async call

56

57

58

59}
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64 let peerName = channel.getChannelPeer (PEER_NAME)

65

66 let request = {

67 targets: peerName,

68 chaincodeId: CHAINCODE_ID,

69 fcn: ’queryRecords’ ,

70 args: [id]

7 }i

72

73 // send the query proposal to the peer

74 hrstart.push(process.hrtime());

75 let response = await channel.queryByChaincode(request);
76 hrend.push(process.hrtime(hrstart[numTxs])); //diff of start and end time
77 numTxs++;

8 if (numTxs === NUMBER OF TXS) {

79 var final timer = process.hrtime(initial_ timer);

80 console.log("\W", final timer);

81 for (var timer of hrend) {

82 total_time.push(timer[0] * 1000 + timer[1l] / 1000000);
83 }

84

85 var sum = total_time.reduce((acc, c) => acc + c, 0);
86 var average = sum / NUMBER_OF_TXS;

87

88 //console.log("\t\tAverage Retrieval Latency = %d ms", average);
89 //console.log("\t\tQueried Txs = ", numTxs);

% exit(0);

91 }

92

93 return

94

95

%

97 async function setupClient() {

98

99 const client = Client.loadFromConfig(CONNECTION_ PROFILE_ PATH)
100

101 client.loadFromConfig(CLIENT CONNECTION_PROFILE_PATH)

102

103 await client.initCredentialStores()

104 .then((done) => {

105 // console.log("initCredentialStore(): ", done)
106 })

107

108 let userContext = await client.loadUserFromStateStore(USER_NAME)
109 if (userContext == null) {

110 console.log( "User NOT found in credstore: ", USER_NAME)

111 process.exit(1l)

112 }

113

114 client.setUserContext(userContext, true)

115

116 return client

117

118

119 async function setupChannel() {

120 try {

121 channel = await client.getChannel (CHANNEL NAME, true)
122 } catch (e) {

123 console.log( "Could NOT create channel: ", CHANNEL_NAME)

124 process.exit(1)

125 }

126
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127
128

return channel
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40 }

’use strict’ ;

const { Contract } = require( ’fabric—contract-api’);

class contract_mlModel extends Contract {

async Init(ctx) {

}
async writeModel(ctx, id, model_ json, model_ weights) {
const Telco_Model = {
ID: id,

Model Json: model_json,
Model Weights: model_weights,

}i
return ctx.stub.putState(id, Buffer.from(JSON.stringify(Telco_Model)));
}

// ReadAsset returns the asset stored in the world state with given id.
async queryModel (ctx, id) {

const Telco_Model = await ctx.stub.getState(id);
if (!Telco Model || Telco Model.length === 0)

throw new Error(‘The Model ${id} does not exist’);
}

var record = JSON.parse(Telco_Model)

var model buffer = new Buffer(record.Model Json, ‘base64’);
var weights_buffer = new Buffer(record.Model Weights, ’base64’);

return model_buffer.toString();

42 module.exports = contract_mlModel;
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package main

import (
"encoding/json"
" et
"strconv"
"strings"
"time"

"github.com/hyperledger/fabric-chaincode—go/shim"
"github.com/hyperledger/fabric-protos—go/peer"
)

//SmartContract object! usually empty
type SmartContract struct {

//For this implementaion I assumed that key is
//MeasInfo and Counter. We use this struct to
//store data in the ledger.

type TelcoEntry struct {

MeasInfo string ‘json:"meas_info"'’ //col 1
Counter string ‘json:"counter"’ //col 2
CellName string ‘json:"cell name"’ //col 5
Value float32 ‘json:"value"’ //col 6

Timestamp int64 ‘json:"timestamp"’ //col 7, e.g. 201512200045’ —> '%Y
$m¥d¥H¥M’, this format can be used with numeric comparisons

}

type RecordHistory struct{
TxId string ‘json:"tx_id"“
Timestamp string ‘json:"timestamp"’
Record TelcoEntry ‘json:"record"’

}

// instantiates smart contract

func (s *SmartContract) Init(stub shim.ChaincodeStubInterface) peer.Response {
fmt.Println("Chaincode instantiated")
return shim.Success(nil)

}

// this functions is the chaincode entry point
func (s *SmartContract) Invoke(stub shim.ChaincodeStubInterface) peer.Response {

function, args := stub.GetFunctionAndParameters()

if function == "write" {
return s.write(stub, args)
} else if function == "queryRecords" {
return s.queryRecords(stub, args)
} else if function == "queryRecordsWithPagination" {
return s.queryRecordsWithPagination(stub, args)
} else if function == "getRecordHistory" {
return s.getRecordHistory(stub, args)
}
return shim.Success(nil)
}
// args[0] : meas_info
// args[l] : counter
// args[2] : cell_name
: value

// args[3]
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63 // args[4] : timestamp
64 func (s *SmartContract) write(stub shim.ChaincodeStubInterface, args []string) p
eer .Response {

65
66 // ==== Input sanitation ====

67 if len(args) != 5 {

68 return shim.Error("Invalid number of arguments.")
69 }

70

7 meas_info := strings.ToLower(args[0])

72

73 counter := strings.ToLower(args[l])

74

75 cell name := strings.ToLower(args[2])

76 if (len(cell_name) != 32){

77 return shim.Error("Cell name must have 32 characters length")
78 }

79

80 v, err := strconv.ParseFloat(args[3],32)

81 if err != nil {

82 return shim.Error("4th argument must be a numeric string")
83 }

84 value := float32(v)

85

86 timestamp, err := strconv.Parselnt(args[4], 10, 64)

87 if err != nil {

88 return shim.Error("5th argument must be a numeric string")
89 }

90

91 // ==== Create record key ====

92 record_id := meas_info + "_" + counter

93

94 // ==== Create Telco Entry object and marshal to JSON ====
95 record := TelcoEntry{

9% MeasInfo: meas_info,

97 Counter: counter,

98 CellName: cell name,

99 Value : value,

100 Timestamp : timestamp,

101 }

102

103 recordAsBytes, err := json.Marshal(record)

104 if err != nil {

105 return shim.Error(err.Error())

106 }

107

108 // === Save record to world state ===

109 err = stub.PutState(record_id, recordAsBytes)

110 if err != nil {

11 return shim.Error(err.Error())

112 }

113

114 return shim.Success(nil)

115}

116

117 // eg query string {"selector":{"$timestamp" {"$gt" : 0}}

118 // this query retrieves all records with timestamp greater than 0

119 // args[0] : queryString

120

121 // Need debugging

122 // Error: endorsement failure during invoke. response: status:500 message:

123 // "GET_QUERY_RESULT failed: transaction ID: 9140274f4bd77dc877871f8dfca8eedd929
3adl694c31b6dbd9cfaafc628d124: invalid character '{’ after object key"
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124

125
126
127
128

156
157
158
159
160
161

162

165

174
175
176
177

178
179

181

func (s *SmartContract) queryRecords(stub shim.ChaincodeStubInterface, args []st
ring) peer.Response {

1")

s)

fmt.Println("I am in")
if len(args) < 1 {
return shim.Error("Incorrect number of arguments. Expecting only

}
queryString := args[0]
resultsIterator, err := stub.GetQueryResult(queryString)
if err != nil {
return shim.Error(err.Error())
éefer resultsIterator.Close()
var records []TelcoEntry
records, err = constructQueryResponseFromIterator(resultsIterator,record
if err != nil {

return shim.Error(err.Error())
}

recordsBytes, err := json.Marshal(records)
if err != nil {

return shim.Error("Marshal failed!")
}

fmt.Println(recordsBytes)

return shim.Success(recordsBytes)

// eg query string {"selector":{"$timestamp" {"$gt" : 0}}

// this query retrieves all records with timestamp greater than 0
// args[0] : queryString

// args[l] : pageSize

// args[2]

bookmark

func (s *SmartContract) queryRecordsWithPagination(stub shim.ChaincodeStubInterf
ace, args []string) peer.Response {
/

==== Input sanitation ====
queryString := args[0]

pageSize, err := strconv.ParseInt(args[l], 10, 32)
if err != nil {

return shim.Error(err.Error())
}

bookmark := args[2]

var records []TelcoEntry

loop := true
for loop {
resultsIterator, responseMetadata, err := stub.GetQueryResultWit

hPagination(queryString, int32(pageSize), bookmark)

if err != nil {
return shim.Error(err.Error())

defer resultsIterator.Close()
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182
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184
185
186
187
188
189
190
191
192

198

records, err = constructQueryResponseFromIterator(resultsIterato

r, records)

}

if err != nil {
return shim.Error(err.Error())

}

if responseMetadata.FetchedRecordsCount == 0 {
loop = false

}

bookmark = responseMetadata.Bookmark

fmt.Println("paginated results")

}
recordsBytes, err := json.Marshal(records)
if err != nil {

return shim.Error("Marshal failed!")
}

fmt.Println(recordsBytes)

return shim.Success (recordsBytes)

//args[0] : record_id
func (s *SmartContract) getRecordHistory(stub shim.ChaincodeStubInterface, args
[Istring) peer.Response {

1)

if len(args) != 1 {
return shim.Error("Incorrect number of arguments. Expecting only
}
record_id := args[0]
resultsIterator, err := stub.GetHistoryForKey(record_id)
if err != nil {

return shim.Error(err.Error())
defer resultsIterator.Close()
var historyArray []RecordHistory
for resultsIterator.HasNext() {
response, err := resultsIterator.Next()
if err != nil {
return shim.Error(err.Error())
}

var recordInstance RecordHistory

recordInstance.TxId = response.TxId
recordInstance.Timestamp = time.Unix(response.Timestamp.Seconds,

int64 (response.Timestamp.Nanos)).String()

var value TelcoEntry
err = json.Unmarshal(response.Value, &value)
if err != nil {
return shim.Error(err.Error())
}

recordInstance.Record = value
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241

242 historyArray = append(historyArray, recordInstance)
243 }

244

245 responseBytes, err := json.Marshal(historyArray)
246 if err != nil {

247 return shim.Error("Marshal failed!")

248 }

249

250 fmt.Println(responseBytes)

251

252 return shim.Success (responseBytes)

253}

254

255 // this is an utility function

256 func constructQueryResponseFromIterator(resultsIterator shim.StateQueryIteratorI
nterface, recordsArray [ ]TelcoEntry) ([]TelcoEntry, error) {

257

258 // Get the query results

259 for resultsIterator.HasNext() {

260 queryResponse, err := resultsIterator.Next()
261 if err != nil {

262 return nil, err

263 }

264

265 // Get the retrieved record

266 var record TelcoEntry

267 err = json.Unmarshal(queryResponse.Value, &record)
268 if err != nil {

269 return nil, err

270 }

2n

272 recordsArray = append(recordsArray, record)
273

274 }

275

276 return recordsArray, nil

277}

278
279 func main() {

280 err := shim.Start(new(SmartContract))

281 if err != nil {

282 fmt.Printf("Error when starting chaincode : %s", err)
283 }

284 }
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Organizations:
— &OrdererOrg
Name: OrdererOrg
# ID to load the MSP definition as
ID: OrdererMSP
# MSPDir is the filesystem path which contains the MSP configuration
MSPDir: ../organizations/ordererOrganizations/example.com/msp

# Policies defines the set of policies at this level of the config tree
# For organization policies, their canonical path is usually
#  /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
Policies:
Readers:
Type: Signature
Rule: "OR('OrdererMSP.member’)"
Writers:
Type: Signature
Rule: "OR('OrdererMSP.member’)"
Admins:
Type: Signature
Rule: "OR('’OrdererMSP.admin’)"

OrdererEndpoints:
— orderer.example.com:7050

- &0rgl
# DefaultOrg defines the organization which is used in the sampleconfig
# of the fabric.git development environment
Name: OrglMSP
# ID to load the MSP definition as
ID: OrglMSP
MSPDir: ../organizations/peerOrganizations/orgl.example.com/msp

# Policies defines the set of policies at this level of the config tree
# For organization policies, their canonical path is usually
# /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
Policies:
Readers:
Type: Signature
Rule: "OR('OrglMSP.admin’, ’'OrglMSP.peer’, ’‘OrglMSP.client’)"
Writers:
Type: Signature
Rule: "OR(’OrglMSP.admin’, ’OrglMSP.client’)"
Admins:
Type: Signature
Rule: "OR('OrglMSP.admin’)"
Endorsement:
Type: Signature
Rule: "OR('’'OrglMSP.peer’)"

# leave this flag set to true.
AnchorPeers:
# AnchorPeers defines the location of peers which can be used
# for cross org gossip communication. Note, this value is only
# encoded in the genesis block in the Application section context
— Host: peer0.orgl.example.com
Port: 7051

- &0rg2
# DefaultOrg defines the organization which is used in the sampleconfig
# of the fabric.git development environment
Name: Org2MsSP
# ID to load the MSP definition as
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84
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95
96
97
98
99
100
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102

ID: Org2MSP
MSPDir: ../organizations/peerOrganizations/org2.example.com/msp

# Policies defines the set of policies at this level of the config tree
# For organization policies, their canonical path is usually
#  /Channel/<Application|Orderer>/<OrgName>/<PolicyName>
Policies:
Readers:
Type: Signature
Rule: "OR(’Org2MSP.admin’, ’‘Org2MSP.peer’, ‘Org2MSP.client’)"
Writers:
Type: Signature
Rule: "OR(’Org2MSP.admin’, ’‘Org2MSP.client’)"
Admins:
Type: Signature
Rule: "OR(’Org2MSP.admin’)"
Endorsement:
Type: Signature
Rule: "OR(’Org2MSP.peer’)"

AnchorPeers:
# AnchorPeers defines the location of peers which can be used
# for cross org gossip communication. Note, this value is only
# encoded in the genesis block in the Application section context
— Host: peer0.org2.example.com
Port: 9051

HHHAHHHHHHARAHH AR HHHAAR AR ARSI AR R R AARHHAA AR AR AR AAAH A AR

HHHBHHBHRH R RHRHBHRHR®

SECTION: Capabilities

- This section defines the capabilities of fabric network. This is a new
concept as of v1.1.0 and should not be utilized in mixed networks with
v1.0.x peers and orderers. Capabilities define features which must be
present in a fabric binary for that binary to safely participate in the
fabric network. For instance, if a new MSP type is added, newer binaries
might recognize and validate the signatures from this type, while older
binaries without this support would be unable to validate those
transactions. This could lead to different versions of the fabric binaries
having different world states. Instead, defining a capability for a channel
informs those binaries without this capability that they must cease
processing transactions until they have been upgraded. For v1.0.x if any
capabilities are defined (including a map with all capabilities turned off)
then the v1.0.x peer will deliberately crash.

B
Capabilities:

# Channel capabilities apply to both the orderers and the peers and must be
# supported by both.

# Set the value of the capability to true to require it.

Channel: &ChannelCapabilities

V2_0 capability ensures that orderers and peers behave according

to v2.0 channel capabilities. Orderers and peers from

prior releases would behave in an incompatible way, and are therefore
not able to participate in channels at v2.0 capability.

Prior to enabling V2.0 channel capabilities, ensure that all

orderers and peers on a channel are at v2.0.0 or later.

V2_0: true

HHHFHRHH®

# Orderer capabilities apply only to the orderers, and may be safely
# used with prior release peers.

# Set the value of the capability to true to require it.

Orderer: &OrdererCapabilities
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# V2_0 orderer capability ensures that orderers behave according

# to v2.0 orderer capabilities. Orderers from

# prior releases would behave in an incompatible way, and are therefore
# not able to participate in channels at v2.0 orderer capability.

# Prior to enabling V2.0 orderer capabilities, ensure that all

# orderers on channel are at v2.0.0 or later.

V2_0: true

# Application capabilities apply only to the peer network, and may be safely
# used with prior release orderers.
# Set the value of the capability to true to require it.
Application: &ApplicationCapabilities
# V2_0 application capability ensures that peers behave according
# to v2.0 application capabilities. Peers from
# prior releases would behave in an incompatible way, and are therefore
# not able to participate in channels at v2.0 application capability.
# Prior to enabling V2.0 application capabilities, ensure that all
# peers on channel are at v2.0.0 or later.
V2_0: true

B i
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SECTION: Application

— This section defines the values to encode into a config transaction or
genesis block for application related parameters

i i e e e e
Application: &ApplicationDefaults

# Organizations is the list of orgs which are defined as participants on
# the application side of the network
Organizations:

# Policies defines the set of policies at this level of the config tree
# For Application policies, their canonical path is
# /Channel/Application/<PolicyName>
Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
Writers:
Type: ImplicitMeta
Rule: "ANY Writers"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"
LifecycleEndorsement:
Type: ImplicitMeta
Rule: "ANY Endorsement"
Endorsement:
Type: ImplicitMeta
Rule: "ANY Endorsement"

Capabilities:
<<: *ApplicationCapabilities

b i

SECTION: Orderer

— This section defines the values to encode into a config transaction or
genesis block for orderer related parameters
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Orderer: &OrdererDefaults

# Orderer Type: The orderer implementation to start
OrdererType: etcdraft

Addresses:
- orderer.example.com:7050

EtcdRaft:
Consenters:
- Host: orderer.example.com
Port: 7050
ClientTLSCert: ../organizations/ordererOrganizations/example.com/order

ers/orderer.example.com/tls/server.crt

ServerTLSCert: ../organizations/ordererOrganizations/example.com/order

ers/orderer.example.com/tls/server.crt

# Batch Timeout: The amount of time to wait before creating a batch
BatchTimeout: 2s

# Batch Size: Controls the number of messages batched into a block
BatchSize:

# Max Message Count: The maximum number of messages to permit in a batch
MaxMessageCount: 10

# Absolute Max Bytes: The absolute maximum number of bytes allowed for
# the serialized messages in a batch.
AbsoluteMaxBytes: 99 MB

# Preferred Max Bytes: The preferred maximum number of bytes allowed for
# the serialized messages in a batch. A message larger than the preferre

# max bytes will result in a batch larger than preferred max bytes.
PreferredMaxBytes: 512 KB

# Organizations is the list of orgs which are defined as participants on
# the orderer side of the network
Organizations:

# Policies defines the set of policies at this level of the config tree
# For Orderer policies, their canonical path is
# /Channel/Orderer/<PolicyName>
Policies:
Readers:
Type: ImplicitMeta
Rule: "ANY Readers"
Writers:
Type: ImplicitMeta
Rule: "ANY Writers"
Admins:
Type: ImplicitMeta
Rule: "MAJORITY Admins"
# BlockValidation specifies what signatures must be included in the bloc

# from the orderer for the peer to validate it.
BlockValidation:

Type: ImplicitMeta

Rule: "ANY Writers"

i o i G o
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209 #

50 # CHANNEL

251 #

252 # This section defines the values to encode into a config transaction or
253 # genesis block for channel related parameters.

54 #

255 HAHHHHHHHHHHHHAHAHHHAHHHAHHRHARAAAHAAA A AR A RAAAHAFHRAA AR A AR AR B AR
256 Channel: &ChannelDefaults

257 # Policies defines the set of policies at this level of the config tree
258 # For Channel policies, their canonical path is

259 # /Channel/<PolicyName>

260 Policies:

261 # Who may invoke the ’Deliver’ API

262 Readers:

263 Type: ImplicitMeta

264 Rule: "ANY Readers"

265 # Who may invoke the ’Broadcast’ API

266 Writers:

267 Type: ImplicitMeta

268 Rule: "ANY Writers"

269 # By default, who may modify elements at this config level
270 Admins:

271 Type: ImplicitMeta

272 Rule: "MAJORITY Admins"

273

274 # Capabilities describes the channel level capabilities, see the
275 # dedicated Capabilities section elsewhere in this file for a full
276 # description

277 Capabilities:

278 <<: *ChannelCapabilities

279
280 HAAHHHHRRAHRARPHRAAH AR HHHHARHHHAHHARRR AR HHAARR A A A AR IR AR R R HAAAAR AR RRAHAAS
281
282
283
284
285
286
287 HAHHHHHHHHHRHRARHHHHAH HHAHHRHARAAAH R HHAHRRABHRAAHHAAHHA R RRRA AR A HAA WA AR HRAS
288 Profiles:

289

Profile

- Different configuration profiles may be encoded here to be specified
as parameters to the configtxgen tool

HH W IHRH®

290 TwoOrgsOrdererGenesis:

291 <<: *ChannelDefaults

292 Orderer:

203 <<: *OrdererDefaults

294 Organizations:

295 - *OrdererOrg

296 Capabilities:

297 <<: *OrdererCapabilities
208 Consortiums:

299 SampleConsortium:

300 Organizations:

301 - *Orgl

302 - *0rg2

303 BasicChannel:

304 Consortium: SampleConsortium

305 <<: *ChannelDefaults

306 Application:

307 <<: *ApplicationDefaults

308 Organizations:

309 - *0Orgl

310 - *0rg2

311 Capabilities:

Jan 09, 21 13:17 configtx.yaml Page 6/6
312 <<: *ApplicationCapabilities
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ﬁ##############################################################################
# Peer section

#
HAHAHHH AR A HHAA A A AR R R AR AR RN B AR AR RARA AR
peer:

# The peer id provides a name for this peer instance and is used when
# naming docker resources.
id: jdoe

# The networkId allows for logical separation of networks and is used when
# naming docker resources.
networkId: dev

# The Address at local network interface this Peer will listen on.
# By default, it will listen on all network interfaces
listenAddress: 0.0.0.0:7051

# The endpoint this peer uses to listen for inbound chaincode connections.
If this is commented-out, the listen address is selected to be
the peer’s address (see below) with port 7052
chaincodeListenAddress: 0.0.0.0:7052

#

#

#

# The endpoint the chaincode for this peer uses to connect to the peer.

# If this is not specified, the chaincodeListenAddress address is selected.
# And if chaincodeListenAddress is not specified, address is selected from
# peer listenAddress.

# chaincodeAddress: 0.0.0.0:7052

#

#

#

#

a

When used as peer config, this represents the endpoint to other peers

in the same organization. For peers in other organization, see
gossip.externalEndpoint for more info.

When used as CLI config, this means the peer’s endpoint to interact with
ddress: 0.0.0.0:7051

# Whether the Peer should programmatically determine its address
# This case is useful for docker containers.
addressAutoDetect: false

# Keepalive settings for peer server and clients
keepalive:
# Interval is the duration after which if the server does not see
# any activity from the client it pings the client to see if it’s alive
interval: 7200s
# Timeout is the duration the server waits for a response
# from the client after sending a ping before closing the connection
timeout: 20s
# MinInterval is the minimum permitted time between client pings.
# If clients send pings more frequently, the peer server will
# disconnect them
minInterval: 60s
# Client keepalive settings for communicating with other peer nodes
client:
# Interval is the time between pings to peer nodes. This must
# greater than or equal to the minInterval specified by peer
# nodes
interval: 60s
# Timeout is the duration the client waits for a response from
# peer nodes before closing the connection
timeout: 20s
# DeliveryClient keepalive settings for communication with ordering
# nodes.
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nts

deliveryClient:
# Interval is the time between pings to ordering nodes. This must
# greater than or equal to the minInterval specified by ordering
# nodes.
interval: 60s
# Timeout is the duration the client waits for a response from
# ordering nodes before closing the connection
timeout: 20s

# Gossip related configuration
gossip:

Bootstrap set to initialize gossip with.
This is a list of other peers that this peer reaches out to at startup

%%

Important: The endpoints here have to be endpoints of peers in the sam

3

organization, because the peer would refuse connecting to these endpoi

3k

unless they are in the same organization as the peer.
bootstrap: 127.0.0.1:7051

NOTE: orgLeader and useLeaderElection parameters are mutual exclusive.
Setting both to true would result in the termination of the peer
since this is undefined state. If the peers are configured with
useLeaderElection=false, make sure there is at least 1 peer in the
organization that its orgLeader is set to true.

Defines whenever peer will initialize dynamic algorithm for
"leader" selection, where leader is the peer to establish
connection with ordering service and use delivery protocol
to pull ledger blocks from ordering service. It is recommended to
use leader election for large networks of peers.
useLeaderElection: true

# Statically defines peer to be an organization "leader",

# where this means that current peer will maintain connection
# with ordering service and disseminate block across peers in
# its own organization

orgLeader: false

HHHHH HHHHRR

# Interval for membershipTracker polling
membershipTrackerInterval: 5s

# Overrides the endpoint that the peer publishes to peers

# in its organization. For peers in foreign organizations

# see 'externalEndpoint’

endpoint:

# Maximum count of blocks stored in memory

maxBlockCountToStore: 100

# Max time between consecutive message pushes(unit: millisecond)
maxPropagationBurstLatency: 10ms

# Max number of messages stored until a push is triggered to remote peer

maxPropagationBurstSize: 10

# Number of times a message is pushed to remote peers
propagatelterations: 1

# Number of peers selected to push messages to
propagatePeerNum: 3

# Determines frequency of pull phases(unit: second)

# Must be greater than digestWaitTime + responseWaitTime
pullInterval: 4s

# Number of peers to pull from

pullPeerNum: 3
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# Determines frequency of pulling state info messages from peers(unit: s

econd)

requestStateInfoInterval: 4s

# Determines frequency of pushing state info messages to peers(unit: sec
ond)

publishStateInfoInterval: 4s

# Maximum time a stateInfo message is kept until expired

stateInfoRetentionInterval:

# Time from startup certificates are included in Alive messages(unit: se
cond)

publishCertPeriod: 10s

# Should we skip verifying block messages or not (currently not in use)

skipBlockVerification: false

# Dial timeout(unit: second)

dialTimeout: 3s

# Connection timeout(unit: second)

connTimeout: 2s

# Buffer size of received messages

recvBuffSize: 20

# Buffer size of sending messages

sendBuffSize: 200

# Time to wait before pull engine processes incoming digests (unit: seco
nd)

# Should be slightly smaller than requestWaitTime

digestWaitTime: 1s

# Time to wait before pull engine removes incoming nonce (unit: millisec
onds)

# Should be slightly bigger than digestWaitTime

requestWaitTime: 1500ms

# Time to wait before pull engine ends pull (unit: second)

responseWaitTime: 2s

# Alive check interval(unit: second)

aliveTimeInterval: 5s

# Alive expiration timeout(unit: second)

aliveExpirationTimeout: 25s

# Reconnect interval(unit: second)

reconnectInterval: 25s

# This is an endpoint that is published to peers outside of the organiza
tion.

# If this isn’t set, the peer will not be known to other organizations.

externalEndpoint:

# Leader election service configuration

election:

# Longest time peer waits for stable membership during leader electi
on startup (unit: second)

startupGracePeriod: 15s

# Interval gossip membership samples to check its stability (unit: s
econd)

membershipSampleInterval: 1s

# Time passes since last declaration message before peer decides to
perform leader election (unit: second)

leaderAliveThreshold: 10s

# Time between peer sends propose message and declares itself as a 1
eader (sends declaration message) (unit: second)

leaderElectionDuration: 5s

pvtData:
# pullRetryThreshold determines the maximum duration of time private
data corresponding for a given block
# would be attempted to be pulled from peers until the block would b
e committed without the private data
pullRetryThreshold: 60s
# As private data enters the transient store, it is associated with
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the peer’s ledger’s height at that time.

# transientstoreMaxBlockRetention defines the maximum difference bet
ween the current ledger’s height upon commit,

# and the private data residing inside the transient store that is g
uaranteed not to be purged.

# Private data is purged from the transient store when blocks with s
equences that are multiples

# of transientstoreMaxBlockRetention are committed.

transientstoreMaxBlockRetention: 1000

# pushAckTimeout is the maximum time to wait for an acknowledgement
from each peer

# at private data push at endorsement time.

pushAckTimeout: 3s

# Block to live pulling margin, used as a buffer

# to prevent peer from trying to pull private data

# from peers that is soon to be purged in next N blocks.

# This helps a newly joined peer catch up to current

# blockchain height quicker.

btlPullMargin: 10

# the process of reconciliation is done in an endless loop, while in
each iteration reconciler tries to

# pull from the other peers the most recent missing blocks with a ma
ximum batch size limitation.

# reconcileBatchSize determines the maximum batch size of missing pr
ivate data that will be reconciled in a

# single iteration.

reconcileBatchSize: 10

# reconcileSleepInterval determines the time reconciler sleeps from
end of an iteration until the beginning

# of the next reconciliation iteration.

reconcileSleepInterval: 1m

# reconciliationEnabled is a flag that indicates whether private dat
a reconciliation is enable or not.

reconciliationEnabled: true

# skipPullingInvalidTransactionsDuringCommit is a flag that indicate
s whether pulling of invalid

# transaction’s private data from other peers need to be skipped dur
ing the commit time and pulled

# only through reconciler.

skipPullingInvalidTransactionsDuringCommit: false

# Gossip state transfer related configuration
state:
# indicates whenever state transfer is enabled or not
# default value is true, i.e. state transfer is active
# and takes care to sync up missing blocks allowing
# lagging peer to catch up to speed with rest network
enabled: true
# checkInterval interval to check whether peer is lagging behind eno

ugh to
# request blocks via state transfer from another peer.
checkInterval: 10s
# responseTimeout amount of time to wait for state transfer response
from

# other peers

responseTimeout: 3s

# batchSize the number of blocks to request via state transfer from
another peer

batchSize: 10

# blockBufferSize reflects the size of the re-ordering buffer

# which captures blocks and takes care to deliver them in order

# down to the ledger layer. The actually buffer size is bounded betw
een
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# 0 and 2*blockBufferSize, each channel maintains its own buffer
blockBufferSize: 100

# maxRetries maximum number of re-tries to ask

# for single state transfer request

maxRetries: 3

# TLS Settings
tls:
# Require server-side TLS
enabled: false
# Require client certificates / mutual TLS.
# Note that clients that are not configured to use a certificate will
# fail to connect to the peer.
clientAuthRequired: false
# X.509 certificate used for TLS server
cert:
file: tls/server.crt
# Private key used for TLS server (and client if clientAuthEnabled
# is set to true
key:
file: tls/server.key
# Trusted root certificate chain for tls.cert
rootcert:
file: tls/ca.crt
# Set of root certificate authorities used to verify client certificates
clientRootCAs:
files:
- tls/ca.crt
# Private key used for TLS when making client connections. If
# not set, peer.tls.key.file will be used instead
clientKey:
file:
# X.509 certificate used for TLS when making client connections.
# If not set, peer.tls.cert.file will be used instead
clientCert:
file:

# Authentication contains configuration parameters related to authenticating
# client messages
authentication:

# the acceptable difference between the current server time and the

# client’s time as specified in a client request message

timewindow: 15m

# Path on the file system where peer will store data (eg ledger). This
# location must be access control protected to prevent unintended

# modification that might corrupt the peer operations.

fileSystemPath: /var/hyperledger/production

# BCCSP (Blockchain crypto provider): Select which crypto implementation or
# library to use
BCCSP:
Default: SW
# Settings for the SW crypto provider (i.e. when DEFAULT: SW)
SW:
# TODO: The default Hash and Security level needs refactoring to be
# fully configurable. Changing these defaults requires coordination
# SHA2 is hardcoded in several places, not only BCCSP
Hash: SHA2
Security: 256
# Location of Key Store
FileKeyStore:
# If "", defaults to 'mspConfigPath’/keystore
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#

KeyStore:

# Settings for the PKCS#11 crypto provider (i.e. when DEFAULT: PKCS11)
PKCS11:

# Location of the PKCS1l module library

Library:

# Token Label

Label:

# User PIN

Pin:

Hash:

Security:

Path on the file system where peer will find MSP local configurations

mspConfigPath: msp

#
#
#
#
#
#

S

Identifier of the local MSP

———=111 ! IMPORTANT!!!—!! ! IMPORTANT!!!-!!!IMPORTANT!!!!———
Deployers need to change the value of the localMspIld string.
In particular, the name of the local MSP ID of a peer needs
to match the name of one of the MSPs in each of the channel
that this peer is a member of. Otherwise this peer’s messages
will not be identified as valid by other nodes.

localMspId: SampleOrg

# CLI common client config options
client:
# connection timeout
connTimeout: 3s
# Delivery service related config
deliveryclient:
# It sets the total time the delivery service may spend in reconnection
# attempts until its retry logic gives up and returns an error
reconnectTotalTimeThreshold: 3600s
# It sets the delivery service <-> ordering service node connection time
connTimeout: 3s
# It sets the delivery service maximal delay between consecutive retries
reConnectBackoffThreshold: 3600s
# A list of orderer endpoint addresses which should be overridden
# when found in channel configurations.
addressOverrides:
# — from:
# to:
# caCertsFile:
# — from:
# to:
# caCertsFile:
# Type for the local MSP - by default it’s of type bccsp

localMspType: bccsp

# Used with Go profiling tools only in none production environment. In
# production, it should be disabled (eg enabled: false)
profile:
enabled: false
listenAddress: 0.0.0.0:6060
# Handlers defines custom handlers that can filter and mutate
# objects passing within the peer, such as:
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de

tion

Auth filter - reject or forward proposals from clients
Decorators - append or mutate the chaincode input passed to the chainco

Endorsers — Custom signing over proposal response payload and its muta

Valid handler definition contains:
— A name which is a factory method name defined in
core/handlers/library/library.go for statically compiled handlers
— library path to shared object binary for pluggable filters
Auth filters and decorators are chained and executed in the order that
they are defined. For example:
authFilters:
name: FilterOne
library: /opt/lib/filter.so
name: FilterTwo
decorators:

name: DecoratorOne

name: DecoratorTwo
library: /opt/lib/decorator.so
Endorsers are configured as a map that its keys are the endorsement system

RN R RRRBRRHFHBRRHR B HH®

chaincodes that are being overridden.

# Below is an example that overrides the default ESCC and uses an endorsemen

t plugin that has the same functionality

# as the default ESCC.
# If the ’'library’ property is missing, the name is used as the constructor

method in the builtin library similar

ate

# to auth filters and decorators.
# endorsers:

#  escc:

# name: DefaultESCC

# library: /etc/hyperledger/fabric/plugin/escc.so
handlers:

authFilters:

name: DefaultAuth
name: ExpirationCheck # This filter checks identity x509 certific
expiration
decorators:
name: DefaultDecorator
endorsers:
escc:
name: DefaultEndorsement
library:
validators:
vscc:
name: DefaultValidation
library:

# library: /etc/hyperledger/fabric/plugin/escc.so

# Number of goroutines that will execute transaction validation in parallel.
# By default, the peer chooses the number of CPUs on the machine. Set this
# variable to override that choice.

# NOTE: overriding this value might negatively influence the performance of
# the peer so please change this value only if you know what you’re doing
validatorPoolSize:

# The discovery service is used by clients to query information about peers,

B-38




Jan 09, 21 13:18 core.yaml Page 8/12

403
404
405
4086
407
408
409
410
41
412

413
414
415

418
417
418
419
420

421
422
423
424
425
426
427
428
429
430
431
432

433
434
435
436
437
438
439
440
441

442
443
444
445
446
447
448

449
450
451
452
453
454

455
456
457
458
459
460

# such as - which peers have joined a certain channel, what is the latest
# channel config, and most importantly - given a chaincode and a channel,
# what possible sets of peers satisfy the endorsement policy.
discovery:
enabled: true
# Whether the authentication cache is enabled or not.
authCacheEnabled: true
# The maximum size of the cache, after which a purge takes place
authCacheMaxSize: 1000
# The proportion (0 to 1) of entries that remain in the cache after the
cache is purged due to overpopulation
authCachePurgeRetentionRatio: 0.75
# Whether to allow non-admins to perform non channel scoped queries.
# When this is false, it means that only peer admins can perform non cha
nnel scoped queries.
orgMembersAllowedAccess: false

# Limits is used to configure some internal resource limits.

limits:
# Concurrency limits the number of concurrently running system chaincode r
equests.
# This option is only supported for gscc at this time.
concurrency:
gscc: 5000

B i i i
#
# VM section

#
HHAHFHHHHAAHHHHA AR AR HHHARH A AA A AR AR A AAH A A AR AR AR A A AR A AH
vm:

# Endpoint of the vm management system. For docker can be one of the follow
ing in general

# unix:///var/run/docker.sock

# http://localhost:2375

# https://localhost:2376

endpoint: unix:///var/run/docker.sock

# settings for docker vms

docker:
tls:
enabled: false
ca:
file: docker/ca.crt
cert:
file: docker/tls.crt
key:

file: docker/tls.key

# Enables/disables the standard out/err from chaincode containers for
# debugging purposes
attachStdout: false

Parameters on creating docker container.

Container may be efficiently created using ipam & dns-server for clust
er
NetworkMode - sets the networking mode for the container. Supported
standard values are: ‘host’(default),‘bridge’,‘ipvlan’,‘none’.

Dns - a list of DNS servers for the container to use.

Note: ‘Privileged’ ‘Binds’ ‘Links’ and ‘PortBindings’ properties of
Docker Host Config are not supported and will not be used if set.
LogConfig - sets the logging driver (Type) and related options

BB HR W

B-39




Jan 09, 21 13:18 core.yaml Page 9/12

461
462
463
464
465
466
467
468
469
470
471
a72
473
474
475
476
ar7
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523

# (Config) for Docker. For more info,
# https://docs.docker.com/engine/admin/logging/overview/
# Note: Set LogConfig using Environment Variables is not supported.
hostConfig:
NetworkMode: host
Dns:
# — 192.168.0.1
LogConfig:
Type: json—-file
Config:
max-size: "50m"
max—-file: "5"
Memory: 2147483648

B i i
#

Chaincode section

HARBHAHHHHAAHH A AR AR A AAA R AR IR B AR AR A TR A AR A
chaincode:

# The id is used by the Chaincode stub to register the executing Chaincode
# ID with the Peer and is generally supplied through ENV variables
# the ‘path’ form of ID is provided when installing the chaincode.
# The ‘name’ is used for all other requests and can be any string.
id:
path:
name:

# Generic builder environment, suitable for most chaincode types
builder: $(DOCKER_NS)/fabric-ccenv:$(PROJECT_ VERSION)

# Enables/disables force pulling of the base docker images (listed below)
# during user chaincode instantiation.

# Useful when using moving image tags (such as :latest)

pull: false

golang:
# golang will never need more than baseos
runtime: $(DOCKER_NS)/fabric-baseos:$(PROJECT_VERSION)

# whether or not golang chaincode should be linked dynamically
dynamicLink: false

java:
# This is an image based on java:openjdk-8 with addition compiler
# tools added for java shim layer packaging.
# This image is packed with shim layer libraries that are necessary
# for Java chaincode runtime.
runtime: $(DOCKER_NS)/fabric-javaenv:latest

node:
# This is an image based on node:$(NODE_VER)-alpine
runtime: $(DOCKER_NS)/fabric-nodeenv:latest

# List of directories to treat as external builders and launchers for

# chaincode. The external builder detection processing will iterate over the
# builders in the order specified below.

externalBuilders: []

# The maximum duration to wait for the chaincode build and install process
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# to complete.
installTimeout: 300s

# Timeout duration for starting up a container and waiting for Register
# to come through.
startuptimeout: 300s

# Timeout duration for Invoke and Init calls to prevent runaway.

# This timeout is used by all chaincodes in all the channels, including

# system chaincodes.

# Note that during Invoke, if the image is not available (e.g. being

# cleaned up when in development environment), the peer will automatically
# build the image, which might take more time. In production environment,
# the chaincode image is unlikely to be deleted, so the timeout could be
# reduced accordingly.

executetimeout: 30s

# There are 2 modes: "dev" and "net".

# In dev mode, user runs the chaincode after starting peer from
# command line on local machine.

# In net mode, peer will run chaincode in a docker container.
mode: net

# keepalive in seconds. In situations where the communiction goes through a

# proxy that does not support keep-alive, this parameter will maintain conne
ction

# between peer and chaincode.

# A value <= 0 turns keepalive off

keepalive: 0

# system chaincodes whitelist. To add system chaincode "myscc" to the
# whitelist, add "myscc: enable" to the list below, and register in
# chaincode/importsysccs.go
system:

_lifecycle: enable

cscc: enable

lscc: enable

escc: enable

vscc: enable

gscc: enable

# Logging section for the chaincode container
logging:
# Default level for all loggers within the chaincode container
level: info
# Override default level for the ’'shim’ logger
shim: warning
# Format for the chaincode container logs
format: ‘%{color}%{time:2006-01-02 15:04:05.000 MST} [%¥{module}] %{shortfu
nc} —> %${level:.4s} %{id:03x}%{color:reset} %{message}’

B
#

# Ledger section - ledger configuration encompasses both the blockchain
# and the state

#
B e
ledger:

blockchain:

state:
# stateDatabase — options are "goleveldb", "CouchDB"
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# goleveldb - default state database stored in goleveldb.
# CouchDB - store state database in CouchDB
stateDatabase: goleveldb

# Limit on the number of records to return per query
totalQueryLimit: 100000

couchDBConfig:

# It is recommended to run CouchDB on the same server as the peer, and
# not map the CouchDB container port to a server port in docker-compose.
# Otherwise proper security must be provided on the connection between
# CouchDB client (on the peer) and server.

couchDBAddress: 127.0.0.1:5984

# This username must have read and write authority on CouchDB

username:

# The password is recommended to pass as an environment variable

# during start up (eg CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD).

# If it is stored here, the file must be access control protected

# to prevent unintended users from discovering the password.

password:

# Number of retries for CouchDB errors

maxRetries: 3

# Number of retries for CouchDB errors during peer startup
maxRetriesOnStartup: 12

# CouchDB request timeout (unit: duration, e.g. 20s)

requestTimeout: 35s

# Limit on the number of records per each CouchDB query

# Note that chaincode queries are only bound by totalQueryLimit.

# Internally the chaincode may execute multiple CouchDB queries,

# each of size internalQueryLimit.

internalQueryLimit: 1000

# Limit on the number of records per CouchDB bulk update batch
maxBatchUpdateSize: 1000

Warm indexes after every N blocks.

This option warms any indexes that have been

deployed to CouchDB after every N blocks.

A value of 1 will warm indexes after every block commit,

to ensure fast selector queries.

Increasing the value may improve write efficiency of peer and CouchDB,
but may degrade query response time.

warmIndexesAfterNBlocks: 1

# Create the _global_changes system database

# This is optional. Creating the global changes database will require
# additional system resources to track changes and maintain the database
createGlobalChangesDB: false

# CacheSize denotes the maximum mega bytes (MB) to be allocated for the i

HHFHHEHRR

n-memory state

# cache. Note that CacheSize needs to be a multiple of 32 MB. If it is no

t a multiple

# of 32 MB, the peer would round the size to the next multiple of 32 MB.

# To disable the cache, 0 MB needs to be assigned to the cacheSize.
cacheSize: 64

history:
# enableHistoryDatabase — options are true or false
# Indicates if the history of key updates should be stored.
# All history ’‘index’ will be stored in goleveldb, regardless if using
# CouchDB or alternate database for the state.
enableHistoryDatabase: true

pvtdataStore:
# the maximum db batch size for converting
# the ineligible missing data entries to eligible missing data entries
collElgProcMaxDbBatchSize: 5000
# the minimum duration (in milliseconds) between writing
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# two consecutive db batches for converting the ineligible missing data entr
ies to eligible missing data entries
collElgProcDbBatchesInterval: 1000

R
z Operations section
z##############################################################################
oper;t;g:::and port for the operations server

listenAddress: 127.0.0.1:9443

# TLS configuration for the operations endpoint

tls:
# TLS enabled
enabled: false
# path to PEM encoded server certificate for the operations server
cert:
file:
# path to PEM encoded server key for the operations server
key:
file:
# most operations service endpoints require client authentication when T
LS
# is enabled. clientAuthRequired requires client certificate authenticat
ion
# at the TLS layer to access all resources.
clientAuthRequired: false
# paths to PEM encoded ca certificates to trust for client authenticatio
n
clientRootCAs:
files: []

B
#
# Metrics section

#
i i
metrics:

# metrics provider is one of statsd, prometheus, or disabled

provider: disabled

# statsd configuration

statsd:
# network type: tcp or udp
network: udp

# statsd server address
address: 127.0.0.1:8125

# the interval at which locally cached counters and gauges are pushed
# to statsd; timings are pushed immediately
writeInterval: 10s

# prefix is prepended to all emitted statsd metrics
prefix:
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OrdererOrgs:
— Name: Orderer
Domain: example.com
EnableNodeOUs: true
Specs:
— Hostname: orderer
SANS:
— localhost

PeerOrgs:
— Name: Orgl
Domain: orgl.example.com
EnableNodeOUs: true
Template:
Count: 2
SANS:
— localhost
Users:
Count: 1

— Name: Org2

Domain : org2.example.com
EnableNodeOUs : true
Template:

Count: 2

SANS:

— localhost

Users:

Count: 1
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version: ’2’

networks:
test:

services:

couchdb0:
container name: couchdb0
image: hyperledger/fabric-couchdb:$IMAGE_TAG
# Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and pa
ssword
# for CouchDB. This will prevent CouchDB from operating in an "Admin Party"
mode.
environment:
— COUCHDB_USER=admin
— COUCHDB_PASSWORD=adminpw
# Comment/Uncomment the port mapping if you want to hide/expose the CouchDB
service,
# for example map it to utilize Fauxton User Interface in dev environments.
ports:
- "5984:5984"
networks:
- test

peer0.orgl.example.com:

environment:
— CORE_LEDGER_STATE_ STATEDATABASE=CouchDB
— CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb0:5984
- CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
— CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw

depends_on:
— couchdb0

couchdbl:
container name: couchdbl
image: hyperledger/fabric-couchdb:$IMAGE_ TAG
# Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and pa
ssword
# for CouchDB. This will prevent CouchDB from operating in an "Admin Party"
mode.
environment:
— COUCHDB_USER=admin
— COUCHDB_PASSWORD=adminpw
# Comment/Uncomment the port mapping if you want to hide/expose the CouchDB
service,
# for example map it to utilize Fauxton User Interface in dev environments.
ports:
- "6984:5984"
networks:
- test

peerl.orgl.example.com:

environment:
— CORE_LEDGER_STATE_STATEDATABASE=CouchDB
— CORE_LEDGER_STATE COUCHDBCONFIG_COUCHDBADDRESS=couchdbl:5984
— CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
— CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw

depends_on:
— couchdbl

couchdb2:
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container_name: couchdb2
image: hyperledger/fabric—-couchdb:$IMAGE_TAG
# Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and pa
ssword
# for CouchDB. This will prevent CouchDB from operating in an "Admin Party"
mode.
environment:
— COUCHDB_USER=admin
— COUCHDB_PASSWORD=adminpw
# Comment/Uncomment the port mapping if you want to hide/expose the CouchDB
service,
# for example map it to utilize Fauxton User Interface in dev environments.
ports:
- "7984:5984"
networks:
- test

peer0.org2.example.com:

environment:
— CORE_LEDGER_STATE_STATEDATABASE=CouchDB
— CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb2:5984
— CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
— CORE_LEDGER_STATE_COUCHDBCONFIG_ PASSWORD=adminpw

depends_on:
— couchdb2

couchdb3:
container_ name: couchdb3
image: hyperledger/fabric—couchdb:$IMAGE_TAG
# Populate the COUCHDB_USER and COUCHDB_PASSWORD to set an admin user and pa
ssword
# for CouchDB. This will prevent CouchDB from operating in an "Admin Party"
mode.
environment:
— COUCHDB_USER=admin
— COUCHDB_PASSWORD=adminpw
# Comment/Uncomment the port mapping if you want to hide/expose the CouchDB
service,
# for example map it to utilize Fauxton User Interface in dev environments.
ports:
"8984:5984"
networks:
- test

peerl.org2.example.com:
environment:
— CORE_LEDGER_STATE_STATEDATABASE=CouchDB
— CORE_LEDGER_STATE_COUCHDBCONFIG_COUCHDBADDRESS=couchdb3:5984
— CORE_LEDGER_STATE_COUCHDBCONFIG_USERNAME=admin
- CORE_LEDGER_STATE_COUCHDBCONFIG_PASSWORD=adminpw
depends_on:
— couchdb3
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version: 2’

volumes:
orderer.example.com:
peer0.orgl.example.com:
peerl.orgl.example.com:
peer0.org2.example.com:
peerl.org2.example.com:

networks:
test:

services:

grpc_server:
container name: grpc_server
image: python:latest
ports:
- "9999:9999"
command: bash —-c "python -m pip install --upgrade pip && python -m pip insta
11 grpcio && python -m pip install grpcio-tools && python /root/grpc_server/py/s
erver.py "
volumes:
- ../../app/gRPC:/root/grpc_server
networks:
- test

orderer.example.com:
container_name: orderer.example.com
image: hyperledger/fabric—orderer:$IMAGE_TAG
environment:
— FABRIC_LOGGING_SPEC=INFO
— ORDERER_GENERAL LISTENADDRESS=0.0.0.0
— ORDERER_GENERAL_LISTENPORT=7050
— ORDERER_GENERAL_GENESISMETHOD=file
— ORDERER_GENERAL_GENESISFILE=/var/hyperledger/orderer/orderer.genesis.blo
ck
— ORDERER_GENERAL_LOCALMSPID=OrdererMSP
— ORDERER_GENERAL_LOCALMSPDIR=/var/hyperledger/orderer/msp
# enabled TLS
— ORDERER_GENERAL_TLS_ENABLED=true
— ORDERER_GENERAL_TLS_PRIVATEKEY=/var/hyperledger/orderer/tls/server.key
— ORDERER_GENERAL TLS_CERTIFICATE=/var/hyperledger/orderer/tls/server.crt
— ORDERER_GENERAL_TLS_ROOTCAS=[/var/hyperledger/orderer/tls/ca.crt]
— ORDERER_KAFKA TOPIC_REPLICATIONFACTOR=1
— ORDERER_KAFKA VERBOSE=true
— ORDERER_GENERAL_ CLUSTER_CLIENTCERTIFICATE=/var/hyperledger/orderer/tls/s
erver.crt
— ORDERER_GENERAL_ CLUSTER_CLIENTPRIVATEKEY=/var/hyperledger/orderer/tls/se
rver.key
— ORDERER_GENERAL_CLUSTER_ROOTCAS=[/var/hyperledger/orderer/tls/ca.crt]
working dir: /opt/gopath/src/github.com/hyperledger/fabric
command: orderer
volumes:
- ../system—-genesis-block/genesis.block:/var/hyperledger/orderer/orderer
.genesis.block
- ../organizations/ordererOrganizations/example.com/orderers/orderer.exa
mple.com/msp:/var/hyperledger/orderer/msp
- ../organizations/ordererOrganizations/example.com/orderers/orderer.exa
mple.com/tls/:/var/hyperledger/orderer/tls
- orderer.example.com:/var/hyperledger/production/orderer
ports:
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- 7050:7050
networks:
- test

peer0.orgl.example.com:

container name: peer0.orgl.example.com

image: hyperledger/fabric-peer:$IMAGE_TAG

environment:
#Generic peer variables
— CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
# the following setting starts chaincode containers on the same
# bridge network as the peers
# https://docs.docker.com/compose/networking/
— CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT NAME} test
= FABRIC LOGGING SPEC=INFO
#- FABRIC_LOGGING_SPEC=DEBUG
- CORE_PEER_TLS_ENABLED=true
— CORE_PEER_PROFILE_ENABLED=true
— CORE_PEER_TLS_CERT_FILE=/etc/hyperledger/fabric/tls/server.crt
- CORE_PEER_TLS_KEY FILE=/etc/hyperledger/fabric/tls/server.key
- CORE_PEER_TLS_ROOTCERT FILE=/etc/hyperledger/fabric/tls/ca.crt
# Peer specific variabes
— CORE_PEER_ID=peer(.orgl.example.com
= CORE PEER ADDRESS—peerO orgl.example.com:7051
= CORE PEER_LISTENADDRESS=0.0.0.0:7051
- CORE_PEER_CHAINCODEADDRESS=peer(.orgl.example.com:7052
- CORE__ ,_PEER_( _ CHAINCODELISTENADDRESS=0.0.0.0:7052
- CORE PEER_( .__GOSSIP_BOOTSTRAP=peer(.orgl.example.com:7051
- CORE PEER GOSSIP_EXTERNALENDPOINT=peer(0.orgl.example.com:7051
- CORE_PEER_LOCALMSPID—OrglMSP

volumes:

- /var/run/:/host/var/run/

- ../organizations/peerOrganizations/orgl.example.com/peers/peer0.orgl.e

xample.com/msp:/etc/hyperledger/fabric/msp

- ../organizations/peerOrganizations/orgl.example.com/peers/peer0.orgl.e

xample.com/tls:/etc/hyperledger/fabric/tls
- peer0.orgl.example.com:/var/hyperledger/production

working dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
command: peer node start
ports:

- 7051:7051
networks:

- test

peerl.orgl.example.com:

container_name: peerl.orgl.example.com

image: hyperledger/fabric-peer:$IMAGE_TAG

environment:
#Generic peer variables
- CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
# the following setting starts chaincode containers on the same
# bridge network as the peers
# https://docs.docker.com/compose/networking/
— CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=$ {COMPOSE_PROJECT_NAME}_ test
— FABRIC_LOGGING_SPEC=INFO
#— FABRIC LOGGING SPEC=DEBUG

CORE_ PEER TLS_ ENABLED=true

- CORE PEER PROFILE _ENABLED=true
- CORE_PEER_TLS_CERT FILE=/etc/hyperledger/fabric/tls/server.crt
- CORE_PEER_TLS_KEY FILE=/etc/hyperledger/fabric/tls/server.key
- CORE_PEER_TLS_ROOTCERT FILE=/etc/hyperledger/fabric/tls/ca.crt
# Peer specific variabes
— CORE_PEER_ID=peerl.orgl.example.com
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17 — CORE_PEER_ADDRESS=peerl.orgl.example.com:8051

118 — CORE_PEER_LISTENADDRESS=0.0.0.0:8051

119 — CORE_PEER_CHAINCODEADDRESS=peerl.orgl.example.com:8052

120 — CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:8052

121 o CORE PEER GOSSIP_BOOTSTRAP=peerl.orgl.example.com:8051

122 - CORE PEER GOSSIP_EXTERNALENDPOINT=peerl.orgl.example.com:8051

123 = CORE PEER LOCALMSPID= =0rglMSP

124 volumes:

125 - /var/run/:/host/var/run/

126 - ../organizations/peerOrganizations/orgl.example.com/peers/peerl.orgl.e
xample.com/msp:/etc/hyperledger/fabric/msp

127 - ../organizations/peerOrganizations/orgl.example.com/peers/peerl.orgl.e
xample.com/tls:/etc/hyperledger/fabric/tls

128 - peerl.orgl.example.com:/var/hyperledger/production

129 working_dir: /opt/gopath/src/github.com/hyperledger/fabric/peer

130 command: peer node start

131 ports:

132 - 8051:8051

133 networks:

134 - test

135

136 peer(.org2.example.com:

137 container_name: peer(.org2.example.com

138 image: hyperledger/fabric—peer:$IMAGE_TAG

139 environment:

140 #Generic peer variables

141 — CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock

142 # the following setting starts chaincode containers on the same

143 # bridge network as the peers

144 # https://docs.docker.com/compose/networking/

145 — CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT NAME} test

146 - FABRIC LOGGING SPEC=INFO

147 #- FABRIC_LOGGING SPEC=DEBUG

148 — CORE_PEER_TLS_ ENABLED=true

149 — CORE_PEER_PROFILE ENABLED=true

150 — CORE_PEER _TLS_CERT FILE=/etc/hyperledger/fabric/tls/server.crt

151 - CORE_PEER_TLS_KEY FILE=/etc/hyperledger/fabric/tls/server.key

CORE_PEER_TLS_ ROOTCERT FILE=/etc/hyperledger/fabric/tls/ca.crt

2
H* |

Peer specific variabes

154 — CORE_PEER_ID=peer(0.org2.example.com

155 — CORE_PEER_ADDRESS=peer(.org2.example.com:9051

156 — CORE_PEER_LISTENADDRESS=0.0.0.0:9051

157 — CORE_PEER_CHAINCODEADDRESS=peer(.org2.example.com:9052

158 — CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:9052

159 - CORE PEER _ __GOSSIP _EXTERNALENDPOINT=peer(.org2.example.com:9051

160 - CORE_PEER_GOSSIP_ BOOTSTRAP=peer(.org2.example.com:9051

161 = CORE PEER_ " LOCALMSPID= =0rg2MsSP

162 volumes:

163 - /var/run/:/host/var/run/

164 - ../organizations/peerOrganizations/org2.example.com/peers/peer0.org2.e
xample.com/msp:/etc/hyperledger/fabric/msp

165 - ../organizations/peerOrganizations/org2.example.com/peers/peer0.org2.e
xample.com/tls:/etc/hyperledger/fabric/tls

166 — peer0.org2.example.com:/var/hyperledger/production

167 working dir: /opt/gopath/src/github.com/hyperledger/fabric/peer

168 command: peer node start

169 ports:

170 - 9051:9051

171 networks:

172 - test

173

174 peerl.org2.example.com:

175 container_ name: peerl.org2.example.com
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image: hyperledger/fabric-peer:$IMAGE_TAG
environment:
#Generic peer variables
— CORE_VM_ENDPOINT=unix:///host/var/run/docker.sock
# the following setting starts chaincode containers on the same
# bridge network as the peers
# https://docs.docker.com/compose/networking/
— CORE_VM_DOCKER_HOSTCONFIG_NETWORKMODE=${COMPOSE_PROJECT NAME} test
= FABRIC LOGGING SPEC=INFO
#— FABRIC LOGGING SPEC=DEBUG
CORE__ PEER TLS_] ENABLED=true
= CORE PEER PROFILE _ENABLED=true
- CORE_PEER_TLS_CERT FILE=/etc/hyperledger/fabric/tls/server.crt
- CORE_PEER_TLS_KEY FILE=/etc/hyperledger/fabric/tls/server.key
— CORE_PEER_TLS_ROOTCERT FILE=/etc/hyperledger/fabric/tls/ca.crt
# Peer specific variabes
— CORE_PEER_ID=peerl.org2.example.com
— CORE_PEER_ADDRESS=peerl.org2.example.com:10051
— CORE_PEER_LISTENADDRESS=0.0.0.0:10051
— CORE_PEER_CHAINCODEADDRESS=peerl.org2.example.com:10052
— CORE_PEER_CHAINCODELISTENADDRESS=0.0.0.0:10052
— CORE_PEER_GOSSIP_EXTERNALENDPOINT=peerl.org2.example.com:10051
— CORE_PEER_GOSSIP_BOOTSTRAP=peerl.org2.example.com:10051
— CORE_PEER_LOCALMSPID=0rg2MSP
volumes:
- /var/run/:/host/var/run/
- ../organizations/peerOrganizations/org2.example.com/peers/peerl.org2.e
xample.com/msp:/etc/hyperledger/fabric/msp
../organizations/peerOrganizations/org2.example.com/peers/peerl.org2.e
xample.com/tls:/etc/hyperledger/fabric/tls
- peerl.org2.example.com:/var/hyperledger/production
working dir: /opt/gopath/src/github.com/hyperledger/fabric/peer
command: peer node start
ports:
- 10051:10051
networks:
- test
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export PATH=${PWD}/../bin:$PATH
export FABRIC_CFG_PATH=${PWD}/config

source scriptUtils.sh

# Print the usage message
function printHelp() {

println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
println
—ccl golang"

println

println

println

nne;

"Usage: "

" network.sh <Mode> [Flags]"

" Modes:"

" \033[0;32mup\033[0m — bring up fabric orderer and peer nodes. After that create and join a cha

" \033[0;32mdown\033[0m — shut down all fabric services and erase channel artifacts"
" \033[0;32mdeployCC\033[0m — deploy a specified chaincode according to the input flags"

" Flags:"

" Used with \033[0;32mnetwork.sh up\033[Om :"

—c <channel name> — channel name to use (defaults to \"mychannel\")"

" —db <dbtype> — the database backend to use: goleveldb (default) or couchdb"

" Used with \033[0;32mnetwork.sh deployCC\033[0m"
—c <channel name> — deploy chaincode to channel "
—ccn <name> — the name of the chaincode to deploy"
—cev <version> — chaincode version."

" —ccp <path> — Path to the chaincode."

" Used with \033[0;32mnetwork.sh testCC\033[0m "
—c <channel name> — deploy chaincode to channel "
—ccn <name> — the short name of the chaincode to deploy "

—h — print this message"
Examples: "
network.sh up —c¢ mychannel —db couchdb"
" network.sh deployCC —c mychannel —ccn contract_rawOne —ccv 1 —ccp ../chaincode/src/rawOne/

network sh testCC —c mychannel —ccn contract_rawOne"
network.sh down"

function cleanFolder() {

rm
rm
rm
rm
rm

J

-rf ./organizations
./channel-artifacts/#*

-rf ./system-genesis-block/*
log. txt

*.tar.gz

function clearContainers() {
CONTAINER IDS=$(docker ps -a | awk ’($2 ~ /dev-peer.*/) {print $1}')
if [ -z "$CONTAINER_IDS" -0 "$CONTAINER_IDS" ==" " ]; then
infoln "No containers available for deletion"

else

docker rm —f SCONTAINER_IDS

fi

}

function removeUnwantedImages() {
DOCKER_IMAGE_IDS=$(docker images | awk ' ($1 ~ /dev-peer.*/) {print $3}')
if [ -z "$DOCKER_IMAGE_IDS" -0 "$DOCKER_IMAGE_IDS" ==" " ]; then
infoln "No images available for deletion"
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else
docker rmi —f $DOCKER_IMAGE_IDS
fi

}

# Create Organization crypto material using cryptogen or CAs
function createOrgs() {

if [ —d "organizations/peerOrganizations" ]; then
rm —Rf organizations/peerOrganizations && rm —Rf organizations/ordererOrganizations
fi

infoln "Generate certificates using cryptogen tool"

set —x
cryptogen generate ——config=./config/crypto—config.yaml ——output="organizations" >&log.txt
res=$?
{ set +x; } 2>/dev/null
if [ $res —ne O ]; then
fatalln "Failed to generate certificates..."
fi
}

# Generate orderer system channel genesis block.
function createConsortium() {

infoln "Generating Orderer Genesis block"

set —x

configtxgen —profile TwoOrgsOrdererGenesis —channelID system—channel —outputBlock ./system—genesis—block/g
enesis.block >&log.txt

res=$?

{ set +x; } 2>/dev/null

if [ $res —ne O ]; then

fatalln "Failed to generate orderer genesis block..."
fi

}

# Bring up the peer and orderer nodes using docker compose.
function networkUp() {

pl.intln nn

infoln "Bringing up the network ..."

# generate artifacts if they don’t exist

if [ ! -d "organizations/peerOrganizations" ]; then
createOrgs
createConsortium

£i

COMPOSE_FILES="-f ${COMPOSE_FILE_BASE}"

if [ "${DATABASE}" == "couchdb" ]; then
COMPOSE_FILES="${COMPOSE_FILES} —f ${COMPOSE_FILE_COUCH}"

fi

IMAGE_TAG=$IMAGETAG docker—compose ${COMPOSE_FILES} up -d 2>&l

successln "Network is up and running"

}

## call the script to join create the channel and join the peers of orgl and org
2
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function createChannel() {

scripts/createChannel.sh $CHANNEL NAME
if [ $? -ne 0 ]; then
fatalln "Create channel failed"
fi
}

## Call the script to install and instantiate a chaincode on the channel
function deployCC() {

scripts/deployCC.sh $CHANNEL NAME $CC_NAME $CC_SRC_LANGUAGE $CC_SRC_PATH $CC
VERSION

if [ $?2 -ne 0 ]; then
fatalln "Deploying chaincode failed"
fi

exit 0

}

function networkDown() {

infoln "Bringing network down and cleaning the folder ..."

docker—-compose —-f $COMPOSE_FILE BASE —-f $COMPOSE_FILE COUCH -f $COMPOSE_FILE
_CA down —--volumes —-remove-orphans

clearContainers

removeUnwantedImages

cleanFolder

}

# Default Values
CHANNEL_NAME="mychannel"
CC_NAME="contract_rawOne"
CC_SRC_PATH="./chaincode/src/rawOne/"
IMAGETAG="latest"

# use this as the default docker-compose yaml definition
COMPOSE_FILE_BASE=docker/docker-compose.yaml

# docker-compose.yaml file if you are using couchdb
COMPOSE_FILE_COUCH=docker/docker—compose—couch.yaml

# certificate authorities compose file
COMPOSE_FILE_CA=docker/docker—compose-ca.yaml

# this is the default chaincode language
CC_SRC_LANGUAGE="golang"

## Parse mode
if [[ $# -1t 1 ]] ; then
printHelp
exit 0
else
MODE=§$1
shift
s

# parse flags
while [[ $# —ge 1 ]] ; do

key=ll$l "
case $key in
_h )
printHelp
exit 0
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shift
i
-db
DATABASE="$2"
shift
i
-ccn )
CC_NAME="$2"
shift
P
-ccv )
CC_VERSION="$2"
shift
i
—-ccp
CC_SRC_PATH="$2"
shift
P
-ccl )
CC_SRC_LANGUAGE="$2"
shift
P
* )
errorln "Unknown flag: $key"
printHelp
exit 1
i
esac
shift
done
if [ "${MODE}" == "up" ]; then
networkUp
createChannel
elif [ "${MODE}" == "deployCC" ]; then
deployCC
elif [ "${MODE}" == "down" ]; then
networkDown
elif [ "${MODE}" == "testCC" ]; then
if [ $CC_NAME == "contract_rawOne" ]; then
scripts/testChaincode_rawOne.sh $CHANNEL_NAME $CC_NAME
£i
if [ $CC_NAME == "contract_rawTwo" ]; then
scripts/testChaincode_rawTwo.sh $CHANNEL NAME $CC_NAME
£i.
if [ $CC_NAME == "contract_mlModel" ]; then
scripts/testChaincode_mlModel.sh $CHANNEL_NAME $CC_NAME
fi
if [ $CC_NAME == "contract_mnist_mat" ]; then
scripts/testChaincode_mnist_mat.sh $CHANNEL_NAME $CC_NAME
fi
if [ $CC_NAME == "contract_mnist_rat" ]; then
scripts/testChaincode_mnist_rat.sh $CHANNEL_NAME $CC_NAME
fi
else
printHelp
exit 1
fi

CHANNEL_NAME="$2"
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#!/bin/bash
source scriptUtils.sh

CHANNEL_NAME="$1"
: ${CHANNEL_NAME :="mychannel"}

# import utils
. scripts/envVar.sh

if [ ! -d "channel-artifacts" ]; then
mkdir channel-artifacts
fi

createChannelTx () {

set -x

configtxgen -profile BasicChannel -outputCreateChannelTx ./channel-artifacts
/${CHANNEL_NAME}.tx —-channelID $CHANNEL_NAME >&log.txt

res=§?

{ set +x; } 2>/dev/null

if [ $res -ne 0 ]; then

fatalln "Failed to generate channel configuration transaction..."
fi

successln "Success on generating channels transaction"

}
createAncorPeerTx () {
for orgmsp in OrglMSP Org2MSP; do

set -x
configtxgen -profile BasicChannel -outputAnchorPeersUpdate ./channel-art
ifacts/${orgmsp}anchors.tx -channelID $CHANNEL NAME -asOrg ${orgmsp} >&log.txt
res=$?
{ set +x; } 2>/dev/null
if [ $Sres -ne 0 ]; then
fatalln "Failed to generate anchor peer update transaction for ${orgmsp}..."
fi
done

successln "Success on generating anchor peer transaction"

createChannel() {
setGlobals 1 0

local rc=1
local COUNTER=1
local MAX RETRY=5
while [ $rc -ne 0 —a $COUNTER -1t $MAX_RETRY ] ; do
sleep 3
set —x
peer channel create -o localhost:7050 -c $CHANNEL_NAME --ordererTLSHostn
ameOverride orderer.example.com —-f ./channel-artifacts/${CHANNEL_NAME}.tx —-—outp
utBlock ./channel-artifacts/${CHANNEL NAME}.block --tls —--cafile $ORDERER_CA >&l
og.txt
res=$?
{ set +x; } 2>/dev/null
let rc=S$res
COUNTER=$ (expr $COUNTER + 1)
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}

done

verifyResult $res "Channel creation failed"
successln "Channel 'SCHANNEL_NAME’ created"

joinChannel() {

}

ORG=$1
PEER=$2
setGlobals $ORG $PEER

local rc=1
local COUNTER=1
local MAX RETRY=5
while [ $rc -ne 0 -a $COUNTER -1t $MAX RETRY ] ; do
sleep 3
set —-x
peer channel join -b ./channel-artifacts/$CHANNEL_ NAME.block >&log.txt
res=$?
{ set +x; } 2>/dev/null
let rc=$res
COUNTER=$ (expr $COUNTER + 1)
done

verifyResult $res "peer${PEER}.org${ORG} has failed to join channel 'SCHANNEL_NAME’ "
successln "peer${PEER}.org${ORG} has joined the channel 'SCHANNEL_NAME’"

updateAnchorPeers() {

ORG=$1
PEER=$2
setGlobals $ORG S$PEER

local rc=1
local COUNTER=1
local MAX RETRY=5
while [ $rc -ne 0 —a $COUNTER -1t $MAX RETRY ] ; do
sleep 3
set -x
peer channel update -o localhost:7050 —-ordererTLSHostnameOverride order

er.example.com —c $CHANNEL NAME -f ./channel-artifacts/${CORE_PEER_LOCALMSPID}an
chors.tx —--tls ——cafile $ORDERER_CA >&log.txt

}

res=§?

{ set +x; } 2>/dev/null

let rc=$res

COUNTER=$ (expr $COUNTER + 1)
done

verifyResult $res "Anchor peer update failed"
successln "Anchor peers updated for org 'SCORE_PEER_LOCALMSPID’ on channel '’$CHANNEL_NAM

verifyResult() {

}

if [ $1 -ne 0 ]; then
fatalln "$2"
fi

FABRIC_CFG_PATH=${PWD}/config

## Create channeltx
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println
infoln "Generating channel create transaction '${CHANNEL_NAME} .tx""
createChannelTx

## Create anchorpeertx

println ""

infoln "Generating anchor peer update transactions"
createAncorPeerTx

## Create channel

println ""

infoln "Creating channel ${CHANNEL_NAME}"
createChannel

## Join all the peers to the channel
println ""

infoln "Join Orgl peers to the channel..."
joinChannel 1 0

joinChannel 1 1

infoln "Join Org2 peers to the channel..."
joinChannel 2 0

joinChannel 2 1

## Set the anchor peers for each org in the channel
println ""

infoln "Updating anchor peers for orgl..."

updateAnchorPeers 1 0

infoln "Updating anchor peers for org2..."

updateAnchorPeers 2 0

println ""

successln "Channel successfully joined"

exit 0
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#!/bin/bash
source scriptUtils.sh

# import utils
scripts/envVar.sh

FABRIC_CFG_PATH=$PWD/config/

CHANNEL_NAME=$ {1 :—"mychannel" }
CC_NAME=$ {2 :—"rawOne" }
CC_SRC_LANGUAGE=${3:-"golang"}
CC_SRC_PATH=${4:-"/chaincode/src/rawOne/" }
CC_VERSION=${5:-"1.0"}

# do some language specific preparation to the chaincode before packaging
vendorGoDependencies ( ) {

infoln "Vendoring Go dependencies at $SCC_SRC_PATH"

pushd $CC_SRC_PATH

GO111MODULE=on go mod vendor

popd

successln "Finished vendoring Go dependencies”

}

packageChaincode () {
ORG=$1
PEER=$2

setGlobals $ORG S$PEER

set -x

peer lifecycle chaincode package ${CC_NAME}.tar.gz —--path ${CC_SRC_PATH} —-1
ang ${CC_SRC_LANGUAGE} —-label ${CC_NAME}_ ${CC_VERSION} >&log.txt

res=$?

{ set +x; } 2>/dev/null

cat log.txt

verifyResult $res "Chaincode packaging on peer0.org${ORG} has failed"

successln "Chaincode is packaged on peer0.org${ORG}"
}

# installChaincode PEER ORG
installChaincode () {

ORG=$1

PEER=$2

setGlobals $ORG S$PEER

set -x

peer lifecycle chaincode install ${CC_NAME}.tar.gz >&log.txt
res=§$?

{ set +x; } 2>/dev/null

verifyResult $res "Chaincode installation on peer0.org${ORG} has failed"
successln "Chaincode is installed on peer0.org${ORG}"
}

# queryInstalled PEER ORG
queryinstalled() {

ORG=$1

PEER=$2

setGlobals $ORG $PEER

set -x
peer lifecycle chaincode queryinstalled >&log.txt
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res=$?
{ set +x; } 2>/dev/null

PACKAGE_ID=$(sed -n "/${CC_NAME}_${CC_VERSION}/{s/APackage ID: //; s/, Label:.*$//; p;}" lo
g.txt)

verifyResult $res "Query installed on peer${PEER}.org${ORG} has failed"

successln "Query installed successful on peer${PEER}.org${ORG} on channel"
}

# approveForMyOrg VERSION PEER ORG
approveForMyOrg() {

ORG=§1

PEER=§2

setGlobals $SORG S$PEER

set —-x

peer lifecycle chaincode approveformyorg —o localhost:7050 \
——ordererTLSHostnameOverride orderer.example.com \
--tls —-cafile $ORDERER_CA \

—--channelID $CHANNEL_NAME \

--name ${CC_NAME} \

—--version ${CC_VERSION} \

--package—-id ${PACKAGE_ID} \

—--init-required \

—-sequence ${CC_VERSION} >&log.txt

res=$?

{ set +x; } 2>/dev/null

verifyResult $res "Chaincode definition approved on peer${PEER}.org${ORG} on channel '$SCHANN
EL_NAME’ failed"
successln "Chaincode definition approved on peer${PEER}.org${ORG} on channel 'SCHANNEL_NAME’

}

# checkCommitReadiness VERSION PEER ORG
checkCommitReadiness () {

ORG=§1

PEER=$2

setGlobals $ORG $PEER

infoln "Checking the commit readiness of the chaincode definition on peer${PEER }.org${ORG} on channel
*$CHANNEL_NAME’..."

set -x

peer lifecycle chaincode checkcommitreadiness ——-channelID $CHANNEL_NAME \
—-name ${CC_NAME} --version ${CC_VERSION} \

—--sequence ${CC_VERSION} --init-required \

——output json >&log.txt

res=§?

{ set +x; } 2>/dev/null

infoln "Checking the commit readiness of the chaincode definition successful on peer${PEER}.org${ORG}
on channel '$SCHANNEL_NAME’"
}

commitChaincodeDefinition() {

parsePeerConnectionParameters $@

res=$?

verifyResult $res "Invoke transaction failed on channel 'SCHANNEL_NAME’ due to uneven number o
f peer and org parameters "

set -x
peer lifecycle chaincode commit —o localhost:7050 \
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—-ordererTLSHostnameOverride orderer.example.com \
——tls —--cafile $ORDERER_CA —--channelID $CHANNEL_ NAME \
—-name ${CC_NAME} \

$PEER_CONN_PARMS \

—--version ${CC_VERSION} --sequence ${CC_VERSION} \
——init-required >&log.txt

res=$?

{ set +x; } 2>/dev/null

verifyResult $res "Chaincode definition commit failed on peer${PEER}.org${ORG} on channel '$CH
ANNEL_NAME'’ failed"
successln "Chaincode definition committed on channel '’$SCHANNEL_NAME’"

}

# queryCommitted ORG
queryCommitted () {

ORG=$1

PEER=0

setGlobals $ORG $PEER

infoln "Querying chaincode definition on peer${PEER}.org${ORG} on channel '’$SCHANNEL_NAME’..."

set -x

peer lifecycle chaincode querycommitted —--channelID $CHANNEL NAME --name ${C
C_NAME} >&log.txt

res=$?

{ set +x; } 2>/dev/null
}

chaincodelnvokelnit() {

parsePeerConnectionParameters $@

res=$?

verifyResult $res "Invoke transaction failed on channel 'SCHANNEL_NAME’ due to uneven number o
f peer and org parameters "

# while ’‘peer chaincode’ command can get the orderer endpoint from the
# peer (if join was successful), let’s supply it directly as we know
# it using the "-o" option

set -x

fcn_call=’{"function":"Init","Args":[]}*

infoln "invoke fen call:${fcn_call}"

peer chaincode invoke -o localhost:7050 \
—-ordererTLSHostnameOverride orderer.example.com \
——tls —-cafile $ORDERER_CA —-C $CHANNEL_NAME \

-n ${CC_NAME} $PEER_CONN_PARMS \

—-isInit -c ${fcn_call} >&log.txt

res=$?

{ set +x; } 2>/dev/null

verifyResult $res "Invoke execution on $PEERS failed "
successln "Invoke transaction successful on $PEERS on channel 'SCHANNEL_NAME’"
}

## package the chaincode
infoln "Packaging chaincode on Orgl Peer0"
packageChaincode 1 0

## Install chaincode on peer(.orgl, peerl.orgl and peer(.org2, peerl.org2
infoln "Installing chaincode on Orgl"
installChaincode 1 0

installChaincode 1 1
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infoln "Installing chaincode on Org2"
installChaincode 2 0
installChaincode 2 1

## query whether the chaincode is installed
queryInstalled 1 0
queryInstalled 1 1
queryInstalled 2 0
queryInstalled 2 1

## approve the definition for orgl
approveForMyOrg 1 0

## check whether the chaincode definition is ready to be committed
## expect orgl to have approved and org2 not to
checkCommitReadiness 1 0

checkCommitReadiness 2 0

## now approve also for org2
approveForMyOrg 2 0

## check whether the chaincode definition is ready to be committed
## expect them both to have approved

checkCommitReadiness 1 0

checkCommitReadiness 2 0

## now that we know for sure both orgs have approved, commit the definition
infoln "Commiting chaincode on Orgl and Org2"
commitChaincodeDefinition 1 2

## query on both orgs to see that the definition committed successfully
queryCommitted 1
queryCommitted 2

# Init Chaincode
chaincodeInvokeInit 1 2

exit 0
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source scriptUtils.sh

export CORE_PEER_TLS_ENABLED=true

export ORDERER CA=${PWD} /organizations/ordererOrganizations/example.com/orderers
/orderer.example.com/msp/tlscacerts/tlsca.example.com-cert.pem

export PEERO_ORG1_CA=${PWD}/organizations/peerOrganizations/orgl.example.com/pee
rs/peer0.orgl.example.com/tls/ca.crt

export PEERO_ORG2_CA=${PWD}/organizations/peerOrganizations/org2.example.com/pee
rs/peer0.org2.example.com/tls/ca.crt

# Set OrdererOrg.Admin globals
setOrdererGlobals() {

export CORE_PEER_LOCALMSPID="OrdererMSP"

export CORE_PEER_TLS_ROOTCERT FILE=${PWD}/organizations/ordererOrganizations
/example.com/orderers/orderer.example.com/msp/tlscacerts/tlsca.example.com—-cert.
pem

export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/ordererOrganizations/exa
mple.com/users/Admin@example.com/msp

}

# Set environment variables for the peer org
setGlobals() {

ORG=$1

PEER=$2

if [ SORG -eq 1 ]; then

if [ $PEER -eq 0 ]; then
export CORE_PEER_LOCALMSPID="OrglMSP"
export CORE PEER_TLS_ROOTCERT_FILE=$PEERO_ORG1_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganization
s/orgl.example.com/users/Admin@orgl.example.com/msp
export CORE_PEER_ADDRESS=localhost:7051
£,
if [ SPEER -eq 1 ]; then
export CORE_PEER_LOCALMSPID="OrglMSP"
export CORE PEER_TLS_ROOTCERT_FILE=$PEERO_ORG1_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganization
s/orgl.example.com/users/Admin@orgl.example.com/msp
export CORE_PEER _ADDRESS=localhost:8051
fi
fi
if [ SORG -eq 2 ]; then
if [ $PEER -eq 0 ]; then
export CORE_PEER_LOCALMSPID="Org2MSP"
export CORE PEER_TLS_ROOTCERT_ FILE=$PEERO_ORG2_CA
export CORE_PEER_MSPCONFIGPATH=${PWD}/organizations/peerOrganization
s/org2.example.com/users/Admin@org2.example.com/msp
export CORE_PEER ADDRESS=localhost:9051
fi
if [ S$PEER -eq 1 ]; then
export CORE_PEER LOCALMSPID="Org2MSP"
export CORE_PEER _TLS_ ROOTCERT_ FILE=$PEERO_ORG2_CA
export CORE__ PEER MSPCONFIGPATH= S{PWD)/organlzatlons/peerOrganlzatlon
s/org2.example.com/users/Admin@org2.example.com/msp
export CORE_PEER _ADDRESS=localhost:10051
fi
£1
}

# parsePeerConnectionParameters $@

# Helper function that sets the peer connection parameters for a chaincode
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# operation
parsePeerConnectionParameters() {

PEER_CONN_PARMS=""

PEERS=""

while [ "$#" -gt 0 ]; do
setGlobals $1 0
PEER="peer0.org$1"
## Set peer addresses
PEERS="$PEERS $PEER"
PEER_CONN_PARMS="$PEER_CONN_PARMS ——peerAddresses $CORE_PEER_ADDRESS"
## Set path to TLS certificate
TLSINFO=$ (eval echo "——tlsRootCertFiles \$SPEERO_ORG$1_CA")
PEER_CONN_PARMS="$PEER_CONN_PARMS $TLSINFO"
# shift by one to get to the next organization
shift

done

# remove leading space for output

PEERS="$(echo —e "$PEERS" | sed —e s/A[[:space:]]*//")"

}

verifyResult() {
if [ $1 -ne 0 ]; then
fatalln "$2"
fi
}

parsePeerConnectionParameters 1 2
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#!/bin/bash

source scriptUtils.sh

# import utils
. scripts/envVar.sh

FABRIC_CFG_PATH=$PWD/config/

CHANNEL_NAME=$1
CC_NAME=$2

write () {

peer chaincode invoke —-o localhost:7050 \
——ordererTLSHostnameOverride orderer.example.com \

——tls —-cafile $ORDERER_CA —-C $CHANNEL NAME \

-n ${CC_NAME} \

——peerAddresses localhost:7051 —--tlsRootCertFiles $PEERO_ORG1_CA \
——peerAddresses localhost:9051 ——tlsRootCertFiles $PEERO _ORG2_CA \
—c '{"function": "writeModel","Args": ["id_1","’ "$model" ' ", " "$weights" * "]} *

queryRecords () {

}

peer chaincode invoke —o localhost:7050 \
——-ordererTLSHostnameOverride orderer.example.com \

——tls \

——cafile $ORDERER_CA \

—C $CHANNEL_NAME \

-n ${CC_NAME} \

——peerAddresses localhost:7051 ——tlsRootCertFiles $PEERO_ORG1_CA \
——peerAddresses localhost:9051 ——tlsRootCertFiles $PEERO_ORG2_CA \
—c ’{"function": "queryModel"," Args": ["id_1"]} "

model=$(<../chaincode/src/mlModel/NodeJS/saved model/model base64)
weights=$(<../chaincode/src/mlModel/NodeJS/saved model/weights_base64)

# write
queryRecords
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#!/bin/bash

source scriptUtils.sh

. scripts/envVar.sh

1

2

3

4

5 # Import utils
6

7

8 FABRIC_CFG_PATH=$PWD/config/
9

10 CHANNEL_NAME=$§1

11 CC_NAME=§$2

12

13 write() {

14

15 peer chaincode invoke -o localhost:7050 \

16 ——ordererTLSHostnameOverride orderer.example.com \

17 ——tls —-cafile $ORDERER_CA —C $CHANNEL_NAME \

18 -n ${CC_NAME} \

19 ——peerAddresses localhost:7051 ——tlsRootCertFiles $PEERO_ORG1_CA \

20 ——peerAddresses localhost:9051 ——tlsRootCertFiles $PEER0O_ORG2_CA \

21 —c "{"function": "write","Args": ["50331648", "50331662", "8424bf520db261335d52a0b827a78538", "4000",
"201512200045"]}

22

23 }

26 queryRecords () {

28 peer chaincode invoke -o localhost:7050 \

29 ——ordererTLSHostnameOverride orderer.example.com \

30 -=tls \

31 ——cafile $ORDERER CA \

32 —C $CHANNEL NAME \

33 -n ${CC_NAME} \

34 —-peerAddresses localhost:7051 —-tlsRootCertFiles $PEERO_ORG1_CA \
35 --peerAddresses localhost:9051 --tlsRootCertFiles $PEERO_ORG2_CA \
36 —c '{"function": "queryRecords","Args": ["{\"selector\":{\"_id\" : {\"$eq\" : \"50331648_50331662\"}}}"]}"
37}

38

39 queryRecordsWithPagination () {

41 peer chaincode invoke -o localhost:7050 \

42 ——ordererTLSHostnameOverride orderer.example.com \

43 —--tls $CORE_PEER_TLS_ENABLED \

44 —-cafile $ORDERER_CA \

45 —-C $CHANNEL_NAME

46 -n ${CC_NAME} \

47 ——peerAddresses localhost:7051 —--tlsRootCertFiles $PEERO_ORG1_CA \

48 ——-peerAddresses localhost:9051 ——tlsRootCertFiles $PEERO_ORG2_CA \

49 —c "{"function": "queryRecordsWithPagination","Args": ["{\"selector\":{\"timestamp\" : {\"$gt\" : 0}}}", "3","
li]}l

s}

51

52

s3  getRecordHistory () {

54 echo "history"

55 peer chaincode invoke —o localhost:7050 \

56 ——ordererTLSHostnameOverride orderer.example.com \

57 --tls $CORE_PEER TLS_ENABLED \

58 ——cafile $ORDERER CA \

59 —C $CHANNEL_NAME \

60 -n ${CC_NAME} \

61 ——peerAddresses localhost:7051 ——tlsRootCertFiles $PEERO_ORG1_CA \
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62 ——peerAddresses localhost:9051 ——tlsRootCertFiles $PEERO_ORG2_CA \

63 —c ‘{"function": "getRecordHistory","Args": ["50331648_50331662"]} *

64}

65

6 # write

67 # queryRecords

68 # queryRecordsWithPagination
6 # getRecordHistory
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1
12
13
14
15
16
17
18
19
20
21
22
23
24
25
2
27
28
29
30
31

32
33
34
35
36
74
38
39
40
41

42
43

#!/bin/bash

C_RESET="\033[0m’
C_RED='\033[0;31m’
C_GREEN="\033[0;32m"
C_BLUE="\033[0;34m’
C_YELLOW="\033[1;33m’

# println echos string

function println() {
echo —-e "$1"

}

# errorln echos i red color
function errorln {
println "${C_RED}${1}${C_RESET}"

# successln echos in green color
function successln() {

println "${C_GREEN}${1}${C_RESET}"
}

# infoln echos in blue color
function infoln() {

println "${C_BLUE}${1}${C_RESET}"
}

# warnln echos in yellow color
function warnln() {

println "${C_YELLOW}${1}${C_RESET}"
}

# fatalln echos in red color and exits with fail status
function fatalln() {

errorln "$1"

exit 1

}

export —-f errorln
export —f successln
export —f infoln
export —-f warnln
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45

46

47

48
49

51

L8R

56
57

import time

import os

import pandas as pd

import warnings

import tensorflow as tf

import numpy as np

# import tensorboard

# import datetime

import tensorflowjs as tfijs

from matplotlib import pyplot as plt

from sklearn.metrics import mean_squared_error
from lstm_predictor_keras import load_csvdata

gl = tf.compat.vl.Graph()
with tf.compat.vl.Session(graph=gl) as sess:
warnings.filterwarnings( "ignore")

# Declare the model’s architecture (and other variables)

TIMESTEPS = 1 # with timestep 1 we can provide a (N, 1, 1) shaped matrix wi
th the N counters we want to predict the values for

RNN_LAYERS = [32, 32]

DENSE_LAYERS = [1]

SAVE_DIR = "./saved_model/model.h5"

INPUT _FILES_DIR = "./input/fakehdfs/nms"

EPOCHES = 5

# read the data

X, y = load_csvdata(INPUT_FILES DIR, TIMESTEPS, seperate=False) # separate
train,val,test sets for X and y

print(’ ")

print (’train X shape’, X[ 'train’].shape)

print (‘trainy shape’, y[’train’].shape)

print(‘val X shape’, X[’val’].shape)

print(‘val yshape’, y[’val’].shape)

print (“test X shape’, X[ ’test’].shape)

print(‘testyshape’, y[’test’].shape)

print(’ vy

# declare the model architecture
model = tf.keras.Sequential()

# add hidden/rnn layers
for cn in range(len(RNN_LAYERS)):
cn_name = "hidden_" + str(cn)
if cn == 0:
model.add(tf.keras.layers.LSTM(RNN_LAYERS[cn], return_sequences=True
, input_shape=(TIMESTEPS,

1))) # hidden layer; input_shape=(timesteps, # of features); if
not declared, works as well. #[batch size][timesteps][features][channels?]
else:
model.add(tf.keras.layers.LSTM(RNN_LAYERS[cn], return_sequences=True
, hame=cn_name,
recurrent_activation="sigmoid"))

# add dense layers

for dn in range(len(DENSE_LAYERS)):
dn_name = "dense_" + str(dn)
model.add(tf.keras.layers.Dense(DENSE_LAYERS[dn], name=dn_name))

# compile the model
model.compile(optimizer='SGD’, loss=tf.keras.losses.mean_squared_error)
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58
59
60
61

# fit the model
model.fit(x=X[‘train’ ], y=y[ 'train’], epochs=EPOCHES, verbose=0)

# predict using the model

62 start = time.time()

63 for i in range(8000):

64 predicted = np.array(model.predict (X[ ‘test’], verbose=0))
65 end = time.time()

66 print(end - start)

67

68 # reshape to get the same shape as y[’test’] for correct calculations
69 # predicted = predicted.reshape((predicted.shape[0], predicted.shape[2]))
70 #

7 # print(’predicted shape’, predicted.shape)

72 # print(’ %)

73

74 # # calculate evaluation metrics

75 # difference = np.subtract(predicted, y[’test’])

76 # rmse = np.sqrt((np.asarray(difference) ** 2).mean())

77 # score = mean_squared_error(predicted, y[‘test’])

78 # nmse = score / np.var(y[’test’])

79 #

80 # # print evaluation metrics

81 # print("RSME: 3f" % rmse) # Root Mean Square Error

82 # print("NSME: 8f" % nmse) # Normalized Mean Square Error
83 # print("MSE: 3%f" % score) # Mean Square Error

84 #

85 # # Visualize

86 # plot_test, = plt.plot(y[’test’], label='test’)

87 # plot predicted, = plt.plot(predicted, label='predicted’)
88 # plt.legend(handles=[plot predicted, plot_test])

89 # plt.show()

90

91 # Export into TF.js Layers format

%2 # tfjs.converters.save keras model (model, SAVE DIR)

93

% # Export— Keras model Approach

95

9% # Keras exporting method

97 # export the full model to file system

98 # model.save (SAVE_DIR)

29

100 # tfjs.converters.save keras model (model, SAVE DIR)

101

102 #import the model

103 # model = tf.keras.models.load model (SAVE DIR)

104

105 #*******************

106 # predict using the model

107 # predicted = np.array(model.predict(X[’test’], verbose=0))
108 #

109 # # reshape to get the same shape as y[’test’] for correct calculations
110 # predicted = predicted.reshape((predicted.shape[0], predicted.shape[1]))
1m #

112 # print(’predicted shape’, predicted.shape)

13 # print(’ Z)

114 #

115 # # calculate evaluation metrics

116 # difference = np.subtract(predicted, y[’test’])

117 # rmse = np.sqrt((np.asarray(difference) ** 2).mean())

118 # score = mean_squared_error(predicted, y[’'test’])

119 # nmse = score / np.var(y[’test’])

120 #
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121 # # print evaluation metrics

122 # print("RSME: $%f" % rmse) # Root Mean Square Error

123 # print("NSME: $f" 8 nmse) # Normalized Mean Square Error
124 # print("MSE: $f" 8 score) # Mean Square Error

125 #

126 # # Visualize

127 # plot_test, = plt.plot(y[’test’], label='test’)

128 # plot predicted, = plt.plot(predicted, label=’predicted’)
129 # plt.legend(handles=[plot predicted, plot test])

130 # plt.show()

131
132

FF ok ok ok ok ok ok ok ok ok ok ok ko kR ko ok
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45
46
47
48
49

51
52

a8

56
57

59

61

import os
import numpy as np
import pandas as pd

import warnings

warnings.filterwarnings( "ignore")

def rnn_data(data, time_steps, labels=False):

Creates all the possible sub—arrays (consisting of consequent array elements) of size "time_steps".
This means that the model will ‘learn‘ this sequences, and we can hence use the first element of the
time_steps—long sequence to predict/remember the last one.

creates new data frame based on previous observation
* example:
1=[1,2,3,4,5]
time_steps = 2
—> labels == False [[1, 2], [2, 3], [3, 4]] #Data frame for input with 2 timesteps
—> labels == True [3, 4, 5] # labels for predicting the next timestep
rnn_df = []
for i in range(len(data) - time_steps):
if labels:
try:
rnn_df.append(data.iloc[i + time_steps].to_numpy())
except AttributeError:
rnn_df.append(data.iloc[i + time_steps])
else:
data_ = data.iloc[i: i + time_steps].to_numpy()
rnn_df.append(data_ if len(data_.shape) > 1 else [[i] for i in data_

1)
return np.array(rnn_df, dtype=np.float32)
def Eg%it_data(data, val_size=0.1, test_size=0.1):
ipﬂli}s data to training, validation and testing parts; defaulting in 80-10-10

ntest = int(round(len(data) * (1 - test_size)))
nval = int(round(len(data.iloc[:ntest]) * (1 - val_size)))

df_train, df_val, df_test = data.iloc[:nval], data.iloc[nval:ntest], data.il
oc[ :ntest]

return df train, df val, df_test
def prepare_data(data, time_steps, labels=False, val_size=0.1, test_size=0.5):

Given the number of ‘time_steps* and some data,
prepares training, validation and test data for an Istm cell. (Istm cells use ordinary mn data)
df_train, df_val, df_test = split_data(data, val_size, test_size)
return (rnn_data(df_train, time_steps, labels=labels),
rnn_data(df_val, time_steps, labels=labels),
rnn_data(df_test, time_ steps, labels=labels))

def read_input_ files(working dir):

#Read the data from the input files (column indexing starts from zero)
#time —> This is a timestamp of the record.
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62
63
64

65
66
67
68
69
70
7
72
73
74
75
76
77
78
79
80
81
82

83
84
85
86
87
88

89
90

91
92
93
94
95
96
97
98
99
100
101
102

110
m
112
113
114
115
116
17
118
119
120

#meas_info —> This is the site of the cell tower (antenna).
# You can think of this as a part of the telco’s antenna with a specific range.
#counter -> This is a number that represents a predefined KPI (Key Perfo
rmance Indicator).
#value -> Is the value of the KPI.
:param working dir: directory in which the input files are in
:return: rawdata
rawdata = None
df_list =[]
for root, dirs, files in os.walk(working_dir):
file_list =[]

for filename in files:
if filename.endswith(’ .csv’):
file_list.append(os.path.join(root, filename))
for file in file_list:
df = pd.read_csv(file, delimiter="1", usecols=[1, 2, 6, 7], header=None, na_values=["NIL"],
na_filter=True, names=["meas_info", "counter", "value", "time"], index_col='time’)
df = df[df["counter"] == 67194794] # extract data for this counter only
df_list.append(df[["value"]])

if df_list:
rawdata = pd.concat(df_list)

return rawdata

def load_csvdata(working_dir, time_steps, seperate=False):
‘' 'Separates the data into train, validation and test sets, and returns them’’
data = read_input_files(working_dir)
if not isinstance(data, pd.DataFrame):
data = pd.DataFrame(data)
train_x, val_x, test_x = prepare_data(data[ * a ‘] if seperate else data, time_steps)
train_y, val_y, test_y = prepare_data(data[ ' b’ ] if seperate else data, time_steps, labels=True)
return dict(train=train_x, val=val_x, test=test_x), dict(train=train_y, val=val_y, test=test_y)

def read_input_files_cell(working_dir, cell_name):
#Read the data from the input files (column indexing starts from zero)
#meas_info -> This is the site of the cell tower (antenna).
You can think of this as a part of the telco’s antenna wit
h a specific range.
#cell name -> The name of the cell tower.
#counter —> This is a number that represents a predefined KPI (Key Perfo
rmance Indicator).
#value -> Is the value of the KPI.
#time —> This is a timestamp of the record.
:param working dir: the directory of the input files
:param cell name: the name of the cell for whose data will be retrieved
:return: rawdata
rawdata = None
df_list=]
for root, dirs, files in os.walk(working_dir):
file_list =[]

for filename in files:
if filename.endswith(’ .csv’):
file_list.append(os.path.join(root, filename))
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121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139

140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
156
156
157
158
159
160
161
162
163
164
165
166

for file in file_list:
df = pd.read_csv(file, delimiter="I", usecols=[1, 2, 5, 6, 7], header=None, na_values=["NIL"],
na_filter=True, names=["meas_info", "counter", "cellname", "value", "time"],
index_col='time"’)
df = df[df["cellname"] .str.contains(cell_name)]
if not df.empty:
df_list.append(df]["value"]])

if df_list:
rawdata = pd.concat(df_list)

return rawdata

def load_csvdata_cell(working_dir, cell_name, time_steps, seperate=False):
'’ 'Separates the data into train, validation and test sets, and returns them’’
data = read_input_files_cell(working_dir, cell_name)
if not isinstance(data, pd.DataFrame):
data = pd.DataFrame(data)
train_x, val_x, test_x = prepare_data(data[ * a ] if seperate else data, time_steps)
train_y, val_y, test_y = prepare_data(data[ ' b ] if seperate else data, time_steps, labels=True)
return dict(train=train_x, val=val_x, test=test_x), dict(train=train_y, val=val_y, test=test_y)

def find_all_cell_names(working_dir):
for root, dirs, files in os.walk(working_dir):
file_list =[]

for filename in files:
if filename.endswith(’ .csv’):
file_list.append(os.path.join(root, filename))
df_cells_list =[]
for file in file_list:
df_cells = pd.read_csv(file, delimiter="1", usecols=[5, 7], header=None, na_values=["NIL"],
na_filter=True, names=["cellname", "time"], index_col="time’)
df_cells_list.append(df_cells["cellname"].tolist())

if df_cells_list:
cells = np.unique(df_cells_list)

return cells
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