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Evyoaprotieg

Avt N épevva TpaypatoromOnke vd v emifAeyn tov AvarAnpot| Kadnynti Ap. Bacov
Baoileiov tov Tunpatog ITAnpogopikng tov Ilavemotmupiov Kompov. Oeeihw mwoAdég
EVYOPLOTIEG OPOV OV TTapelye TOAAG VAIKE Yoo vo LEAETNO® 7oV MTay Bepelmon yuo To
HéALOV pov dwdikacio oe avtiv v épevva. Koatd ) ddpkee tov gfdopadiainv
ocuvavtioe®y pe tov emPAénov kabnyntm pov ocvlntovcape HEALOVTIKO OYESW0L Kot
amo@aciCape Yo EMAOYES YL TNV TEPAUTEP® avATTLEN TNG épeuvag pov. Xwpic ) Pondeia

KOl TNV 0QOoGimot Tov avutd 1 Eépguva dev Bo prmopovoe va emitevyDei.

[dwitepeg evyopiotiec oto MiydAn AyaBokiéovg, epevvnti) oto Tunua ITAnpopopikng Tov
[Mavemommuiov Kompov. Me 1t Ponbeid tov Muovv ce Béomn vo koToAdPm OYETIKEG
TANPOPOPIES Yo O1APOPOVS OAYOpPIOHOVE pNYOoVIKNG pdOnone. OéA® va ekepic®m TV
EVYVOLOOULVN HOL Yo TNV Tpoontadeia tov Yo mopoyny Pondntikod epyareiov oto Tunuo

[TAnpopopikng.

Emniéov, 0A® va T euyopiotd 6TV OKOYEVELD OV TTOV TTAPEUEIVOY OITAC OV KOTA TN
dlapKew TG Qoitnong Hov oto movemiotnuo. H nfum tovg vroot)pién Nrav eEopetikn| Ko

Y®pic avtn oev Ba elya ta 1010 AmMOTEAEGHATO Kot OOV Y10 VO GUVEXICM.



IHepiinyn

Ta mepocdtepa  ovotuato  aviyvevong  €W6POANG  YPNOOTOOVV  aAyOpldpovg
emPrenopevng unyovikng udbnong mov  tovg  emitpémovv  va  gvtomifouv  pdvo
KOTOYEYPOUUEVOLG TOMOVG KoKOPBovAwv emBéocmv. Avtn m épevva  epopuolel o
OepeMmOMDG S10UPOPETIKT TPOGEYYIoT 6TO TPOPANLa, ekpeTollevOuevog tov Isolation Forest,
gvav alyoplOpo pn emPremopevng unyoavikng pabnong oe éva véo miaictlo. ‘Eva and ta mo
ONUOVTIKA TAEOVEKTNUATO TOV aAyopiBuov eivor Ott umopel va avayvopicer kot va

Kataypayel véa, povtéda eloBoing [1].

Ov meplocdtepeg vhpyovoeg mpoceyyicels Paciopéveg 6to HOVIEAO YL aviyvevon
OVOUOADV  ONUOLPYOLV €va TPOPIA (PLGIOAOYIKOV TEPMTMOEMY KOl, OTY GCULVEXELW,
eviomilovV TEPUTTMOOCELS OV OEV GUUUOPPOVOVTOL HE TO KOVOVIKO TPOQIA ™G avoUoAies.
Avt 1 épevva mpoteivel pio Pocikd dwapopetiky] péBodo Paciopévn oto HovtEAO oL

QTOLOVAOVEL PTTE OVOLOAIES avTi Vo dSNovpYel TPOQik PLGIOAOYIKGOV onpeiwv [2].

H ypion g oamopdvoong emuapénel oty mpotewouevn pébBodo, tov iForest, va
expetaAdevtel ™V vIo-dstypotoAnyia o Pabud mov dev givol €PIKTO GE VTAPYOVGECS
puefooovg, dNUoLPYOVTOG Evav OAYOPIBIO TTOV €XEL YPOUIKT TOAVTAOKOTNTO XPOVOL LE

YOUNA otabepd Ko younAn omaitnon Pvnung.
O iForest Aertovpyei emiong koAl o€ TPOPANUATO VYNADY SUCTACEOY TTOV £XOVV UEYGAO

aplOUd ACYETMV YOPAKTNPICTIKOV KOl GE KOATUGTAGELS OTTOV TO GET EKTOUOEVONG OEV TEPLEYEL

OVOULOATEG.
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Kepdarawo 1

Ewayoyn

1.1 T'evucn Ewcayoyn

1.2 Opopog Tov TpoPAUaTog
1.3 Zkomdg

1.4 Yyetikn| dovAeld

A W W R R

1.5 MeBodoroyia Ko amoteléopota

1.1 I'evikn Ewcayoy

Ye autd 10 KEPAAOO TEPYPAPETOL O OPIGUOG TOV TPOPANUATOC TOV dlEPELVNONKE Kot O

AEMTOUEPNG OKOTOC Y10l TOV 07010 dnovpynonke avtd to £pyo.

To obomua aviyvevong eioPoing (IDS) eivar éva onuaviikd cvuotatikKO 6€ £va. GOLGTNUO
acpareiog vroroyoty. To kabrkov evog IDS eivan va evtomilel KakOBovAeg 0pacTNPIOTNTES
0TO GUGTNUO TOL VTOAOYIOTY), EMOUEVAS VO, EMTPENEL YpIyopn avtidpaon otig embéoels. H
XPNON TNG TEXVOAOYIOG EUTOPIKOY GVGTUATOV avixvevong eilcBoing (IDS) givar moAd vymin
v ta mapadoctokd diktva kot to IDS givan mAéov Tumikog eEomMopog Yo peydio diktoa.
Qo16060, 6tav mpdkettar yuo diktva [oT, n ypron tovg eivar cuvnBwg Teplopiopévn, KabOS ot
neplocdtepeg cvokeLEG [oT mov eival cuvdedepéveg elvar unyavipota YopnAng 16x00g e

TEPLOPICUEVES OLVATOTNTEG KOl VITOAOYIGTIKN 157)D.

1.2 Opwopég Tov mpofrfquartog

Ta IDS ypnoomowdvtor ywo ™V oviAvon Jedopévev SIKTVOV KOl TOV  EVIOMIGUO
avopolov copmeppopdv oto diktvo. Ta IDS ywpilovior yevikd oe dvo Kotnyopieg:

ovoTiuato aviyvevong Pacel vroypaeng (signature-based) kot avopaiiog (anomaly-based)
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[3]. Ta ovotjuoto aviyvevong ewPoing Pdoer vmoypaeng (signature-based) éyovv
oxedlaotel Yoo va aviyvevouv v €wPoAr] onpovpymvtoag PiProdnkec yopaxtipov
CLUTEPLPOPAS avopaiiog Kot Toapldlovtog dedopéva diktvov. Avtd ta IDS égovv vymid
TOGOOTO aviyvevons, oAAd etvar dVoKOAO va eviomictoOv véeg embBéoelg oto diktvo. Ta
ovotTiuato  aviyvevong ewoPforng mov  Paciloviar o avouaiieg (anomaly-based)
KaO1EPpOVOLV HOVTEAD GOUG®VO PE TNV KOVOVIKY] GUUTEPLPOPE TOV SIKTOOL Kot dte&dyovv
aviyvevon ew6PoAng PAcCEL TOL €0V Ol CUUTEPIPOPES OMOKAIVOLV amd TNV KOVOVIKY
ooumeprpopd. Tétota IDS €yovv e£aipetiky] omodoTIKOTNTO AVAYVAOPIONG Y. GyVOOTOLS
TOTOVG GLUTEPUPOPAS OVOUOAING, AAAL TO GLVOMKO TOGOGTO AVIXVELOTG TOLG Eival YaUNAO

Kol EXEL VYNAO TOGOGTO YELOOVS GLVAYEPLOD.

[Tpoxeévou va Bertimbel to mocootd aviyvevong twv IDS kot va peiwdel o yevdng pvOuog
CLUVOAYEPLOV, OL EPEVVNTEG £XOVV KAVEL TOAAT OOVAEWL, TPOSTAODVTAG VO EPAPUOGOVV L1dL

nowiAio pefddwv e£0pvENG dedouévmv Kot unyoviknig nanong o IDS.

Qot660, N TEPACTIOL TOGOTNTO OEOOUEVOV OIKTUOV KOl 1 U1 1COPPOTNUEV] KOTOVOUN
(QUGLOAOYIKAOV KOl OVOUOA®V CUUTEPIPOPOV 00NYOVV GE TPOPANUATO YouNAoD pvOpov
aviyvevoong Kot vynAod YyevdoHg puhpov cuvayeppov ota meplocotepa IDS. e avty v
épevva, 1o Tpotevopevo IDS ypnowonotel emhoyn yopaktnprotikadv (feature selection) ota
apyKd Oedouéva. Yl VO HEIDCEL TNV TOcOTNTA TOV TAnpogopuwv. H  emloyn
yapokmplotikov  (feature selection) eivar m  avalftnon  YopAKINPICTIKOV — TOL
avTiKoTonTpilovv KoAOTEPA TN O10POoPA HETAED OVAOUOAW®Y GUUTEPIPOPDOV KOl KOUVOVIKMOV
CLUTEPIPOPDV KOl SLYPAPOLY AYPNOTO YOUPOUKTNPIOTIKA Yid Vo, BEATIOGOVV TNV amdd00m

aviyvevong tov IDS.

AVoTUY®G, VIAPYOLY TEPIGCOTEPO TPOPANLATO TOL TPEMEL VO OVTYLETOTIGTOVY T OTOiN
a@opovv ewwd ta diktva IoT. H @don avtdv tov cvokevav (IoT) eivor 6t kdbe pia Exet
oxedlaotel AapPavovtoag vIoYn TOAD GLYKEKPUEVOVG GKOTOVS Kol 1 AELTOVPYIKOTNTA TOVG

TPOCAPUOLETAL OTIG AVAYKES VTG TNG CLYKEKPLLEVNG EQAPLLOYTG.

Avtd Quowkd emekteivetal TEPA OO TN AETOLPYIKOTNTE TOLG GAAG KOl UE TOV TPOTO
EMKOW®VING TOVG, T000 GTO OlkTLO 000 Kot HeTAD Tovc. Avtd onuaivel 6Tt dgv VIAPYEL

opotopopeia 1 potifo oty Kivinon tov diktvov tovg (network traffic).

Enekteivetanl eniong otTig duvatoOTNTES TOVG KOl O GLUYKEKPLUEVO OTIS VTOAOYIOTIKES TOVG
duvatdmTeS. AVTEG Ol OLOKEVEG gival GLVIABMG UNYOVALOTO YOUNANG 1oYVOS KOl, OTIG
TEPIOCOTEPEG TEPUITAOOELS, 1 VTOAOYIOTIKY 1GYVG TOLG €lval TEPOPIOUEVT] KAOTMOVTOG
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aKOUN TO dVGKOAO TO VO, VITAPYEL VO EMTALOV EMMENO ACPAAELNG GTO TOPUCKNVIO, OTMG

éva IDS.

1.3 Xkomog

O oxomdc avtg TG £pevvac tvar va Bpet pia Pudoiun Aon 6to TpOPANU TG EMKOVAOVING
ovokevmv 10T, TTo ocuykekpéva, éva IDS mov vo propel va avayvopicel Kot vo oviyvedoet
1060 YVOOTEG OGO Kol AYVOOTEG EMOEGEIS GTNV KUKAOPOPTD TOL SIKTVOV Kot va givotl apkeTd

eEAOPPV KoL YPTYOPO Y10 VAL TPEYEL OTIG TPAYHATIKES GLOKELEG 0T .

Q¢ HEPOG AVTOL TOV £PYOV, £VaG OO TOVG GTOYOVS Eival 1 €pguva. d1POPOV GLVOLUGLMOV
YOPOKTNPIOTIKOV 1oV e€dyovtal omd T dadikacio eEaymyng yopoxtnplotikov (feature
extraction) oto apykd dedopéva, TNV KUKAOQOPIo SIKTLOV, Yo T UEI®ON TOL OYKOL TV

TANPOPOPLDY TOV YPNGLOTOLOVVTOL.

TéNog, apov amoPAGiGEL 0 GLVOVAGHOG TOV YUPOUKTNPIGTIKMV TOL TAPLALoVV KAAVTEPA Ko
n pvOuon tov adyopiBuov, mpénel va mpaypatoromBel dokiun avtoH TOL HOVTEAOL Yo VO
eEaopaMaotel M emTvYiol TNG TPOTEWVOUEVNG TTPOGEYYIONG Y10 AGPOAN ETKOWV®VIN GE diKTLO

loT.

1.4 yetikn] dovAera

210 opeABOV €xet yivel oA dovAeld oyetikd pe ta IDS 1000 yio Ta mopadociokd 0G0 Kot
v to dlktva 10T ypnoonoldvag TeXvIKEG unyovikng nddnong. Iapoio mov o adydpBuog
Isolation Forest éyer ypnowonombel oe mapadociokd SiKTva GE SAPOPES HOPPEC amd

TOALOVG EPEVVNTEG, OEV EYEL YIVEL EpELVA YO TN YPNOT W TOV TOV aAyopiBuov og diktva IoT.

Mepikég and Tig oxeTikég Epevveg Yo to iForest mov €yovv yivet, givat o anAd povtéLo TOL

aAyopiBuov Isolation Forest yio aviyvevong avopoiiov [2].

Eniong, plo mo mpoécpatn £psvuva mov &xel yivel, eivor €va exTETOUEVO HOVTEAO TOL
aAyopiBuov Isolation Forest ywo evtomioud ovopaing cvumepipopds ypriot [4]. Mapdrov
TOV 1] GLYKEKPLLEVN Epevval dev €xEL GYEoM e diKTva, 1 ¥PNoT Tov aAyopifuov eEarkolovdet

va. givol GYETIKT.

Axépo o mpdoeatn Epevva mov £xel yivel, sival éva vPpdKd povtédo tov aAdyopiBuov
Isolation Forest yia cuotnpa aviyvevong enfécewv oe mapadootakd diktva [5].
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1.5 Me0odoioyia kKor amoTELECRATO

Ye ovt) Vv €pevva, ovartoydnke £€vo  ovomuo  evtomopol  ewsPoAng  (IDS)
xpnoyonoldvtag tov aAyopiduo Isolation Forest. To mpotewvopevo mlaiclo @aivetal oto
Yymua 1.1. To mpdypoppa avdivong pcap mpo-emeepydletar OAn v KuKAOQOpio Kol To
ocvotnua e€aydyel To YOPOKTNPIOTIKA TOL £X0VV OploTel Kat dnpiovpyel £va Pacikd povtélo
KUKAOQOpPiog Onpovpydvtog o, cvAloyn dévipov Isolation Forest. Otav épyetor Eva véo
TaKETO, YopTOypaeital g kabéva and avtd ta dévipa tov Isolation Forest kot vroloyileTon
wo Bobuoroyia avoporiog (anomaly score). Eav n BabuoAoyia g avopolriog (anomaly
score) eivor KOt amd TOo Oplo, Oempeitar PLGIOAOYIKO, SUPOPETIKE KATOYPAPETOL L0

OVOUOAT COUTEPIPOPAE KOl ALTO TO TOKETO EMGTUAIVETOL MG OVMULAAO.
)
Normal Packet
Isolation F t Al ly Si f
e ||| ozt || D>

Abnormal Packet
Threshold Q

Yymua. 1.1: To mpotevdpevo miaicto




Kepaiaro 2

YnopaOpo

2.1 Kvkhogopia diktowv 10T 5
2.2 AlyopBpotr Mnyovikng Mdabnong 7
2.3 O akyopBuog Isolation Forest 9

2.1 Kvkhogopia diktoov 10T

[Tog dwpépel 1o Aadiktvo tov tpaypdtov (IoT) and 10 mapadociakd Aladiktvo; Avtiy

evotTa cVVOWiLet TIG KUPLES O10POPEC HeTald TV V0.

H mpdt o mo katovon dtapopd Peta&d Tou mapadoctakod Atadiktoov kot tov [oT eivan
N TaVTOTNTO TNG dNLovpYiog mepleyopévon (Omwe onuetdvetan otov Iivaka 2.1 mapakdto).

Qo10060, VILAPYOLY TOAAEG GAAES aE100MUEIMTES O1POPES.

Mo mapdderypo, 0 mEPLEYOUEVO OTO TOPAUOOCIOKO Al0dIKTVUO KOTOVOAMVETOL KOTOTLY
oa1tNUatos. Aniadn, Kamolog mpémetl va VITOPAAEL EPAOTNLLO, VO TPAYLOTOTOMGEL avalnTnon 1
va oteilet éva aitnuo v o vampecio [otov Yo va katovalooet To mepexdpevo. Avtiero,
oto 10T, 1o mepleydpevo KaTavardveTol cLVNOMG LEGH TNG TPO®ONONG TG TEXVOAOYIOG ™G
gwomoinon 1M v evepyomoinom pwG evépyswg Otav  evtomifeTon plo  KATAGTOOM
EVOLIPEPOVTOC. L& TOAAES TEPUTTAGCELS, 1 KATAVAAW®GT OMUaivel GLVIVACUO OEOOUEVODV OO

SPOPETIKEG TNYES. AVTO 1GYVEL Y10 TO TOPAO0GLOKO AadikTvo Kabdg kat yuo to ToT.

Y10 moapadoctokd Awdiktvo, m oOVOEon YiveTol HEG® QUOIKMOV GUVOEGUMV  UETOED
16t00eMd®V. Z10 10T, 0 cUVOLAGHOG dEGOUEVMV OOLTELTOL Y10 TNV AVIYVELGT] KATOGTAGEWDV.

AVTO ekdNADOVETOL LE TO GLVIVAGUO JEJOUEVOV LE TN HOPPN TPOTUT®V GLUPAVT®V OV



BaciCovtar oto mepPdArov, 6mov opicpéva amd to dedopéva Kabopilovv to TAGICIO Kot

Lo kaBopilovv to 1610 TO poTtifo.

Odua [Mopadociokd Internet The Internet of Things (I0T)
[Totog dnovpyet , ,
TEPIEYOUEVO; Avbpwnog Mnyavi

[Mdg xatavaidveTal To QObdvTog mAnpopopieg Kot

Koatémv arrfpartog

TEPLEYOUEVO; EVEPYOTOLDVTOG EVEPYEIEG
[1dg svvovaletor To Xpnoonoumvtog pntd Méow capng kKabopiopévev
TEPLEYOUEVO; KaBop1GEVOVS GLVOEGLLOVG YEPLOTOV
. - . , Apbion Ko £ykaipn
[Tow etvan n a&io; Amavinon epooemv evTuépaon
Toco onpovpyia
, , o TEPLEYOUEVOD (HTM L) 6c0 Kopioc snuiovpyia
T1ywotav péxpt topa; KOl KOTOVOIA®ON .
. . TEPLEYOULEVOD
TEPLEYOUEVOD (UMNYOVES
avaghtnone)

[Tivaxag 2.1 Zuykpion PeTa&d 1oV Topadostakod AldKTUOV Kot ToL AdIKTHOL TV

npoypdatov (10T)

Yrdpyet eniong o dtopopd otny agio Yoo TOV KOTOVOAMTY. XT0 Topadoctakd Awadiktvo, N
a&la €ykeltor oty amdvinon Hog pOTNoNg mov Tibeton omd ToV KATOVOAMTY, GE TOAAESG
TEPUTTMOOELG KATA TNV avalnTnorn TANpoeopidy 1 v evepyomoinon vanpeciov. Zto [oT, n

TN glvan £ykoupn gvépyeta N €10omoinon PAcEL aviyVELOUEVOV KOTOGTAGEWMV.

Avtd pog @épvel ot GUYKPION TNG TEAELTOiNG TEYVOAOYiog kot otovg O6vo toueis. To
napadoctokd Awdiktvo etvar pia opun texvoroyia. ‘Exel mpodtuma oe d1bpopovg topeic Kot
pnyoveG avalnmong He to omoio umopel Koveic vor ETKOVOVIGEL XPNCLOTOIOVTOS PUGIKES
yAoooes. To kaBapd amotédespa eivar OTL 11 KOTOVOA®GON TOV TOPAOOGLOKOD AladIKTOOV

pmopet va yiver amd 6Aovg ywpig v avdykn TexVIK®V 0eEl0TNTOV.

AMG otov topéa 10T, n kotdotaon elvar moAd dweopetiky. H mpoondbeior Tumonoinong
€VOl LOVO OTIC TPDTEG PAGELG TNG, emouéveg [6], n olokipwon dedopévav yiveror ad hoc

Ko omontel EEEIOIKEVIEVOVG TTPOYPOUULOTIOTEG Y10, TNV EQOPLOYT LG EPOPLOYNC.
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2.2 AkyoprOpor Mnyavikig Madnong

H aviyvevon avopoldv vapyet o¢ éva onpuovtikd 0€pa yio apketég dEKOETIES KOl 0ONYNOE
o€ TOAAEG EQUPLOYEG GE Eva eV PACUO TOUE®Y, OTWG OVOY] COUALATOV GTn Propnyavia,
aviyvevon kpicewv ot YPNUATOOOTNON Kol OlKoVvopia, didyvaoon vyesiog, akpoio pavopevo
OTNV EMGTAUN TNG YNG KOl HLETEMPOAOYING, AVIXVELCT ATLTTWV OVPAVIMY AVTIKEWUEVOV GTNV
aoTPOVOUIDL M TNV AOTPOPLOIKY], TNV €IGPOA| TOV GLGTNUATOV OTNV AGPEAAEW TOL
KuPepvoydpov kAm. H aviyvevon ovopolov opiletor yevikd ©¢ 10 TpOPANUO TOL
EVIOTIGUOD TPOTVLTTM®V TOV OMOKAIVOUV OO €va HOVTEAD GUUTEPIPOPES «KAVOVIKOTNTAGY.
>m PBProypagio, ot mEPIOCOTEPEG TMPOGEYYIGES MUmOPOLV Vo KotryoplomomBodv eite
CUUP®MVO, L€ TO HOVTEAOD TNG KOVOVIKOTNTOG TOV EUTAEKETOL E1TE PE TOV TPOTO WE TOV OTO10
AVTILETOTILOVY TOV YOPOKTNPICHO TNG OVOUUAINS Kol TNV TOVTOTToinon Tovg. Mo apketd
e€avtAnTikn, ov Kou AMyo mald, perétn elxe mpotabel mov avabewpodoe v aviyvevon
AVOUOA®DY, 1] 0TT0i0, OLOKANP®ONKE L pia T TPOoeaTh cvykpltikn ueiét [7, 8]. Toupmva
HE auTéG TIG HeAETeG, ol mponyuéveg néBodot umopodv va koataveunbodv ce mévte KOPLeg

Kot yopiec:

@ Kovtwoi yeitoveg (near neighbors) kot puébodor mov Paciloviar oe opadomoinon
(clustering-based): Ot péBodor Near Neighbors Paciloviar ommv vrobeon oOTL pio
«PUOIOAOYIKT  EUPAVION eH@aVILETOL KOVTO OTOVLG KOVTIVOUG YEITOVEG NG, &V U
avopoAio epeaviCetalr moAd pokpld amd tovg yeitovég e [Mapopoime, ot péBodor mov
BaciCovtal oe cOumieypo (clusters) Bacilovtal otnv vEOBeON OTL UK KKOVOVIKT EULPAVION
EUQOVILETOL KOVTO OTO TANGCIECTEPO KEVIPOEWES TOL GUUTAEYUATOG EVD U0, avOpoAio Oo

oLuPel TOAD poKkpld amd TO TANGIEGTEPO KEVTIPOEDES TOV cLUTAEYoTog [9].

2 Mébodoc Pacer ta&vounong (classification-based): ce avtd 1o mapdderypo, TOANEG
KAMAOELS «KavoVIK®OV» dedopévav pabaivovtatl and éva cOVOAO Evavtt OADV TOV TOEVOUNTOV
(k6B Ta&vounTng GUVOLETAL e Ll KAAOT KOl EKTOOEVETAL Y10l VO TNV doywpicel and Tig
bAAec KAAGES). Mo epinTmon mov 0EV KATNYOPLOTOIEITOL MG «KOVOVIKI OO KAVEVOVY atd
avTovg Tovg Tadvountéc Bewpeitanr avoporiio. M mepiepyn mepintwon cvppaiver dtav
YPNOWoTolEiTaL piot KAAON Y10l T HOVTELOTOINGT TMV «KOVOVIK®V» dedopévev. O Random
Forest, cvumnepirapfovopévov tov npoéceotov eéehifemv oe éva Random Forest piog
KAdong, o Support Vector Machine (SVM) pe ta&vountéc moAlamimv tééemv (multi-class)
Kot pe tagvopnt pog Kotnyopiag (one-class) kot ta vevpwvikd diktva (Neural Networks),

gtva o1 o ypnoomomuévol Ta&vountég yuo aviyvevon avopoioy [10].



3) Ot ototwotikég pébodor  (statistical-based) Pacifovtar oty vmdbeon o611 TO
«KOVOVIKG 0€00UEVO oYETICOVTOL e KATOOTACELS VYNANG TOOVOTNTOG UI0G VITOKEIEVNS
OTOXOOTIKNG Oladikaciog, evd ot avouoiieg oxetiCovior HE KATOOTACELS YOUNANG
mBavotntag avtng ™S dadikaciog. ANUOPIAEC TPOCEYYIGES GE VTRV TNV KoTnyopio etvot
To povtéla mokvomrag pe Paon tov mopnva (Kernel-based) kou to Gaussian Mixture Model

(GMM), cvumepirappavouévng g tpoceatng Tpoddov oto GMM puiag kiaong [11].

()] O1 pébodot Bewpnrikng TAnpoedpnong (Information theoretic based) ypnoonotovv
BepnTikd péTpa mANPOPOPNONG, OTMG N evrpomia, 1 TolvmAokotnTo Tov Kolmogorov, to
EMIYI0TO UNKOG TEPLYPOPNG K.AT., Y10 TNV EKTIUNON TNG KTTOAVTAOKOTNTAG» TOV «KOVOVIKOV»
oLVOAOL dedopéVV (1 1600VVOUN TNG TOALTAOKOTNTOG TNG Oldikaciog micm omd v
TapoymY” avt®dVv TV dedopévav). Eav to C (D) extipunoet v toAvTAoKITTO TOL GLVOAOL
dedopévav D, 10 eddyioto vmoovvoro g mapovsiog I mov peyietonolei o C (D) - C (1)

Bewpeitol og 10 vTooHvoro avouaiiog [12].

5) H pébodoc pe Paon 1o @daoua (Spectral-based) Paciletar oty vrdbeon ot givan
SVVOTH 1 EVOOUATOON TOV O£d0UEVOV G Uit LITO-TEPLOYN YOUNAOTEPNS SICTACNG OTNV
ool TOL «KAVOVIKA» OEOOUEVH KO 01 OVOUOATEG VITOTIOETON OTL Etvan KaAd dtoywplopéves. H

PCA «a1 n opadomoinomn ypagipotog (opotdtrag) eivarl amd Tig wo oNUoeiAeig pnebddovg
VTG ™G katnyopiog [13].

Mw mpdoeatn oavackoOmmon, ov Kol TOAD AlyOtepo AEmTOUEPT|G, TPocdlopilel pa
CUUTANPOUOTIKY KaTtnyopio mov Ppiocketon avapeco e emPAETOUEVES Kot un emPAETOUEVES
ueboddovE KoL TNV 0ToioL 01 GVLYYPAPEIS avapépoviol w¢ «VPp1dkég uébodors [14]. Téroleg
npoceyyioelg cuvdvdlovy emPrenduevec, NUI-EMPAETOUEVES KOl U1 EMPAETOUEVES TEYVIKES.
To 2008, o Isolation Forest (IF), po evvolohoyikd S10@opeTIK TPOGEYYIoT OTIS HeBOd0VE
mov avaPépnkay mponyovpéves, mtpotddnke mov mapdéeva EEPuye amd TO POvVTAp TNG
nponyoduevng emokonnong [2]. To mapadetypo IF Baciletor otn dvokoAio amopdvmong
LL0G CLUYKEKPLUEVIC TTOPOVGIOG GE OAOKANPO TO GUVOAO TAPOLGLOY KATA TN XpNon (Tuyoimv)
dopav dévrpav. Baciletar oty vwdBeon Ot po ovoporio ivor yevikd moAd mo €0KOAN
GTNV OTOUOVAOGT OO 0 «KOVOVIKT» TTopovsia dedopévav. g ek Tovtov, o IF givar pia pn
EMOMTEVOUEV] TPOCEYYIoN 7oL  oxetiletor kOmwg pe TG Osopntikés pebBodovg g
mAnpoeopiog, dedopévov OTL 1 SUOKOAID OTMOHOVOONG OVTUETOTIETOL HEC®  €VOG
alyopiBukoy oynuotog moAvmiokotntoac. To IF €xet ypnowomomBel pe emtvyioa o€
OPIOUEVES E€QOPUOYEC KOl EMEKTAONKE TPOCOUTA Yoo VO PEATIOGEL TNV EMAOYN TOV
YOPOKTNPIOTIKOV KoL TOV TIUOV S0®PIGHOL TOVG KATO TNV KATAGKELT Tov dévtpov [15]. To

KOplo mAeovéknuo TV oiyopiBuov mov Pacilovtor oe IF givar n woavottd tovg va
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eneepydlovial peydAn TosoOTNTA SESOUEVOV GE YDPOLS VYNANG dLUCTACNG LLE VTOAOYICTIKY|
KOL YOPIKN EAEYYOUEVT] ATOS00Y| G GUYKPIOoN UE GAAES Un emomtevdpueveg nebddovg. v

emdpevn evotnta o olyopBuog Isolation Forest 0o culntOel pe peyaddtepn Aentopuépeia.

2.3 O aryopOpog Isolation Forest

O aly6piBpoc IForest mpotdOnke and tovg Liu, Fei et al. to 2012; Avtog o adydpiBuog sivar
éva devopoeldng (tree-based) povtédo aviyvevong TV TEPMTOCEMY GTLANG GVUTEPLPOPIG
(outlier detection model) pe ypoppkn moALVTAOKOTNTA YPOVOL KOl LYNAR akpifelo Kot

KOATAAANAO Y100 VYNANG O1CGTAGE®Y KO LEYOAN TOGHTNTO OEOOUEV®V.

Emedn otv avopoiiec eivar «Mydtepeg kol OWPOPETIKES», €lvol 7O ELVAAWMTEG OTNV
ATOUOVMOT|. Z€ &va TUYXai0 0EVIPO TPOCAVOTOMGUEVO GTA OESOUEVA, Ol EYYPAPESG KOPOovVTAL
avadPOUIKA UEXPL VO aopovwBovy OAES ol eyypapEc. AVTd TO TVYOIO SIUEPIGHA KAVEL TNV
gyypaon outlier va £xel pikpotepo UNKOC S10BPOUNG, EMEION Ol EYYPOPEC UE OLOKPLTES TIUES
YOPOKTNPOTIKOV givor Thavatepo va dywplotodv oe mpowa dopepiopota. To [Forest
arotereiton and pepikd iTrees (0évrpo amopdvmong). Kdébe iTree etvar £va dvadikd dévtpo.

Ta Prpata vAomoinomg £xovv mg eENG:

@ Enilééte tuyaia évav otabepd aplfpud onpeiov detypdtwv amd dedopEva. eKTaideVong

¢ vodetypata kat tonobetnote ta otov plikd kéuPo (root node) tov dévrpov.

2 [Ipocdopiote Tuyaia Eva YOPOKTNPIOTIKO Kol ONUIOVPYNOTE TVYOIO Eva. OMIEl0 KOG
p ota Tpéxovta dedoUEVA TOL KOUPOL, TO onueio Komng onpovpyeital HeEToEy TG HEYIOTNG
KOl TNG EAAYIOTNG TIUNS TOL KOOOPIGUEVOL YOPOKTINPIOTIKOD OTO TPEXOVTO OEOOUEVOL TOL

KOUPov.

(3)  "Eva vmepmidvo (hyperplane) dnuovpyeitar omd owtd 10 onueio KoM Kot 0 ydpog
dedopévmv tov tpéyovtog kOpPov ywpiletar oe dVo devtepevovoeg BEcelg: Ta dedopéva
pKpOTEPA OO P 0TO KABOPIGUEVO YAPOKTNPIGTIKO TOTOOETOVVTIOL GTO aploTePd Buyatpikd
(child) tov tpéyovtog kOuPov Ko Tor dedopévo peyavtepa 1 ico pe p tomobetobvton 610

de&16 Buyatpkod (child) tov Tpéyovtog kKoUPoV.

(4)  Exrteléote avadpopukd to Pripata 2 kot 3, £og 6tov o Ouyatpikcog (child) koépupog éxet

poévo pia eyypaen M to iTree ptdoet oto kabopiopuévo Hyog,.



Ao AdPete avtd to iTrees, n ekmaidevon tov iForest tepupatifetor ko, otn cuvvéyela,
umopovue vo, agtoroynoovpe ta dedopéva dokumv (testing data) ypnoyomowwvtag to iForest
nov dnuovpyndnke. o pia dokyaotikny eyypaen (testing record), apnote 10 vo dlacyiost
KGO iTree kai, otn CLVEXELD, VTOAOYIOTE TO VYOS TV EYYPAPAOV TOV TEMKE TEQTOVV GE
Ka0e 6évtpo. Tdte pmopovpe va TAPovE TO HEGO VYOGS TG EYYPOENS o€ KABe dévtpo. Edv 1o

HEGO VYOG glvar pikpOTEPO amd T dedopévo Oplo, TOTE 1 €yypapn Oempeitar outlier.
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Kepaioro 3

Aopn TpoYpPAPPATOG

3.1 Aopn Kataypagng kuklopopiog diktdov 11
3.2 Aopn Ipoetopaciog Aedopévmv 13
3.3 Aopn Awdwkaciog Exnaidevong 14
3.4 Aopn Aviyvevong emibBécemv 15
3.5 Anuovpyio Epyoieion 16
3.6 TToAvmlokoTnTO 17

3.1 Aopn Kataypa@ig kukio@opiag S1kTtH0v

ApyKd 10 TPOYPOUULO TOAPVEL TIC TOPAUETPOVS, LITAPYOVV 6 TPOUPETIKEG TOPOUUETPOL TOV

elvat ot €€Ng:

@ --1 <true/false>: KaBopilel av to npoypappo 0o Aertovpyei en’ dmepov (infinitely). H

npokabopiopévn tiun eivou false.
2 --t <number>: Kabopilet Tov apbpd tov Aentdv mov Oo Aettovpyei To mpodypappa. H
npokabopiouévn T eivar kapio a@od amid o Kotaypdyet Yo pio povo opd v kivnon

dTVoV Onte¢ kaBopictTnre and Tov aplBRd TOV TOKETOV TOV TNG TAPAUETPOL --P.

3 --s <true/false>: KaBopiler av 10 npdypoppa Oa amobnkedoet oe povo éva opyeio

pcap tn Katoypappuévn Kivnon diktvov. H mpokabopiopévn tyun givon false.

4) --p <number>: Kobopiler tov apud tov mokétov mov Oo kataypagptovv. H

npokabopiopévn Tyun etvan 200.
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5) --C <true/false>: KaOopiler av to mpoypappo o cvveyicer pe v ypnon tov
vrolomwv Astrtovpyiwv (Ilpoetopacio Agdopévov, Tpoeodocia Tmv dedouévev otov

aAyopipo kot Aviyvevon tov enBécewv). H mpoxabopiopévn tiun eivoun false.

(6) --d <true/false>: Kabopilel av to mpdypoppa Oo dtaypdyel ta apyeio mov mEPIEXOLV
to e€ayopeva yapaxtmplotikd (extracted features) petd tv olokAnpworn Tov LEOAOT®V
Aertovpydv (Ilpogtopacio Agdopévav, Tpopodocia tv dedouévev otov adydpipo Kot
Aviyvevon tov embéocemv). H mpokabopiopévn tiun eivor true. Enueimon ot yuo vor €xet
OTO0ONTOTE OMOTEAECUO, 1| GUYKEKPIUEVT] TOPAUETPOS TPEMEL VO TPMTO VAL VIAPYEL GOV
TOPAUETPOC N --C APOV Y10 VoL VITAPEOLY TaL apyeia pe Ta eEQYOUEVO YOPOUKTNPICTIKA TPETEL
Vo cuveyloTtel M Agtrtovpyia Tov TPOyphupaTog O0mov Ba cuveyicel pe v xpnom Tov

VTOAOUT®V AEITOVPYLDV.

Get arguments

Wrong
arguments?

Capture Network
{> Traffic for a specific
number of packets

Capture more
packets?

Store Results in pcap
file

|z the duration over?

Confinue with
testing phase?

Feature extraction
phase

Mo

Ewova 3.1 Zyeddypappo Soung Katoypoens KukAoeopiog Sikthov

Xpnowonowdvtog to gpyalreio sniff g Pipiodnkng scapy [16] to mpdypappo Eekvael Tnv
dadkacia sniff émov kotoypdeer OAN TV KVKAOEOpPia TPOG TNV TPOKABOPIGUEVT] GUVIESN
(connection) ob givar Kot oVTH TOL OVTOG YIVETOL 1 EXKOWVMVIO, 0O KoLl TPOG TV GLOKELN.
Otav ohokAnpmbel n dwdkacio oty yo Tov apBud tov makétmv mov Kabopiotnke tOTE

onuovpyeiton £va véo apyeio pcap 6mov Kot amodnNKevETAL N KATAYEYPAUUEVT TANPOPOpPia.
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AV EMAEYTNKE 1 OLVEXEWL TOL TPOYPAUUNTOG 0oy Bo TPOYWPNOoEL OTIS VLTOAOUTES

Aertovpyieg TOTE KOAOVVTOL TO AopoitnTo apyeio yio va emtevydet ovto.

3.2 Aopn Mpogtopaciog Acdopévav

Apyikd 10 TPOYpApLO TOPVEL TIG TOPAUETPOVS, VILAPYEL 1 voXPE®TIKY] TOPAUETPOG TOL

elvan m e€ne:

Q) --f <filename.pcap>: KoaBopiler 10 apyeio €166dov pcap mov Bo ypnoyomomOei.

Xwpig avtnv v mapduetpo dev opyilel n Aertovpyio TOV TPOYPAULATOG.

W

[ Get arguments ]

Are all packets

read? Extract features

Wrong
arguments? Fead pcap file ]—D

[Saue the data in csv
file

Ewova 3.2 Zyedrdrypappa Sopng mpostopaciog dedopuévav
Xpnowonowdvtog ™ Piprodnkn scapy [16] to mpoypappa Eekivael v Swdikacio

dwPacpatog tov apyeiov pcap omov maipvel Eva TPog £va To ToKETA Kol PAETEL TO TL TEPLEXEL

10 kG0 TokéTo Ko amodnkevel 32 yapaktnpiotika (features) yio to kabe Eva amd avTd.
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Packet MAC-Srcl MAC-Src2 MAC-Src3 MAC-Src4 MAC-Src5
MAC-Src6 MAC-Dst1 MAC-Dst2 MAC-Dst3 MAC-Dst4 MAC-Dst5
MAC-Dst5 LLC IPv IP-Srcl IP-Src2 IP-Src3

IP-Src4 IP-Dst1 IP-Dst2 IP-Dst3 IP-Dst4 IP-Tos

IP-Len Protocol Port-Src Port-Dst wirelen caplen

sec usec

[Tivaxog 3.1 EEaydueva xapoakmpiotikd

Metd v olokApwon g eEaymyNS YOPOKTNPICTIKMOV Y10, OAO TO TOKETO TOV Ppickovioy

0TO0 Opyelo pcap to YopoKINPOTIKA oamodnkedoviar oe €va opyeio CSV Yoo va

ypnoonomBovv apydtepa e v ypnomn g Piprodnkng pandas [17].

3.3 Aopn Awwdikaciog Exraidoguong

Apyikd 10 TPOYPOAUO TOPVEL TIC TOPAUETPOVS, LTAPYKEL 1 TPOAPETIKY TOPAUETPOG Ko 1

VIOYPEMTIKN OV €ivort o1 ENG:
@ --r <true/false>: Kafopiler av o akyopibpog Oa mpoochHéicel ta véa dedopéva oe éva
Nnon exmoudevpuévo povtédo tov Isolation Forest (true) 1 av Ba dnpovpynoet éva vEo HovtéLo

tov Isolation Forest (false). H npoxafopiopévn tiun eivou false.

2 --f <filename.csv>: Kabopilel 10 apyeio £16660v €SV mov Oa ypnoipomroindei. Xwpic

LTIV TNV TOPAUETPO dev apyilel n Asttovpyia Tov TPOYPELUATOS.
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Get arguments

Wrong
arguments?

Load Model

Read csv file

Create Model

Delete csv file
)
fes

Delete csv file?

< Stare Model <] Train Model

Ewova 3.3 Zyedidypappa Sopng dadikaciog ekmaidevong

Xpnowonowdvtac ™ PiPprlodnkn pandas [17] 1o mpdypoupa Eekivdel v dwadikacio
dwpdouatoc Tov apyeiov CSV Omov TaipveL T dESOUEVA Kol TA TPOPOSOTEL GTOV aAyOp1OL0
Isolation Forest tng Pipriodrkng sklearn [18] 6mov kot yivetar | ekmaidevon Tov HOVTEAOL.

Otav odoxAnpmbel n dadikasio avT T LOVTEAO amoONKEVETOL GTOV GUGTNLO LE TNV YPNOT
™ Piplodnkng joblib [19].

3.4 Aopn) Aviyvevong emBécemv

Apyikd 10 TPOYPAUE TOIPVEL TIG TOPAUETPOVS, VILAPYEL | LVTOYPEWTIKY] TAPAUETPOG TOL

etvau m €énc:

@ --f <filename.csv>: Kabopilet to apyeio 16660v €SV mov Oa ypnoyonomdei. Xwpig

LTIV TNV TOPAUETPO dev apyilel N Aettovpyia TOV TPOYPAUUATOC.
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Get arguments

Wrong
arguments?

e

Read input csv file Load Model

Delete cov file? ]

Ewova 3.4 Zyedidypappo Soung aviyvevong enbécewmy

Test Model

YV
Delete input csv file <] Store Re;glts In csv

Nao

Xpnowonowdvtag ™ Piprlodnkn pandas [17] 1o mpdypoaupa Eekivael v Swdikooio
dwpdouatoc tov apyeiov CSV 6mov maipvel To dedopéva ta omoio Ba ypnoyomomBovv
apyotepa. Emiong eoptdvel 1o poviéro (1o omoio eivor MO ekmondeLIEVO) TOL ahyopiBpov
Isolation Forest mov givar amobnkevpévo 610 cdoTHH pe TV xpNion ¢ Pipiodnkng joblib
[19]. Agob @optdoet kot To V0 AVTH OTOPOITTO GLOTOTIKA, TPOPOSOTEL TAL SEOUEVO GTOV
aAyopiBuo Isolation Forest tng Pipriodnkng sklearn [18] o6mov ko yivetow M avayvodpion
avopaiov. T'a kébe éva and ta maxéto vroloyilel To anomaly score kot yio. 660, TOKETO TO
oKop &ivar Kat®w amd 10 Oplo (tTov puéco Opo) TOTE T KATNYOPLOMOEl ¢ KaKOPovAn
(malicious) evd to voAowto Ta KoTnyopronolel wg dxaxa (benign). Ta arotedéopata avtd
amobnkedovtal o€ éva apyeio CSV, pe v ypnon e Piprodnkng pandas [17], omov mepiéyet

TOV 0plORd TOL TAKETOL KOl TO OMOTEAEGLLOL QLTS TNG KATNYOPLOTOINGNG Yo TO KAOE TakéTo.
3.5 Anpuovpyia Epyaieiov

Xpnowonowdvtag T Bipriodnkn PyQt5 [20] dAeg ot mapambvm Asrtovpyieg evdvovTal e Eva
ypopwd mepBariov ypnotm, Graphical User Interface (GUI). Me v ypnon avtod tov

YPAPIKOV TTEPPAAALOVTOG XPNOTN AMAOTOEITOL O TPOTOG AerToVPYinG TOL €V AOY® £pYyaAEiov.

OAeg o1 Aertovpyieg mov avoeépbnkay gival dnpovpynuéveg e m ypnion g python 3. O
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K®OJIKOG VAOTOINoNG Tov gpyareion avtol, KabdS Kot OV TV eTUEPOVG Aettovpyldv (givar

EVOMUOTOWEVEG 6TO pYareio), Ppioketal oto [Tapdpmmua A.

3.6 IoAvmhokéTNTO

H ypovikf; molvmhokdtnto 1060 0V aAyopibupov Isolation Forest 66o katl tov vrdrloumwv
TPOYPOUUATOV Kol AEITOVPYIOV 7OV TOV mAowolovouy  egivar ypoupikn (linear time
complexity). Avtd emttvyydvete yioo 0 AOyo OTL 0V LEAPYEL OMOLNONTOTE AVASPOUN 1
EMOVAAN YT oTa 10100 dedopéva 1 Kol TOKETO, OV KoAeitar o adyoplOuog vo eneEepyaoTel.
Olec o1 dwdikaoieg tpéyovv uoévo p @opd Yo to KaOe dedopévo kot mokéto. Etor m
Béitiom, m Xelpiom wor m Méon mepintowon €xovv axkpifdg v O xpoviKm
noAvmAokOTNTa. Oco yio v otabepd ™G ypOovIKNG TOALTAOKOTNTOG, €Vl OXETIKA apKETA

pKpn aeov to frjpato mov yperdlovrorl eival ToAD PKpE Kol GUYKEKPUYLEVA.

AVTd dev EMTLYYAVETAL LOVO GTNV YPOVIKY OAAL Kot GTNV Y0Pk moAvmiokdtnta. Ommg
eEnynonke kot mo whve OAEG 01 SOIKOGIES TPEYOLY HOVO LI POPA Yo TO KAOE dedOUEVO
Kol TOKETO, KAVOVTAG TOV ahydp1Bpo mold ypryopo Kot amotedespatikd. ['a 1o kdbe mokéro
yperdleton va to yapokmnpioet pe poévo 32 Hovadikd YopaKTNPLoTIKA, TO, OToin £ivol TUTOL
Integer ko maipvovv 8 bytes to kabe éva. Avtd onuaivel mw¢ GuVOlKA To Kabe maKETO
ypewdletar 256 bytes yio vo amobnkevtel yw v Sadikacio NG TPOETOAGING TMOV

dedouévav (feature extraction).
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Kepaioo 4

Yhomoinon Xvotipatog

4.1 Kartoypagn KukAo@opiag dSKtHov 18
4.2 Tlpogtouacio Asdouévav 25
4.3 Awdwacio Exraidevong 25
4.4 Aviyvevon embécewmv 31

4.1 Koataypoa@i Kvkio@opiag S1KTV0V

e ovTo TO onueio mapovstaleTal To YPAPIKO TEPPAAAOV YPNOTN HECH TOV OTOIoV E£YEL TNV
SuvaTOHTNTO VO KOTAYPAYEL TNV KUKAOPOPIo TOL SIKTVOL KaOMDS Kot d1apopec GAAES ETAOYEG

nov €yovv emenynbet oto Kepdiowo 3.1.

Ymv Ewoéva 4.1 mopovctdletol To TPOEMAEYUEVO YPOPIKO TEPIPAALOV Yio TV Agttovpyia

NG KATOYPOPS KUKAOPOPLNG SIKTVOV.

2mv Ewoéva 4.2 napovoidletar 1o ypapikd mepiBAiiov yuo TNV AElTovpyio TG KOTOYPOONG

KuKAOQOpiog OKTOOV apoD £Tpee e TIG TPOEMAEYUEVES EMAOYEG,

2mv Ewova 4.3 mapovoidletar 1o ypapikd mepiBAiiov yuo TNV AETovpyio TG KOTOYPOONG
Kukhopopiog diktoov apod emdéymmke 1 emhoyn Run Infinitely, 6mov to mpdypappo Oa

Aertovpyet en” amepov (infinitely).
2mv Ewova 4.4 tapovoidletar 1o ypagpikd mepiBAAiov yioo TNV AEITovpyio TG KOTOYPOONG

KUKAOQOpiog dktOov ool emAéytnke N emioyn Duration of Packet Sniffer (in minutes),

o6mov KaBdpioe Tov apBud TV Aentdv Tov Oa Asttovpyel.

18



Ymv Ewoéva 4.5 mapovoidletar 1o ypapikd mepiBAAiov yioo TNV AEITOLPYio TG KOTOYPOONG
KUKAOQOpiog dikTHov apov emAéytke 1 emthoyn Single pcap file for captured traffic, 6mov
10 TPOYpappa Ba amobnkedoel e poévo Eva apyeio pcap  Kataypopupévn Kivnon Siktoov.
Inueidveton 6Tt Yoo va Yivel ouT) M ETAOYY| TPOTOTOMGIUN TPENEL TPAOTO VO EMAEXTEL M
emvoyn Duration of Packet Sniffer (in minutes), 6mov kabopioe Tov aplOUd TOV AETTOV TOL

Oa Aettovpyel.

Ymv Ewova 4.6 mapovotdletor 1o ypapikd TepBAAAOV Yoo TNV AEITOLPYIO TG KOTOYPOONG
KUKAOQOpiog dikTvov agov eméytnke 1 emhoyn Number of Packets to be captured, émov

kaBopioe Tov apBpd TV TaKETOV oL Hol KTy paPTOUV.

Ymv Ewoéva 4.7 mopovcidletal o ypapikod meptBaAlov yoo TV Agttovpyio TG KOTAypoeg
KUKAOQOpiog S1kTOOV agov emléytnke 1 emidoyn Continue with Anomaly Detection, émov
kafopioe TOC 10 TPOYpaupo Bo cvveyicel pe TV xpNON TOV LIOAOITMOV AETOLPYUDV
(ITpoetoyacio Aedopévav, Tpopodosia Twv dedopEVOV GTOV aAYOPIOHO Kot Aviyvevon TV

embéoewv).

>mv Ewoéva 4.8 mapovoidletal o ypapikd meptBAAlov Yoo TV Agltovpyio TG KOTaypopg
KUKAOQOpiog diktoov apov eméytnke n emhoyn Delete the .csv file after the process, émov
10 mpoOypoupa Ba daypdyel ta apyeion mov meEPLEYOLV TaL €SOYOUEVO YOPOKTNPIOTIKG
(extracted features) petd v olokAnpwon tov vrorlowmmwv Asrtovpyiwv (IIpogtowacio
Agdopévav, Tpogodocia twv dedouévmv otov alyopiBuo kat Aviyvevorn tov emfécemv).
INUEIOVETOL OTL V1oL VO YIVEL LT M EMAOYN TPOTOTOMGIUY TTPEMEL TPDOTO, VO ETAEYTEL M
emhoyn Continue with Anomaly Detection, 6mov kabdpioe mwg to mpdypoupa o cuveyiost
pe v ypnomn tov vroérowmwv Acttovpyiwv (Ilpoetoacio Aedouévav, Tpogodocio Ttwmv

dEOOUEVOV 6TOV aAYOP1OUO Ko Aviyvevon TV enfEcEMVY).

2mv Ewoéva 4.9 mapovoidletar 1o ypapkd mepiBAiiov yuo TNV AETovpyio TG KOTOYPOONG
KukAopopiog dikTvov ool eméytmke N emthoyn Duration of Packet Sniffer (in minutes),
OOV 0 YPNOTNG £lxE E10AYAYEL AOVOAGUEVT TN KOL TO TPOYPOLLLLO TOV ELPAVIGE £va. VUL

CQUALOTOC.

Ymv Ewoéva 4.10 tapovoidletar to ypopikd mtepBdArlov yio TV Aertovpyic TG KOTaypopng
KukAoopiag diktHov apod emdéytnie 1 emhoyr; Number of Packets to be captured, 6émov o
XPNOTNG €lxe €oaydyer AovOaopUEvn T Kot TO TPOYPOUUO TOL EUEAVICE €VOL UNVOLLOL

OQUALOTOC.
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Packet Sniffer ~ Train Model ~ Anomaly Detection

Run Infinitely No

Duration of Packet Sniffer (in minutes) ‘

Single pcap file for captrured traffic Yes

Number of Packets to be captured ‘

Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Ewoéva 4.1 Tpagikd mepifaiiov Kataypapr|g KUKAOQOPING O1KTVOV

Packet Sniffer ~ Train Model ~ Anomaly Detection

Run Infinitely No

Duration of Packet Sniffer (in minutes) |

Single pcap file for captrured traffic Yes

Number of Packets to be captured |

Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Starting the sniffing process...

Capturing network traffic...

The results have been stored in NetIDS/pcaps/2020-06-03-02-19-16.pcap successfully!
Execution Time: 0:00:00.697885

Total Execution Time: 0:00:00.706578

Ewova 4.2 Tpapucd mepipdArov Kataypagns KUKAOQopiag O1KTHov
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Packet Sniffer  Train Model ~ Anomaly Detection
Run Infinitely Yes
Duration of Packet Sniffer (in minutes)

Single pcap file for captrured traffic No

Number of Packets to be captured

Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Ewova 4.3 Tpapikd mepidirlov Kataypapng KukAo@opiag SikTHov

Packet Sniffer ~ Train Model ~ Anomaly Detection

Run Infinitely No
Duration of Packet Sniffer (in minutes) ‘ZU
Single pcap file for captrured traffic No

Number of Packets to be captured ‘

Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Ewova 4.4 Tpapucd mepipdArlov Kataypapns KuKAOQopiag O1KTHov
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Packet Sniffer  Train Model ~ Anomaly Detection

Run Infinitely No
Duration of Packet Sniffer (in minutes) |IDD
Single peap file for captrured traffic Yes

Number of Packets to be captured |

Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Ewoéva 4.5 Tpagikd mepifaiiov Kataypaprg KUKAOQOPIg O1KTVOV

Packet Sniffer ~ Train Model  Anomaly Detection

Run Infinitely No

Duration of Packet Sniffer (in minutes) |

Single pcap file for captrured traffic Yes
Number of Packets to be captured |ID
Continue with Anomaly Detection No
Delete the .csv file after the process No
Start

Ewova 4.6 Tpapucod mepipdAriov Kataypapns KuKAO@opiag OtKTHov
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Packet Sniffer  Train Model ~ Anomaly Detection

Run Infinitely Mo

Duration of Packet Sniffer (in minutes) |

Single pecap file for captrured traffic Yes

Number of Packets to be captured |

Continue with Anomaly Detection Yes
Delete the .csv file after the process Yes
Start

Ewoéva 4.7 Tpagikd mepifaiiov Kataypaprg KUKAOQOPIG O1KTVOV

Packet Sniffer ~ Train Model ~ Anomaly Detection

Run Infinitely No

Duration of Packet Sniffer (in minutes) |

Single peap file for captrured traffic Yes

Mumber of Packets to be captured |

Continue with Anomaly Detection Yes
Delete the .csv file after the process No
Start

Ewova 4.8 Tpapucod mepipdArov Kataypapns KuKAOQopiag OtkTHov
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Packet Sniffer  Train Model ~ Anomaly Detection

Run Infinitely No
Duration of Packet Sniffer (in minutes) |ZD.
Single pcap file for captrured traffic No

Number of Packets to be captured |

Continue with Anomaly Detection Yes
Delete the .csv file after the process No
Start

e Only positive integers are allowed for the duration option

oK

Ewoéva 4.9 T'pagikd mepifaiiov Kataypap|g KUKAOQOPIg OTKTVOV

Packet Sniffer  Train Model ~ Anomaly Detection

Run Infinitely No

Duration of Packet Sniffer (in minutes) |

Single pcap file for captrured traffic Yes
Number of Packets to be captured |2Uk
Continue with Anomaly Detection Yes
Delete the .csv file after the process Ho
Start

9 Only positive integers are allowed for the number of packets option

OK

Ewoéva 4.10 I'pagid meptBdiiov kataypapng KukAogopiog dSiktiov
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4.2 TIpogtorpacio Asdopévmv

H dwodwacio mpoetouaciog tov dedoUEVOV OV TPOGPEPETOL GOV AVTOVOUTN AgrTovpyio
a0l 0 amMTEPOG OKOTOG etvat 1 aviyvevon Tov embécewv o €va diktvo. H Aettovpyia ovty
elval Opmg akpmg amapaitnTn Yo OAEG TIG LITOAOTES AEITOVPYIEG KOl EKTEAEITAL TAVTOTE GE
apyelo ToTOL pcap, eite mpoopifovral yio ekmaidgvon Tov aAyopiBuov gite yio aviyvevon twv

smféoswv.

4.3 Avodwkaocio Exkmaidgvong

e owto To onueio mopovoaleTal To YPaPKO TEPPAAAOV YPNOTN HEGC® TOV OMOioV EYEL TNV
duvatdTTO VO EKTadEVGEL TO HOVTELD Tov adyopiBuov Isolation Forest kaBmg kot didpopeg

GAAec emAoyéc mov Exovv emeénynOel oto Kepdiaio 3.3.

Ymv Ewova 4.11 mopovcidletal 10 TPOEMAEYUEVO YPAPIKO TEPIPAAALOV YO0 TNV AgtTovpyia

™G ekmaidevong Tov poviélov tov aiyopibuov Isolation Forest.

>mv Ewova 4.12 mapovoidletal 1o mapdbvpo mov epeaviCetar yio v €mAoyn opyeiov

£16000V apov £xel TotnOel o kovuri Browse File.

>mv Ewova 4.13 napovcidleton To ypapikd mepBaiiov yio TV AElTovpyio TG EKTOIOELONG

TOVL HovTéEAOL ToV akyopiBuov Isolation Forest apob £yve n emhoyn apyeiov e166d0v.

>mv Ewova 4.14 napovcidleton To ypopikd mepBArAiov Yo TNV AEITovpyio TG EKTOUdELONG

TOL HoVTEAOL TOL akyopiBuov Isolation Forest apob £tpete pe Tig Tposmheyuéveg EmAOYEC.

2mv Ewova 4.15 mapovsialetar to ypopikd meptBdalov yia v Asttovpyia TG ekmaidgvong
7OV povtélov tov alyopibupov Isolation Forest agov smdéytnke m emhoyn Input file type,

6mov KaBdp1oe TOV TOHTO TOL APYELOL E1GOOOV GE CSV.

Ymv Ewova 4.16 mopovcialetar 1o mapdbvpo mov sppavileror yioo v emhoyn apyeiov
€10000v apov £xel matnbei to xovuni Browse File. Tnusidveton ot éyer oM emheytel M

emaoyn Input file type, 6mov kabdpioe Tov THTO TOL OPYEIOV E1IGASOV GE CSV.

Ymv Ewova 4.17 mapovsialetar o ypopikd meptBdAlov yia v Asrtovpyia TG ekmaidgvuong

0V povtélov tov aAyopibupov Isolation Forest agod €ywve m emhoyn apyeiov €16650V.
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Ynuetdveton 0Tt el NON emdeytel n emhoyn Input file type, 6mov kabdopioe Tov TOTO TOV

apyelov €1l6OO0L GE CSV.

Ymv Ewova 4.18 mapovsialetar o ypopikd meptPdAlov yia v Asttovpyio TG eKmaidgvong
TOL povTéAOL ToL aAyopibuov Isolation Forest apob étpete pe Tig mpoemleyuéveg EmAOYEG.
Inuetdvetan 0Tt el NON emdeytel n emhoyn Input file type, 6mov kabdopioe Tov TOMO TOV

apyeiov €160d0v G CSV.

>mv Ewova 4.19 napovcialetar o ypopikd mepPdAlov yia v Asitovpyio TG eKmaidgvong
0V povtédov tov aAyopiBuov Isolation Forest apov emdéytmke m emtloyn Retrain the
existing model, 6mov kaBopioe 0 av o akyopBuog Oa tpochécet ta véa dedopéva o€ éva oM
ekmoudevuévo povtédo tov Isolation Forest (Yes) 1 av Oa dnpovpynoet éva véo LOVTELO TOV

Isolation Forest (No).

>mv Ewova 4.20 mapovcialetar o ypoapikd mepPdAlov yio tnv Asrtovpyia TG eKTaidgvoNng
1OV povtéAov tov aiyopibuov Isolation Forest ool emléytnke 1 emhoyn Delete the .csv file
after the process, 6mov 10 mpdypaupa o daypdyel ta apyeioa wov mepiEyovv ta e€aydueva
yapaxtmplotikd (extracted features) petd v OAOKAAP®ON TV VIOAOW®OV AEITOVPYIDV
(ITpogtopacio Aedopévav kot Tpopodoacio Tmv dedouévav otov olyopiduo). Enueidvetot
OTL Y100 va yivel AT 1) ETIAOYT TPOTOTO O TPEMEL TPMTA. VoL Mgy Tel 1| emdoyn Input file

type, 6mov mpémel va kaBopioTel 0 TOTOC TOL OPYEIOL €GOS0V GE PCap.

Packet Sniffer  Train Model  Anomaly Detection

File Path | Browse File

Tinput file type pcap file "<filename>.pcap" =z
Retrain the existing model No -
Delete the .csv file after the process Yes -

Start
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Ewova 4.11 T'pagikd neptPdiiov d10dkociog eKmaidocvong

etlD - O
Packet Sniffer ~ Train Model  Anomaly Detection
File Path | Browse File
Input file type pcap file "<filename>.pcap" =z
Retrain the existing model No v
Delete the .csv file after the process Yes -
Start
] File
« ~ 4 <« workspace » python » Diploma » datasets » CTU-loT-Malware-Capture-3-1 v O Search CTU-loT-Malware-Cap... 0
Organize ~ Mew folder = - | o
( Name Date medified Type Size
3¢ Quick access
I Desktop -~ bro File folder
e 2018-05-21_capture.pcap Wireshark capture...
; Downloads +] test.pcap Wireshark capture...
workspace
mineTest
WebPage
ChristosAndr
Diploema
|5 Documents
CTU-loT-Malwar
features
final
versions
@ Onelrive v
File name: ~| | Input File (*.pcap) ~
Open Cancel
7 r 7 7 7
Ewoéva 4.12 I'pagpikd mepiBdArov diadtkaciog ekmaideuong
etlD — [m]
Packet Sniffer  Train Model  Anomaly Detection
File Path |C:,sters,fchrisfwnrkspacefpythnnfl]iplnmafdatasetstI’U—InT—MaIware—Capture—3—1/2D18705—21_capture.pcap Browse File
Tinput file type pcap file "<filename>.pcap” i
Retrain the existing model No hd
Delete the .csv file after the process Yes A

Start

Ewodva 4.13 T'pagikd meptPdiiov 61001K0ciog EKTaidoevong
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Packet Sniffer ~ Train Model  Anomaly Detection

File Path |C:stersfchris,fworkspacef'pythom’DipIomag’datasetstTU-IoT-Malware-Capture-3-1/2018-05-21_capture.pcap

Browse File
Tinput file type pcap file "<filename>.pcap" <
Retrain the existing model No =
Delete the .csv file after the process Yes -

Start
Starting the feature extraction process...
Opening C:/Users/chris/workspace/python/Diploma/datasets/CTU-IoT-Malware-Capture-3-1/2018-05-21_capture.pcap...
The results have been stored in MetIDS/features/2018-05-21_capture.csv successfully!
C:/Users/chris/workspace/python/Diploma/datasets/CTU-IoT-Malware-Capture-3-1/2018-05-21_capture.pcap contains 496959 packets (496959 interesting)
Execution Time: 0:03:14.015077
Starting the Isolation Forest training process...
Opening NetIDS/features/2018-05-21_capture.csv...
The model has been created successfully!
Execution Time: 0:00:19.027073
Total Execution Time: 0:03:33.117930
Ewoéva 4.14 T'pagpikd mepiBdArov d1ad1Kaciog ekmaideuong

Packet Sniffer  Train Model ~ Anomaly Detection
File Path | Browse File
Input file type csv file "<filename>.cav" -
Retrain the existing model No hs
Delete the .csv file after the process No

Start

Ewova 4.15 I'pagikd meptPdiiov 61001K0ciog eKTaidoevong

28




Packet Sniffer ~ Train Model  Anomaly Detection

File Path | Browse File
Input file type csv file "<filename>.csv" <
Retrain the existing model No hd
Delete the .csv file after the process No
Start
m se nput File X
T~ s Christos Andreou s workspace » python @ Diploma » NetlD5 » features v D Search features yel
Organize + MNew folder == ~ N o
Lo MName - Date modified Type Size

# Quick access

1 Desktop P @ 2018-05-21_capture.csv 31/05/2020 2:09 pm Microsoft Excel C...
B35 2018-07-31-15-15-09-192.168.100.113.csv  10/06/2020 10:01 prm Microsoft Excel C...
¥ Dovnloads 3 big.csv 01/06/2020 11:32 pm Microsoft Excel C...
workspace B test.csv 01/06/2020 12:15 pm Microsoft Excel C...
mineTest -+ @ test2.osv 01/06/202 9 pm Microsoft Excel C...
WebPage  # @ train.csv 31/05/2020 €:23 pm Microsoft Excel C...
ChristosAndr
Diploma -
Documents o
CTU-loT-Malwar
features
final
versions
@ OneDrive v
File name: ~| | Input File (*.csv) v

Open Cancel

Ewova 4.16 T'pagikd meptPariiov S1adikaciog eKmaidoevong

— O
Packet Sniffer ~ Train Model  Anomaly Detection
File Path ‘C:f’USersf’chr\waurkspacejpythUn{DipIUma;’NetDSffeatures{lDlS-DS-Zl_capture.csv Browse File
Input file type csv file "<filename=>.csv" <
Retrain the existing model No -
Delete the .csv file after the process No
Start

Ewova 4.17 T'pagikd neptPdiiov 61001K0ciog eKTaidoevong
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Packet Sniffer ~ Train Model  Anomaly Detection

File Path ‘C:f’Usersfchrls,fworkspacefpythun,"DlplomafNetIDSffeatureszUlE-US-Zl?capture.csv

Browse File
Input file type csv file "<filename>.csv" <
Retrain the existing model No hd
Delete the .csv file after the process No
Start
Opening C:/Users/chris/workspace/python/Diploma/MetIDS/features/2018-05-21_capture.csv...
The model has been created successfully!
Execution Time: 0:00:19.510229
) ) 7 7 7
Ewoéva 4.18 I'pagpikd mepiBdArov dladtkaciog ekmaidevong
]
Packet Sniffer ~ Train Model  Anomaly Detection
File Fath | Browsse File
Input file type pcap file "<filename=.pcap" =
Retrain the existing model Yes hs
Delete the .csv file after the process Yes -

Ewova 4.19 I'pagkd neptPdiiov 61001K0ciog EKTaideLong
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Packet Sniffer ~ Train Model  Anomaly Detection

File Path | Browse File

Input file type pcap file "<filename>.pcap” =
Retrain the existing model No =
Delete the .csv file after the process No hd

Start

Ewoéva 4.20 I'pagpikd mepiBdArov dladikaciog ekmaidevong
4.4 Aviyvevon emOicemv
e ovTo T0 onueio mapovotdletal To YpaPkd TEPPAAAOV ¥PNOTN LECH TOV OTOIOV £YEL TNV
duvatdTNTA VO, YPNOOTOINOEL TO O EKTAOELUEVO HoVvTEAD Tov adyopiBuov Isolation
Forest yin aviyvevon embBécewnv xabdg kol GAAEG emAoyég mov €xovv emeEnynbel oto

KepdAato 3.4.

2mv Ewova 4.21 napovotdletar 10 TpoemAeyrévo ypoaeikd meptBdAlov yio v Agttovpyia

™G aviyvevong emBEcemy.

2mv Ewova 4.22 mopovcidletor 1o mapdbupo mov epeaviletor yio v emioyn apyeiov

€10000V apov &yl matnei to kovuni Browse File.

2mv Ewova 4.23 napovsidletor 10 ypapikd TepBAAAOV Yo TV Agttovpyia TNG oviyveLONG

emBécev aeov £yve N emAoyT| apyeiov £16650v.
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Ymv Ewova 4.24 napovctdletor 10 ypapikd TePPAAAOV Yo TV AELITOVPYIR TNG OViYVELONG

emBécev apob £Tpele Ue TIG TPOEMAEYUEVES EMAOYEC.

Ymv Ewova 4.25 napovsidletor 10 ypapikd TepBAAAOV Yo TV AELITOVPYIO TNG OViYVELONG
embécewv apov emAéymke n emhoyn Input file type, 6mov kabdpioe tov TOTO TOL OPYEIOL

£10000V o€ CSV.

Ymv Ewova 4.26 napovstdletor 1o ypapikd TePPAAAOV Yo TV AEITOVPYIN TNG OViYVELONG
emBécewv apov £xel motnOel to kovuni Browse File. Enueidvetar 6t éyel 1M emheytel n

emoyn Input file type, 6mov kabopioe Tov TOTO TOL OPYEIOL E1GOGOVL GE CSV.

Ymv Ewova 4.27 napovctdletor 1o ypapikd TePPAAAOV Yo TNV AEITOVPYIO TNG OVIYVELONG
emBéoemv a@ol &ywve M emAoyn apyeiov €6600v. EInueldvetonr OTL £yel MO emheytel M

emoyn Input file type, 6mov kabopioe Tov TOTO TOL OPYEIOL E1GOGOV OE CSV.

>mv Ewova 4.28 napovcidletar 1o ypapikd TEPPBAAAOV Yo TNV AEITOVPYIN TNG OVIYVELONG
eMOEGEOV 0OV ETPEEE LE TIG TPOETIAEYUEVEG EMAOYES. ZNUEUDVETOL OTL EYEL 1O EMAEYTEL M)

emoyn Input file type, 6mov kabopioe Tov TOTO TOL OPYEIOL E1GOGOVL OE CSV.

>mv Ewoéva 4.29 mapovcialetor 1o ypapikd mepiBdAlov yioo v Agttovpyio TG oviyveuong
embéocwv apov esmAéymmke 1 emAoyn Delete the .csv file after the process, 6mov 710
npoypappo Oa doypdyet To apyeio Tov wepiEyovv to. eEayouevo yopoaktnpotika (extracted
features) petd v ohokAfpwon tov vrorlowmwv Asttovpyidv (Ilpostoacio Asdopévav kot
Tpopodooia twv dedopévmv otov olyopiiuo). Inueidvetol 0Tt Yo vo Yivel auti 1 emhoyn
TPOMOTOWCIUN TPENEL TPMOTO, vo. emideytel 1 emdoyn Input file type, 6mov mpémer va

kaBopiotel 0 TOTOG TOL aPYEioL €GOS0V GE pcap.
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Packet Sniffer ~ Train Model — Anemaly Detection

File Path | Browse File

Tinput file type pcap file "<filename>_pcap" d

Delete the .csv file after the process Yes A
Start

Ewova 4.21 T'paeikd meptBadiiov aviyvevong emifécemv

etiD — O X
Facket Sniffer ~ Train Model ~ Anomaly Detection
File Path | Browse File
Input file type pcap file "<filename>.pcap" <
Delete the .csv file after the process Yes hd
Start
B Select Input File -~
<« - 4 <« workspace > python » Diploma » datasets » CTU-loT-Malware-Capture-8-1 v O Search CTU-loT-Malware-Cap... Q2
Organize « MNew folder ~ [ e
~
~ Name Date medified Type Size
# Quick access
bro 020 2:41 am File folder
[ Desktop - — . N I
e 2018-07-31-15-15-00-192.168.100.113.pcap /2019 6:48 pm Wireshark capture... 2,050 KB
; Downloads
workspace o
mineTest -
WebPage o+
ChristosAndr
Diploma -
Z| Documents #
CTU-loT-Malwar
features
final
versions
@ OneDrive v
File name: ~ | | Input File (*.pcap) ~
Open Cancel

Ewova 4.22 T'paeikd meptBdiiov aviyvevong embécemv
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Packet Sniffer ~ Train Model ~ Anomaly Detection

File Path |C:stersfchrls,fworkspacefpythonfDlpIoma,-’datasetstTU—IoT—MaIwarefCapture—8—1/201870}'—31—15—15—09—192.1GE.IUU.IIE.pcap

Tinput file type peap file "<filename=.pcap"
Delete the .csv file after the process Yes
Start

Ewova 4.23 T'pagikd meptBadiiov aviyvevong emibéocemv

Packet Sniffer  Train Model ~ Anomaly Detection

File Path |C:/Users,fchrisfwurkspacefpythunf[]iplumaf'datasetstTU-IUT-Malware-Capture-8-1/2018-07-31-15-15-09-192.165.100.113.pcap

Tinput file type pcap file "<filename>.pcap"
Delete the .csv file after the process Yes
Start

Browse File

Browse File

-

Starting the feature extraction process...

Opening C:/Users/chrisfworkspace/python/Diploma/datasets/CTU-IoT-Malware-Capture-8-1/2018-07-31-15-15-09-192.168.100.113.pcap...

The results have been stored in NetIDS/features/2018-07-31-15-15-09-192.168.100.113.csv successfully!
C:/Users/chris/workspace/python/Diploma/datasets/CTU-ToT-Malware-Capture-8-1/2018-07-31-15-15-09-192.168.100.113.pcap contains 23623 packets (23623 interesting)
Execution Time: 0:00:10.345984

Starting the Isolation Forest testing process...

Opening NetIDS/features/2018-07-31-15-15-09-192.168.100.113.csv...

The model has been loaded successfully!

The results have been stored in NetIDS/results/2018-07-31-15-15-09-192.168.100.113_results.csv successfully!
NetIDS/features/2018-07-31-15-15-09-192.168.100.113.csv contains 23623 packets (11858 malicious)
Execution Time: 0:00:02.079988

Total Execution Time: 0:00:12.927520

Ewova 4.24 T'pagd neptPadriiov aviyvevong embécemv
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Packet Sniffer  Train Model ~ Anomaly Detection

File Path | Browse File

Input file type csv file "<filename=>.csv" hd

Delete the .csv file after the process No o’
Start

Ewova 4.25 T'pagkd mepiPariiov aviyvevong embécemv

- O X
Packet Sniffer ~ Train Model ~ Anomaly Detection
File Path | Browse File
Input file type csv file "<filename>.csv" =z
Delete the .csv file after the process No -
Start
W Select Input File X
« v 4 5 Christos Andreou » workspace » python > Diploma » NetlDS » features v @ | Sesrch features r
Organize + MNew folder = T @
~ MName Date modified Type Size
3+ Quick access
9 Desk * @ 2018-03-21_capture.csv Microsoft Excel C...
eckto
i @ 2018-07-31-15-15-09-192.168.100.113.c5v Microsoft Bxcel C...
; Downloads @ big.csv / Microsoft Excel C...
workspace B9 test.cov 01/06/2020 12:15 pm Microsoft Excel C...
minelest 3] test?.csv 01/06/2020 5:49 pm Microsoft Excel C...
WebPage o+ @ train.csv 3V 020 £:23 pm Microsoft Excel C...
ChristosAndr #
Diploma ks
Documents
CTU-loT-Malwar
features
final
wversions
# OneDrive w
File name: | Input File (*.csv) v
Open Cancel

Ewova 4.26 I'pagid mepPadriiov aviyvevong embécemv
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Facket Sniffer ~ Train Model ~ Anomaly Detection

File Path |C:stersfchris,fworkspacefpythom’D\p\0ma/NetIDijeatureszUlB-D?Gl-15-15-09-192.168.100.113.csv

Input file type csv file "<filename>.csv"
Delete the .csv file after the process No
Start

Ewova 4.27 T'pagd meptPariiov aviyvevong embécemv

Packet Sniffer  Train Model ~ Anomaly Detection

File Path |C:stersfchris,fwnrkspace,"pythnnfD\p\nma,fNetIDS,ffeatures,"2ﬂ18-D7-31-15-15-DQ-lQZ.lEE.lDD.llE.CS\r

Input file type csv file "<filename>.csv"
Delete the .csv file after the process No
Start

Browse File

-

Browise File

o

Opening C:fUsers/chris/workspace/python/Diploma/NetIDS/features/2018-07-31-15-15-09-192.168.100.113.csv...

The medel has been loaded successfully!

The results have been stored in NetIDS/results/2018-07-31-15-15-09-192.168.100.113_results.csv successfully!
C:/Users/chris/workspace/python/Diploma/NetIDS/features/2018-07-31-15-15-09-192.168.100.113.c5v contains 23623 packets (11858 malicious)
Execution Time: 0:00:01.627715

Ewova 4.28 I'pagkd nepiPariiov aviyvevong embécemv
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Packet Sniffer ~ Train Model ~ Anomaly Detection

File Path | Browse File

Input file type pcap file "<filename=.pcap" =z

Delete the .csv file after the process No v
Start

Ewova 4.29 T'pagkd meptpariiov aviyvevong embécemv
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Kepdrawo 5

Amoterécpato
5.1 Metpnoelg 38
5.2 ZOyKplom anoTEAEGUATOV 39

5.1 Merpioeig

Tpéxovtag tov aAyoplBpo yur aviyvevorn ovopoMOV TapayOnKoy To omOTEAEGLOTO TOV
(QOIVOVTOL OTIC TTO KAT® YPOPIKES TOPACTACELS. XE YEVIKES YPOUUES O aAYOPIOUOS TANG1alet
To. emBounTd omoteAéopaTo OAAG Oev UTOPEL VO TO PTAGEL GTO ONUEIO TOL VO UTOPEL va

dlakpiver pe amdAvTn axpifela kot oryovpld 10 Katd 1660 £vo TokETo elval KakOBovAo 1 oyl

Expected vs Actual

Anomally Score

0 2000 4000 6000 8000 10000 12000 14000 16000 18000

m Benign m Malicious

Ewova 5.1 1" I'pagikn mapdotoon
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Expected vs Actual
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Expected Anomally Score
0
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B Anomally Score  ® Expected Anomally Score

Ewova 5.2 2" T'pagikn mapdotoon

5.2 Zoykpion amoteheocpdTmv

Meletdvtag 1000 TIG Ypaeikeg mapactidoels, Ewova 5.1 kot Ewéva 5.2, mov moapdydnkav
000 KoL TNV ardd0oT Tov adyopifuov eivon EekdBapo Twg Tapatnpeitor po aioOnT dS1popd
otV akpifeia Tov olyopiBupov. Mo cvykekpéva m axpifsia Tov olyopibupov Isolation
Forest eivar 69%. Avtd onpaivel O6tt mapoéAo mov €xel mePAcEL TO KOTOPA ToL 50%
eEaxorovBel va unv divel éva T0G0oTO T0 0mOl0 VO EUTVEEL GLYOVPLY OTL TO GUGTIL OVTO

etvat wavo va avayvopicet oxedov OAeg Tic embéoelc kat ta £idn eMBEGEOV TOL VILAPYOLV.
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Kepdararo 6

Yopnepdopata

6.1 IMapoatmpnoelc 40
6.2 Xvumepdopota 40
6.3 MeAlovtikn Epyacia 41

6.1 IMapatnprocelg

[Mapd v oa&loonueiot meptypapr tov aAdyopiBuov Isolation Forest yw v ypoppukn
YPOVIKN] TOAVTAOKOTNTO, TNV OMOJOTIKOTNTA KOL TNV YOUNAN VTOAOYIOTIKY] OVUVOUN TOV
yperdleTon yio va TpéEet, 0 alyOplog dev givol apKeETA 1KOVOS VO EMAVGEL TETOO0V €100VG
TpofAnuoTe otV amAn Tov popen. Qotdco atilel va onuelwbel Twg OAa 6GA TEPLYPAPOVY

TOV OAYOPIOLO 0VTO, etvan Tpaypatikd aAnBéc kot Eemepvodv kabe TPOoGdoKiaL.

6.2 Xvpnepdopato

Eivon mpopavég Tmg to andd povtélo tov aiyopifuov Isolation Forest dev eivor apketd kavo
Y Vv emilvomn tétoov €idovg mpoPAnudtov pe vynAn okpifela. TOUEOVE Kol HE TIC
npoavagepBeiceg SokiéEg Tov £xouv Yivel 6 avTN TNV £pevva OGO Kol 6€ GALES EPEVVES OV
elyav yiver oto mapeABov n avéykn tpomomoincng tov adyopiBuov avtod eivor epgavigc.
Yuykekppéva évo vppdko poviédo (hybrid model) tov adyopibuov Isolation Forest sivau
amopoitnto yw v emiivon mpoPAnudrov aviyvevong embBécewv. Evtovtolg éva tétolo
povtéro (hybrid model) 6o mpénet vo oyeduoctel pe amdtepo 6KOTO Vo TapapEivovy OAa To
Oetwcd o a&loonpeioto  yopoktnpictnkoe mov mEPLYpdPovy TO AmAd HOVIEAO TOV
aAyopiBupov Isolation Forest étolr @ote va umopel 10 poviédo avtd, to VPPIKO HOVTELD
(hybrid model), va tpéxetr oe ovokevég 10T. v mapodoa Gdon To HOVTEAX OV EXOLV

npotadel Yo Tporomoinom Tov amhov povtédov Isolation Forest pmopet amd ™ po Tievpd va
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eMTLYYAVOLY VYNAOTEPT oKpifeta e PEOVEKTNUO OH®G OTL dev gival TAEOV TOGO AmOdOTIK
Kol oUTE €Q0oVV TOGO YOUNAN vmoAoywoTikn avdykn. Kabiotovrog ta €16t un cvpPatég
emMA0YEG Yo ovokevég 10T dmov 1 younAn vmoAoyloTIK) avdykn sivor éva and ta KHpla

TPOOTOLTOVEVA.

6.3 Merhovtikn Epyacia

Yiyovpa 1 épevva ot Bo pmopovoe va amoTteAEGEL To OEPEMA Y100 CLUVEYIOTN KOl ETEKTOCT

TOV EPYOAEIOV TTOL TPOTAONKE.

Mia Toyn Tov gpyareiov avtod mov Ba propovoe va avartvybel oe peydio Padbud mov duwmg
Oo amotovoe omictevtn yvoon kot eEgdikevon 610 KOUUATL TV oAyopifumv kot
ToAVTAOKOTNTOG €ivar 1 dnpovpyio evoc vPpidkod povtérov (hybrid model) 17 evig
TPOTOTONUEVOL HOVTELOV TOL aAyopiBuov Isolation Forest mov va givar oyedacuévo yio ta

pétpa piag cvokevng loT.

Axopa pio Troyn tov gpyoieiov mov Ba umopovoe va avamtuyOel givon 1 yprion TapAAANANG

enefepyaciog Yo Lelmon TOL YPOVOL JEKTEPAIMOTG TOV SLOOTKACLDV.
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.txtPath_Tool3.textChanged.connect(self.pathChanged_Tool3)

.comboBoxFileType_Tool3.currentindexChanged.connect(self.clickedFileType_Tool3)

.btnStart_Tool3.clicked.connect(self.start_Tool3)

retranslateUi( Form):

_translate = QtCore.QCoreApplication.translate

Form.setWindowTitle(_translate( ))
JIblInfinitely_Tooll.setText(_translate(
.comboBoxInfinitely_Tool1l.setCurrentText(_translate(
.comboBoxInfinitely_Tooll.setitemText(0, _translate(
.comboBoxInfinitely_Tool1l.setltemText(1, _translate(
IblDuration_Tool1.setText(_translate(
IblSinglePcap_Tooll.setText(_translate(
.comboBoxSinglePcap_Tool1l.setitemText(0, _translate(
.comboBoxSinglePcap_Tooll.setltemText(1, translate(
IblPacketNum_Tool1l.setText(_translate(
blContinue_Tool1l.setText(_translate(
.comboBoxContinue_Tool1l.setltemText(0, _translate( ))
.comboBoxContinue_Tool1l.setltemText(1, _translate( ))
blDelete_Tool1l.setText(_translate(
.comboBoxDelete_Tool1.setltemText(0, _translate( ))
.comboBoxDelete_Tool1.setltemText(1, _translate( ))
.btnStart_Tool1l.setText(_translate( ))
.tabWidget.setTabText(self.tabWidget.indexOf(self.Tooll), _translate(
blPath_Tool2.setText(_translate( ))
.btnBrowse_Tool2.setText(_translate( ))
AblFileType_Tool2.setText(_translate( ))
.comboBoxFileType_Tool2.setCurrentText(_translate(
.comboBoxFileType_Tool2.setltemText(0, _translate(
.comboBoxFileType_Tool2.setltemText(1, _translate(
blRetrain_Tool2.setText(_translate(
.comboBoxRetrain_Tool2.setltemText(0, _translate(
.comboBoxRetrain_Tool2.setltemText(1, _translate(
blDelete_Tool2.setText(_translate(
.comboBoxDelete_Tool2.setltemText(0, _translate(




.comboBoxDelete_Tool2.setltemText(1, _translate( ))
.btnStart_Tool2.setText(_translate( ))
.tabWidget.setTabText(self.tabWidget.indexOf(self.Tool2), _translate(
IblPath_Tool3.setText(_translate( ))
.btnBrowse_Tool3.setText(_translate( ))
IblFileType_Tool3.setText(_translate( ))
.comboBoxFileType_Tool3.setCurrentText(_translate(
.comboBoxFileType_Tool3.setitemText(0, _translate(
.comboBoxFileType_Tool3.setitemText(1, _translate(
IblDelete_Tool3.setText(_translate(
.comboBoxDelete_Tool3.setltemText(0, _translate( ))
.comboBoxDelete_Tool3.setltemText(1, _translate( ))
.btnStart_Tool3.setText(_translate( ))
.tabWidget.setTabText(self.tabWidget.indexOf(self.Tool3), _translate(

)

create_folder( createFold):
os.path.isdir(createFold):
os.mkdir(createFold)
print_redirect( tool, text):
(tool ==
.outputTooll += text +

.textBrowser_Tool1l.setPlainText(self.outputTooll)

.textBrowser_Tooll.verticalScrollBar().setValue(self.textBrowser_Tool1l.verticalScrollBar().maximum(

)
(tool ==
.outputTool2 += text +

.textBrowser_Tool2.setPlainText(self.outputTool2)

.textBrowser_Tool2.verticalScrollBar().setValue(self.textBrowser_Tool2.verticalScrollBar().maximum (

))
(tool ==
.outputTool3 += text +

.textBrowser_Tool3.setPlainText(self.outputTool3)

.textBrowser_Tool3.verticalScrollBar().setValue(self.textBrowser_Tool3.verticalScrollBar().maximum(

)

QtCore.QCoreApplication.processEvents()

(text)




valid_FExtraction( tool, fileName):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
.print_redirect(tool format(fileName))

colsCSV = [

tmp1 = fileName.split("/")
tmp2 = tmp1[len(tmp1l) - 1]
tmp3 = tmp2.replace(
resFile = featuresFolder + +tmp3 +
packetsCSV =]
resultingOutliers = pd.DataFrame (packetsCSV =colsCSV)
resultingOutliers.to_csv(resFile =
count =
interesting_packet_count =
(pkt_data, pkt_metadata,) in RawPcapReader(fileName):
count +=
col =]
col.append(str(count))
ether_pkt = Ether(pkt_data)
txtMACsrc = str(ether_pkt.src)

tMACsrc = txtMACsrc.split(":")

col.append( (tMACsrc
col.append( (tMACsrc
col.append( (tMACsrc
col.append( (tMACsrc
col.append( (tMACsrc
col.append( (tMACsrc

|
|
|
|
|
]

txtMACdst = str(ether_pkt.dst)

tMACdst = txtMACdst.split(":")

col.append(str(int(tMACdst[0]
col.append(str(int(tMACdst[1]
col.append(str(int(tMACdst[2]




col.append(str(int(tMACdst[3], 16)))

col.append(str(int(tMACdst[4], 16)))

col.append(str(int(tMACdst[5], 16)))
ether_pkt.fields:

col.append("1")

col.append(str(ether_pkt.len))

col.append("0")
col.append(str(ether_pkt.type))
(IP in ether_pkt):

ip_pkt = ether_pkt[IP]
txtIPsrc = str(ip_pkt.src)
tIPsrc = txtIPsrc.split(".")
txtIPdst = str(ip_pkt.dst)
tIPdst = txtIPdst.split(".")
col.append(tIPsrc[
col.append(tIPsrc[
col.append(tIPsrc[
col.append(tIPsrc[
col.append(tIPdst[0])
col.append(tIPdst[1])
col.append(tIPdst[2])
col.append(tIPdst[3])

col.append(str(ip_pkt.tos))

col.append(str(ip_pkt.len))

col.append(str(ip_pkt.proto))
(TCP in ip_pkt):
tcp_pkt = ip_pkt[TCP]
col.append(str(tcp_pkt.sport))
col.append(str(tcp_pkt.dport))
(TCPerror in ip_pkt):
tcp_error_pkt = ip_pkt[TCPerror]
col.append(str(tcp_error_pkt.sport))
col.append(str(tcp_error_pkt.dport))
(UDP in ip_pkt):

udp_pkt = ip_pkt[UDP]




col.append(str(udp_pkt.sport))
col.append(str(udp_pkt.dport))
(UDPerror in ip_pkt):
udp_error_pkt = ip_pkt[UDPerror]
col.append(str(udp_error_pkt.sport))

col.append(str(udp_error_pkt.dport))

col.append("-1")

col.append("-1")

(ARP in ether_pkt):
arp_pkt = ether_pkt[ARP]
txtIPsrc = str(arp_pkt.psrc)
tIPsrc = txtIPsrc.split(".")
txtIPdst = str(arp_pkt.pdst)
tIPdst = txtIPdst.split(".")
col.append(tIPsrc
col.append(tIPsrc

col.append(tIPsrc
col.append(tIPsrc

[0]
[1]
[2]
B

col.append(tIPdst[0])
col.append(tIPdst[1])
col.append(tIPdst[2])
col.append(tIPdst[3])

col.append("-1")
col.append("-1")
col.append(str(arp_pkt.ptype))
col.append("-1")

col.append("-1")

col.append(
col.append(
col.append(
col.append(

col.append(
col.append(
col.append(
col.append(

col.append(




col.append(
col.append(
col.append(
col.append("-1")
col.append(str(pkt_metadata.wirelen))
col.append(str(pkt_metadata.caplen))
col.append(str(pkt_metadata.sec))
col.append(str(pkt_metadata.usec))
interesting_packet_count +=
packetsCSV.append(col)
((count % )==0):
QtCore.QCoreApplication.processEvents()
((count % == 0):
.print_redirect(tool, str(count))
resultingOutliers = pd.DataFrame(packetsCSV, =colsCSV)
resultingOutliers.to_csv(resFile
packetsCSV =]
QtCore.QCoreApplication.processEvents()
resultingOutliers = pd.DataFrame( =packetsCSV =colsCSV)

resultingOutliers.to_csv(resFile )

.print_redirect(tool format(resFile))

.print_redirect(tool .format(fileName, count
interesting_packet_count))

tl = time.perf_counter() - t0

.print_redirect(tool + str(datetime.timedelta( =t1)))

start_FExtraction( tool, file_name):
QtCore.QCoreApplication.processEvents()
.create_folder(self.rootFolder)
.create_folder(self.featuresFolder)
(file_name e
(len(file_name) < 6):

.print_redirect(tool format(file_name))




(file_name.endswith(

.print_redirect(tool .format(file_name))

.print_redirect(tool

os.path.isfile(file_name):

.print_redirect(tool format(file_name))

(self.valid_FExtraction(tool, file_name)

readDataSet( fileName):
data = pd.read_csv(str(fileName) =',").values
data = pd.DataFrame(data)
data = data.astype({0:

data = data.astype({1:
data = data.astype({2:
data = data.astype({3:
data = data.astype({4:
data = data.astype({5:
data = data.astype({6:

data = data.astype({7:
data = data.astype({8:
data = data.astype({9:
data = data.astype({
data = data.astype({
data = data.astype({

data = data.astype({
data = data.astype({

data = data.astype({
data = data.astype({
data = data.astype({
data = data.astype({

data = data.astype({
data = data.astype({
data = data.astype({
data = data.astype({

data = data.astype({




data = data.astype({
data = data.astype({
data = data.astype({
data = data.astype({
data = data.astype({

data = data.astype({

data = data.values
data = np.nan_to_num(data)
QtCore.QCoreApplication.processEvents()
data
valid_Train( tool, fileName, retOption):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
trainFile = fileName
.print_redirect(tool format(trainFile))

trainData = self.readDataSet(trainFile)

clf = IsolationForest(
iForestModelFile = .modelFile

(retOption

os.path.isfile(iForestModelFile):

.print_redirect(tool
format(iForestModelFile))

clf = joblib.load(iForestModelFile)

modelParams = clf.get_params()

model_n_estimators = modelParams]

model_n_estimators +=

clf.set_params( =model_n_estimators)




.print_redirect(tool

clf.fit(trainData)

joblib.dump(clf, iForestModelFile)

.print_redirect(tool
t1 = time.perf_counter() - t0

.print_redirect(tool + str(datetime.timedelta(

start_Train( tool, retargu, file_name):
QtCore.QCoreApplication.processEvents()
.create_folder(self.rootFolder)
.create_folder(self.modelFolder)
retoption =

(retargu ):

retarg = retargu.lower()

(retarg == b
retoption =
(retarg ==

retoption =

.print_redirect(tool
format(retargu))

(file_name
(len(file_name) < 5):

.print_redirect(tool

(file_name.endswith(

.print_redirect(tool

=t1)))

format(file_name))

format(file_name))




.print_redirect(tool

os.path.isfile(file_name):

.print_redirect(tool format(file_name))

(self.valid_Train(tool, file_name, retoption)

valid_PcapToTrain( tool, fileName, delOption, retOption):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
.print_redirect(tool

(self.start_FExtraction(tool, fileName)

tmp1 = fileName.split("/")

tmp2 = tmp1[len(tmpl) - 1]

tmp3 = tmp2.replace(

resFile = featuresFolder +
.print_redirect(tool
retrainModel =
(retOption
retrainModel =

(self.start_Train(tool, retrainModel, resFile)

(delOption ):
os.path.exists(resFile):
os.remove(resFile)

t1 = time.perf_counter() - t0

.print_redirect(tool + str(datetime.timedelta(

start_PcapToTrain( tool, delargu, retargu, file_name):

QtCore.QCoreApplication.processEvents()




deloption =
(delargu i
delarg = delargu.lower()
(delarg == )E
deloption =
(delarg ==

deloption =

.print_redirect(tool
format(delargu))

retoption =
(retargu ):
retarg = retargu.lower()
(retarg == )E
retoption =
(retarg ==

retoption =

.print_redirect(tool
format(retargu))

(file_name

(len(file_name) < 6):

.print_redirect(tool .format(file_name))

(file_name.endswith(

.print_redirect(tool .format(file_name))

.print_redirect(tool

os.path.isfile(file_name):




.print_redirect(tool format(file_name))

(self.valid_PcapToTrain(tool, file_name, deloption, retoption)

valid_Test( tool, fileName):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
testFile = fileName
.print_redirect(tool format(testFile))

testData = .readDataSet(testFile)

iForestModelFile = .modelFile
os.path.isfile(iForestModelFile):

.print_redirect(tool
.format(iForestModelFile))

iForestModel = joblib.load(iForestModelFile)

.print_redirect(tool

resPrediction = iForestModel.predict(testData)
tmp1 = testFile.split("/")

tmp2 = tmp1[len(tmpl) - 1]

tmp3 = tmp2.replace(

resFile = .resultsFolder + +tmp3 +
colsCSV = [

packetsCSV =[]

resultingOutliers = pd.DataFrame(packetsCSV =colsCSV)

resultingOutliers.to_csv(resFile =
count =
malicious_count =

row in resPrediction:




count +=

col =]
col.append(count)
rowResult =

(row ==-1):
malicious_count +=

rowResult =
col.append(rowResult)
packetsCSV.append(col)
((count % )==0):
QtCore.QCoreApplication.processEvents()
((count % == 0):
.print_redirect(tool, str(count))
resultingOutliers = pd.DataFrame(packetsCSV
resultingOutliers.to_csv(resFile
packetsCSV =]
resultingOutliers = pd.DataFrame (packetsCSV
resultingOutliers.to_csv(resFile
.print_redirect(tool
.print_redirect(tool
tl = time.perf_counter() - t0
.print_redirect(tool i
start_Test( tool, file_name):
QtCore.QCoreApplication.processEvents()
.create_folder(self.rootFolder)
.create_folder(self.resultsFolder)
(file_name e

(len(file_name) < 5):

.print_redirect(tool

(file_name.endswith(

.print_redirect(tool

=colsCSV)

=colsCSV)

format(resFile))

format(testFile, count, malicious_count))

(datetime.timedelta( =t1)))

format(file_name))

format(file_name))




.print_redirect(tool

os.path.isfile(file_name):

.print_redirect(tool format(file_name))

(self.valid_Test(tool, file_name)

valid_PcapToTest( tool, fileName, delOption):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
.print_redirect(tool

(self.start_FExtraction(tool, fileName)

tmp1 = fileName.split("/")

tmp2 = tmp1[len(tmpl) - 1]

tmp3 = tmp2.replace(

resFile = featuresFolder + +tmp3 +
.print_redirect(tool

(self.start_Test(tool, resFile)

(delOption ):
os.path.exists(resFile):
os.remove(resFile)

tl = time.perf_counter() - t0

.print_redirect(tool (datetime.timedelta(

start_PcapToTest( tool, delargu, file_name):
QtCore.QCoreApplication.processEvents()
deloption =

(delargu

=t1)))




delarg = delargu.lower()
(delarg == )E
deloption =
(delarg ==

deloption =

.print_redirect(tool
format(delargu))

(file_name

(len(file_name) < 6):

.print_redirect(tool format(file_name))

(file_name.endswith(

.print_redirect(tool .format(file_name))

.print_redirect(tool

os.path.isfile(file_name):

.print_redirect(tool format(file_name))

(self.valid_PcapToTest(tool, file_name, deloption)

valid_Sniffer_internal( tool, numPackets, contOption, delOption, storeOption, oneFile):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
.print_redirect(tool
curTime = str(datetime.datetime.now())
tmp1 = curTime.split(".")
tmp2 = tmp1[0].replace(

tmp3 = tmp2.replace(




resFile = .pcapsFolder + +tmp3 +
(storeOption i

resFile = oneFile

textFilter = + conf.iface.ip
sniffedPackets =
sniffPackets =
remPackets = numPackets - sniffedPackets
(remPackets > 0):
QtCore.QCoreApplication.processEvents()
(remPackets < sniffPackets):
sniffPackets = remPackets
pkts = sniff( =textFilter, =conf.iface =sniffPackets)
wrpcap(resFile, pkts )
sniffedPackets += sniffPackets
remPackets = numPackets - sniffedPackets

.print_redirect(tool .format(resFile))

tl = time.perf_counter() - t0

.print_redirect(tool + str(datetime.timedelta(
(storeOption contOption
deleteFeatures =

(delOption

deleteFeatures =

(self.start_PcapToTest(tool, deleteFeatures, resFile)

valid_Sniffer( tool, tMinutes, numPackets, contOption, delOption, storeOption):
QtCore.QCoreApplication.processEvents()
t0 = time.perf_counter()
.print_redirect(tool

curTime = str(datetime.datetime.now())




tmp1 = curTime.split(".")

tmp2 = tmp1[0].replace(

tmp3 = tmp2.replace( )

onePCAPFile = .pcapsFolder + +tmp3 +
(tMinutes == -1):

(self.valid_Sniffer_internal(tool, numPackets, contOption, delOption, storeOption, onePCAPFile)

):

(storeOption contOption
deleteFeatures =

(delOption

deleteFeatures =

(self.start_PcapToTest(tool, deleteFeatures, onePCAPFile)

(tMinutes == -200):

starTime = datetime.datetime.now()

QtCore.QCoreApplication.processEvents()

(self.valid_Sniffer_internal(tool, numPackets, contOption, delOption, storeOption, onePCAPFile)

):

runTime = datetime.datetime.now() - starTime

.print_redirect(tool + str(runTime))

endTime = datetime.datetime.now() + datetime.timedelta( =tMinutes)

QtCore.QCoreApplication.processEvents()

datetime.datetime.now() >= endTime:

(self.valid_Sniffer_internal(tool, numPackets, contOption, delOption, storeOption, onePCAPFile)

):

tmpTime = datetime.datetime.now()

(endTime >= tmpTime):




remTime = endTime - tmpTime

.print_redirect(tool + str(remTime))

.print_redirect(tool
(storeOption contOption
deleteFeatures =

(delOption
deleteFeatures =

(self.start_PcapToTest(tool, deleteFeatures, onePCAPFile)

t1 = time.perf_counter() - t0

.print_redirect(tool + str(datetime.timedelta( =t1)))

start_Sniffer( tool, infargu, timeargu, storeargu, packargu, contargu, delargu):
QtCore.QCoreApplication.processEvents()
.create_folder(self.rootFolder)

.create_folder(self.pcapsFolder)

infoption =

(infargu i
infarg = infargu.lower()
(infarg == )E
infoption =
(infarg ==

infoption =

.print_redirect(tool
format(infargu))

timeMinutes = -

(timeargu ):

timearg = timeargu.isdecimal()




(timearg):
timeoption = int(timeargu)
(timeoption > 0):

timeMinutes = timeoption

.print_redirect(tool
format(timeargu))

.print_redirect(tool
format(timeargu))

storeoption =
(storeargu ):
storearg = storeargu.lower ()
(storearg == )E
storeoption =
(storearg ==

storeoption =

.print_redirect(tool
format(storeargu))

packetNum =

(packargu E

packarg = packargu.isdecimal()

(packarg):

packoption = int(packargu)

(packoption > 0):

packetNum = packoption

.print_redirect(tool
format(packargu))




.print_redirect(tool
format(packargu))

contoption =
(contargu ):
contarg = contargu.lower()
(contarg == )E
contoption =
(contarg ==

contoption =

.print_redirect(tool
format(contargu))

deloption =

(delargu ):

delarg = delargu.lower()
(delarg == b
deloption =
(delarg ==

deloption =

.print_redirect(tool
format(delargu))

(infoption
timeMinutes = -
(storeoption ):

.print_redirect(tool

)




(self.valid_Sniffer(tool, timeMinutes, packetNum, contoption, deloption, storeoption)

clickedInfinitely_Tool1(self):
infinityOption = .comboBoxInfinitely_Tooll.currentText()
(infinityOption == )E
.txtDuration_Tool1.setEnabled( )
.comboBoxSinglePcap_Tool1.setCurrentindex(0)
.comboBoxSinglePcap_Tool1.setEnabled( )

txtDuration_Tool1.setText("")

(infinityOption == )E

.txtDuration_Tool1.setEnabled( )
.comboBoxSinglePcap_Tooll.setCurrentindex(1)
.comboBoxSinglePcap_Tooll.setEnabled( )

.durationChanged_Tool1()

.showMessage(

durationChanged_Tool1(self):
duration = txtDuration_Tool1.text()
((duration ) (len(duration) > 0)):
((duration.isdecimal()) (int(duration) > 0)):
.comboBoxSinglePcap_Tooll.setEnabled( )
.comboBoxSinglePcap_Tooll.setCurrentindex(0)

.btnStart_Tool1l.setEnabled( )




.btnStart_Tool1.setEnabled(
.showMessage(

txtDuration_Tool1.setText(")

.comboBoxSinglePcap_Tool1l.setEnabled( )
.comboBoxSinglePcap_Tool1l.setCurrentIndex(1)

.btnStart_Tool1l.setEnabled( )

packetNumChanged_Tool1(self):
packetNum = .txtPacketNum_Tooll.text()
((packetNum ) (len(packetNum) > 0)):
((packetNum.isdecimal()) (int(packetNum) > 0)):

.btnStart_Tool1.setEnabled( )

.btnStart_Tool1.setEnabled(
.showMessage(

txtPacketNum_Tool1.setText("")

.btnStart_Tool1.setEnabled(

clickedContinue_Tool1(self):
continueOption = .comboBoxContinue_Tooll.currentText()
(continueOption == )E
.comboBoxDelete_Tool1.setEnabled( )
.comboBoxDelete_Tooll.setCurrentindex(0)
(continueOption == ):
.comboBoxDelete_Tooll.setCurrentIndex(1)

.comboBoxDelete_Tool1.setEnabled( )

.showMessage(

start_Tool1(self):

enabledInfinitely =

enabledDuration =




enabledSinglePcap =
enabledPacketNum =
enabledContinue =

enabledDelete =

(self.comboBoxInfinitely_Tooll.isEnabledTo(self.Tool1)):

enabledInfinitely =
(self.txtDuration_Tooll.isEnabledTo(self.Tool1)):
enabledDuration =
(self.comboBoxSinglePcap_Tooll.isEnabledTo(self.Tool1)):
enabledSinglePcap =
(self.txtPacketNum_Tool1l.isEnabledTo(self.Tool1)):
enabledPacketNum =
(self.comboBoxContinue_Tool1l.isEnabledTo(self.Tool1)):
enabledContinue =
(self.comboBoxDelete_Tool1l.isEnabledTo(self.Tool1)):
enabledDelete =
.comboBoxInfinitely_Tooll.setEnabled(
.txtDuration_Tool1.setEnabled( )
.comboBoxSinglePcap_Tooll.setEnabled(
.txtPacketNum_Tool1l.setEnabled( )
.comboBoxContinue_Tool1.setEnabled(
.comboBoxDelete_Tool1l.setEnabled(
.btnStart_Tool1.setEnabled( )
.textBrowser_Tool1l.setEnabled( )
infinityArg = .comboBoxInfinitely_Tool1.currentText()
durationArg = .txtDuration_Tool1.text()
signlePcapArg = .comboBoxSinglePcap_Tooll.currentText()
packetNumArg = .txtPacketNum_Tool1l.text()
continueOptionArg = .comboBoxContinue_Tool1l.currentText()
delOptionArg = .comboBoxDelete_Tooll.currentText()
infinityBool =
durArg =

signlePcapBool =




packArg =

continueOptionBool =

delOptionBool =
(infinityArg ==
infinityBool =
(durationArg ==""):

durArg =

durArg = durationArg
(signlePcapArg ==
signlePcapBool =
(packetNumArg ==""):

packArg =

packArg = packetNumArg
(continueOptionArg ==
continueOptionBool =
(delOptionArg ==
delOptionBool =

tool =

QtCore.QCoreApplication.processEvents()

.start_Sniffer(tool, infinityBool, durArg, signlePcapBool, packArg, continueOptionBool
delOptionBool)

QtCore.QCoreApplication.processEvents()

(enabledInfinitely):
.comboBoxInfinitely_Tool1.setEnabled(

(enabledDuration):
.txtDuration_Tool1.setEnabled(

(enabledSinglePcap):
.comboBoxSinglePcap_Tool1l.setEnabled(

(enabledPacketNum):




.txtPacketNum_Tool1l.setEnabled(
(enabledContinue):

.comboBoxContinue_Tool1l.setEnabled(
(enabledDelete):

.comboBoxDelete_Tooll.setEnabled(

.btnStart_Tool1.setEnabled( )

browse_Tool2(self):

.txtPath_Tool2.setText("")

.textBrowser_Tool2.setEnabled(

.btnStart_Tool2.setEnabled( )

fileType = .comboBoxFileType_Tool2.currentText()

fileTypel = fileType.split(".")

inputFileType =
(fileTypel[1].startswith(
inputFileType =
(fileTypel[1].startswith( )):

inputFileType =

.showMessage(
fileName, _ = QtWidgets.QFileDialog.getOpenFileName(
fileName:
.txtPath_Tool2.setText(fileName)

fn = fileName.split("/")

inputFileType)




fn1 = fn[len(fn) - 1].split(".")
fn2 = fn1[len(fnl) - 1]
(fn1) < (len(fnl) > fn2) or ( fn2))):

.showMessage( )

os.path.exists(fileName):

.showMessage(

.btnStart_Tool2.setEnabled(

pathChanged_Tool2(self):

.textBrowser_Tool2.setEnabled(

.btnStart_Tool2.setEnabled(
fileName = .txtPath_Tool2.text()
fileType = .comboBoxFileType_Tool2.currentText()
fileTypel = fileType.split(".")
(fileTypel[1].startswith( ))E
((fileName ) (Ien(fileName) > 0)):
((fileName.endswith( )) (Ien(fileName) > len(
.btnStart_Tool2.setEnabled( )
(fileTypel[1].startswith( )):
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (len(fileName) > len(

.btnStart_Tool2.setEnabled(

.showMessage(

clickedFileType_Tool2(self):
fileName = .txtPath_Tool2.text()
fileType = .comboBoxFileType_Tool2.currentText()

fileTypel = fileType.split(".")

(fileTypel[1].startswith( )):

((fileName ) (len(fileName) > 0)):




((fileName.endswith( )) (len(fileName) > len( ))):

.btnStart_Tool2.setEnabled( )

.textBrowser_Tool2.setEnabled(

.btnStart_Tool2.setEnabled( )
.comboBoxDelete_Tool2.setEnabled( )
.comboBoxDelete_Tool2.setCurrentIndex(0)

(fileTypel[1].startswith( ))E
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (Ien(fileName) > len(

.btnStart_Tool2.setEnabled(

.textBrowser_Tool2.setEnabled(

.btnStart_Tool2.setEnabled( )
.comboBoxDelete_Tool2.setCurrentlndex(1)

.comboBoxDelete_Tool2.setEnabled( )

.showMessage(

start_Tool2(self):

enabledPath =

enabledBrowse =

enabledFileType =

enabledRetrain =

enabledDelete =
(self.txtPath_Tool2.isEnabledTo(self.Tool2)):
enabledPath =
(self.btnBrowse_Tool2.isEnabledTo(self.Tool2)):
enabledBrowse =
(self.comboBoxFileType_Tool2.isEnabledTo(self.Tool2)):

enabledFileType =




(self.comboBoxRetrain_Tool2.isEnabledTo(self.Tool2)):
enabledRetrain =
(self.comboBoxDelete_Tool2.isEnabledTo(self.Tool2)):
enabledDelete =
.txtPath_Tool2.setEnabled(
.btnBrowse_Tool2.setEnabled( )
.comboBoxFileType_Tool2.setEnabled(
.comboBoxRetrain_Tool2.setEnabled(
.comboBoxDelete_Tool2.setEnabled(
.btnStart_Tool2.setEnabled( )
.textBrowser_Tool2.setEnabled(
fileNameArg = .txtPath_Tool2.text()
fileTypeArg = .comboBoxFileType_Tool2.currentText()
retrainOptionArg = .comboBoxRetrain_Tool2.currentText()
delOptionArg = .comboBoxDelete_Tool2.currentText()
retrainOptionBool =
delOptionBool =
(retrainOptionArg ==
retrainOptionBool =
(delOptionArg ==
delOptionBool =

tool =

QtCore.QCoreApplication.processEvents()

(fileTypeArg == ):

((fileNameArg ) (len(fileNameArg) > 0)):

((fileNameArg.endswith( )) (len(fileNameArg) > len( ))):

.start_PcapToTrain(tool, delOptionBool, retrainOptionBool, fileNameArg)
(fileTypeArg == ):
((fileNameArg ) (len(fileNameArg) > 0)):
((fileNameArg.endswith( )) (len(fileNameArg) >

.start_Train(tool, retrainOptionBool, fileNameArg)




QtCore.QCoreApplication.processEvents()
(enabledPath):
.txtPath_Tool2.setEnabled(
(enabledBrowse):
.btnBrowse_Tool2.setEnabled(
(enabledFileType):
.comboBoxFileType_Tool2.setEnabled(
(enabledRetrain):
.comboBoxRetrain_Tool2.setEnabled(
(enabledDelete):
.comboBoxDelete_Tool2.setEnabled(

.btnStart_Tool2.setEnabled( )

browse_Tool3(self):

.txtPath_Tool3.setText("")

.textBrowser_Tool3.setEnabled(

.btnStart_Tool3.setEnabled( )
fileType = .comboBoxFileType_Tool3.currentText()
fileTypel = fileType.split(".")
inputFileType =
(fileTypel[1].startswith(
inputFileType =
(fileTypel[1].startswith( )):

inputFileType =

.showMessage(




fileName, _ = QtWidgets.QFileDialog.getOpenFileName(
fileName:
.txtPath_Tool3.setText(fileName)
fn = fileName.split("/")
fnl = fn[len(fn) - 1].split(".")
fn2 = fnl[len(fnl) - 1]
(fn1) < (len(fnl) > fn2) or ( fn2))):

.showMessage( )

os.path.exists(fileName):

.showMessage(

.btnStart_Tool3.setEnabled(

pathChanged_Tool3(self):

.textBrowser_Tool3.setEnabled(

.btnStart_Tool3.setEnabled(
fileName = self.txtPath_Tool3.text()

fileType = .comboBoxFileType_Tool3.currentText()

fileTypel = fileType.split(".")

(fileTypel[1].startswith( )):
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (len(fileName) > len(
.btnStart_Tool3.setEnabled( )
(fileTypel[1].startswith( )):
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (len(fileName) > len(

.btnStart_Tool3.setEnabled(

.showMessage (

clickedFileType_Tool3(self):

fileName = .txtPath_Tool3.text()

inputFileType)




fileType = .comboBoxFileType_Tool3.currentText()
fileTypel = fileType.split(".")
(fileTypel[1].startswith( ))E
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (len(fileName) > len(

.btnStart_Tool3.setEnabled( )

.textBrowser_Tool3.setEnabled(

.btnStart_Tool3.setEnabled( )
.comboBoxDelete_Tool3.setEnabled( )
.comboBoxDelete_Tool3.setCurrentindex(0)

(fileTypel[1].startswith( ))E
((fileName ) (len(fileName) > 0)):
((fileName.endswith( )) (len(fileName) > len(

.btnStart_Tool3.setEnabled(

.textBrowser_Tool3.setEnabled(

.btnStart_Tool3.setEnabled( )

.comboBoxDelete_Tool3.setCurrentindex(1)

.comboBoxDelete_Tool3.setEnabled( )

.showMessage(

start_Tool3(self):

enabledPath =

enabledBrowse =

enabledFileType =

enabledDelete =
(self.txtPath_Tool3.isEnabledTo(self.Tool3)):
enabledPath =

(self.btnBrowse_Tool3.isEnabledTo(self.Tool3)):




enabledBrowse =
(self.comboBoxFileType_Tool3.isEnabledTo(self.Tool3)):
enabledFileType =
(self.comboBoxDelete_Tool3.isEnabledTo(self.Tool3)):
enabledDelete =
.txtPath_Tool3.setEnabled(
.btnBrowse_Tool3.setEnabled( )
.comboBoxFileType_Tool3.setEnabled(
.comboBoxDelete_Tool3.setEnabled(
.btnStart_Tool3.setEnabled( )
.textBrowser_Tool3.setEnabled(
fileNameArg = .txtPath_Tool3.text()
fileTypeArg = self.comboBoxFileType_Tool3.currentText()
delOptionArg = .comboBoxDelete_Tool3.currentText()
delOptionBool =
(delOptionArg ==
delOptionBool =

tool =

QtCore.QCoreApplication.processEvents()

(fileTypeArg == ):

((fileNameArg ) (len(fileNameArg) > 0)):

((fileNameArg.endswith( )) (len(fileNameArg) > len(
.start_PcapToTest(tool, delOptionBool, fileNameArg)
(fileTypeArg == ):
((fileNameArg ) (len(fileNameArg) > 0)):
((fileNameArg.endswith( )) (len(fileNameArg) > len(
.start_Test(tool, fileNameArg)
QtCore.QCoreApplication.processEvents()

(enabledPath):
.txtPath_Tool3.setEnabled(

(enabledBrowse):
.btnBrowse_Tool3.setEnabled(




(enabledFileType):
.comboBoxFileType_Tool3.setEnabled(

(enabledDelete):
.comboBoxDelete_Tool3.setEnabled(

.btnStart_Tool3.setEnabled( )

showMessage( m):
msg = QMessageBox()
msg.setWindowTitle(
msg.setText(m)
msg.setlcon(QMessageBox.Critical)

x = msg.exec_()

main():

app = QtWidgets.QApplication(sys.argv)

window = QtWidgets.QWidget()
ui = Ui_Form()
ui.setupUi(window)
window.show()

sys.exit(app.exec_())




